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1. Betyn
1.1 TepMiHuM, O BUKOPUCTOBYHOTHLCA:

° AudimexEE — aBTomatmsoBaHa cuctema
KepyBaHHS ayauToM, WO BWKOPUCTOBYETHCS
Hanpamkom "BHyTpiwHin ayant".

° Ayautop — cniBpobiTHuk HBA abo
Oyob-gka iHwa ocoba, npu3HadYeHa YneHoM
ayauMTOPCbKOI KOMaHaw.

° Ayantopcbka nepeBipka — AisinbHICTb
nigpo3ainy BHYTPILWHLOrO ayauTy, WO nonsrae y
NpPoBeAEHHI He3anexHoi, ob’ekTMBHOI  Ta
OCHOBaHOI Ha pPU3NK-OPIEHTOBAHOMY  Migxoni
OuiHUi Ana HagaHHA BMEBHEHOCTI, sika, cepen
iHLWOrO, BKItoYae BUKOHaHHS 3aBOaHb
BHYTPILUHBOrO ayauTy Ans OUiHKM BignoBigHOCTI,
3aBoaHb Yy cdepi  diHaHciB, onepauinHoi
DianbHOCTI  Ta  iHGOpMaLiNHO-KOMYHIiKaLiMHNX
TEXHOMOrN 3 MeTO HafaHHS BMNEeBHEHOCTI LWoao
€eKTUBHOCTI Ta ageKkBaTHOCTI KOpNopaTUBHOMO
ynpaesiHHA, CUCTEMW BHYTPILLHLOMO KOHTPONIO,
cUCTEMM  ynpaeniHHA pusnkamu B OaHky /
GaHKiBCbKin rpyni.

° AyautopcbKe 3aBAaHHA — BU3Ha4yeHe
3aBAaHHA BHYTPIWHBLOrO ayauTy 3 HagaHHS
BMEBHEHOCTI  (ayauMTopcbka nepeeipka) abo
KOHCYNbTaLiHMX NOCHYT.

BaHk — NpuBatbaHk.

BA — BHYTpILLHIN ayguT.

MO — lNonoBHUM odic.

IB — iHdopmauiiHa Gesneka.

IBA — [HCTUTYT BHYTpIWHIX ayguTopiB —

3arafibHOBU3HAHUN 3aXUCHUK, BMKNaga4y i
pPO3pOOHUK  CTaHAapTiB, pekoMeHgauin Ta
ceptudikatis y npocdecinHin [isnbHOCTI

BHYTPILLHIX ayaAnUTOpIB.

° IT — iHdpopmaLinHi TexHoNOTIi.

° KepiBHuk HBA - KepiBHuk Hanpsamky
"BHyTpilwHin ayauT".

° Kopnekc noBeaiHkn (eTuku) bBaHky —
BHYTPILWHIA OOKYMEHT BaHKy, BUMOr AKOro MarTb
OOTpUMYBaTUCH YCi criBpOOITHNKM BaHky.

) KoHcynbTauinHi nocnyrm — nocnyru, y
pamkax sakux HBA  Hagae  koHcynbrauii
CTPYKTYpPHUM nigposginam baHky, He Hapatouu
npu UbOMY BMEBHEHOCTI Ta He Oepy4yn Ha cebe
ynpaBniHCbKMX 060B’A3KIB.

° Kypatop ayAuMTOpCbKOi nepeBipkn —
BHYTPILWHIA ayguTop, BignosiganbHW 3a Harnsag
3a BMKOHAHHAM 3aBAaHHSA 3 BHYTPILUHBOrO ayauTy,
WO MOXe BKMYaATU HaBYaHHA  BHYTPILLHIX

1. Introduction

1.1 Terms used:

° Advisory services — Services through
which |[AD provides advice to the Bank’s
structural units without providing assurance or
taking on management responsibilities.

° Assurance services — Services through
which |IAD performs objective assessments to
provide assurance.

° AudimexEE - automated  audit
management system, used by the Internal Audit
Division.

° Audit — an activity of the internal audit
function consisting of an independent, objective,
and risk-based assessment to provide
assurance, which includes, among other things,
performing internal audit engagements to assess
compliance, as well as engagements in the
areas of finance, operations, and information and
communication technologies, with the aim of
providing assurance regarding the effectiveness
and adequacy of corporate governance, the
internal  control system, and the risk
management system in the bank / banking
group.

° Audit engagement — a defined internal
audit assignment performed to provide
assurance (an audit) or advisory services.

° Auditor — an employee of IAD or any
person assigned as a member of an audit team.
° Bank — PrivatBank.

° Head of IAD — Head of Internal Audit
Division.

° HO - Head Office

° Code of Conduct (Ethics) of the Bank
— an internal document of the Bank, the
requirements of which must be complied with by
all employees of the Bank.

° Engagement supervisor — An internal
auditor responsible for supervising an internal
audit engagement, which may include training
and assisting internal auditors as well as
reviewing and approving the engagement work
program, workpapers, final communication, and
performance.

° Ethics and Professionalism principles
— domain of GIAS which outlines the behavioral
expectations for professional internal auditors
including Head of Internal Audit

° IA - Internal Audit.
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ayauTopiB Ta gonomora iM, a TakoX nepeBipky Ta
3aTBepAXXeHHa  poboyoi nporpamn, poBounx
OOKYMEHTIB, (piHanbHOT KOMYyHiKauii (3BiTy) Ta
pesynbTaTtiB BUKOHaHHS 3aBAaHHS.

° MeToponoria BHyTpilWwHbOro ayauty /
BA — MeTodonoriyHi  OOKYMEHTUM (NOMiTHKM,
npouecu i npoueaypu), ki MiCTATb HaCTaHOBM i
KepiBHMLTBA ANSA BHYTPILWHIX ayaUTOPIB Y Mexax
QYHKUiT BHYTPILLHBOrO ayauTy.

° HBY — HauioHanbHun 6aHK YkpaiHu.
) HBA — Hanpsimok "BHyTpilHin ayamt".
° N3MNA - [lporpama 3abe3neyeHHs Ta

NiABULLIEHHA SIKOCTI — nporpama, 3anpoBagKeHa
KepiBHnkoMm Hanpsmky "BHyTpiwHin aygut", Lo
Ma€e Ha MeTi ouiHioBaHHA Hanpamky "BHYTpiLwHin
ayout" Ta 3abesnevyeHHa 1MOro BiANOBIOHOCTI
MmobanbHMM cTaHgapTaM BHYTPILWHLOIO ayauTy,
JOCArHEHHS Linen noro OisnbHOCTI Ta NOCTIMHOIO
BOOCKOHAIEHHS. Mporpama nepenbavae
BHYTPILUHE Ta 30BHILUHE OLiHIOBaHHS.

° Mocnyrm 3 HapaHHA BNEBHEHOCTI —
nocnyrmn, 3a pgonomorot aknx HBA npoBogaTb
00’EKTUBHI OLiHIOBaHHA ans HaaaHHS
BMEBHEHOCTI.

° Mpusatdok -—
OOKYMeHTOO0Oiry baHky.
° MpuHuMnu eTuku Ta npodpecioHaniamy —
chepa [CBA, 9ka oOKpecnoe BUMOrM 00
noBeaiHKM NPOdECIMHMX BHYTPILLHIX ayauTopis, y
TOMY yncni KepiBHMKa BHYTPILLHLOIO ayauTy.

° CraHpaptm - [nobanbHi cTaHgaptm
BHYTPILLUHLOrO ayauTy.

° PYHKUIA BHYTPIWHbLOrO ayauty —
He3arnexHa, o0’eKkTuBHa OisiNbHICTb, o
3abe3neyvye BUKOHAHHS QYHKUIT TpeTboi niHil

cucrtema €eNieKTpoHHOro

3aXUCTY LWNAXOM HagaHHA BMNEBHEHOCTI Ta
KOHCYMbTaUiMHMX MOCAyr, WO Ma€e MpPUHOCUTH
KOPMUCTb  OpraHisauii Ta  nokpawysatn Ti

JisanbHiCTb. BHYTpIWHIN ayauT cnpusie opraHisadii
Yy  [OCSArHEHHI i Linen  3acTocoByO4U
cucTteMaTUYHMA Ta gobpe HanarogpkeHun nigxig B
OLiHIOBAHHI Ta BOCKOHAIEHHi npowecis
ynpasniHHA pu3nKkamu, KOHTpPOIto Ta
KOprnopaTMBHOIO ynpaeniHHS.

° PyHKUiA 3abe3nevyeHHA  AKOCTI —
cniBpoBITHUKN YnpaBsniHHA MeTog0onoril,
KOHTPOMK SKOCTI Ta 3BIiTHOCTI, SAKi BignoeigaroTb

32 MpOBEOEHHA NepeBipoK SKOCTI BUMKOHAHWUX
3aBAaHb.
° IHWi TepMiHM BUMKOPUCTaHI Yy 3HAYEHHSX,

BM3HAYEHUX 3aKOHOOABCTBOM Ta HOPMaTUBHUMU
aktamm YkpaiHu Ta [nobanbHuMKM cTaHgapTamm
BHYTPILLUHBOrO ayaunTy.

° IAD — Internal Audit Division.
° llIA — Institute of Internal Auditors - is the
internal  audit profession’s most  widely

recognized advocate, educator, and provider of
standards, guidance, and certifications.

° Internal audit function is an
independent, objective activity that ensures
fulfillment of functions of the third line of defense
by providing assurance and advisory services,
which should benefit the organization and
improve its activities. Internal audit helps the
organization achieve its goals through a
systematic, streamlined approach to assessing

and improving the processes of risk
management, control, and corporate
governance.

° Internal Audit/IA methodology - IAD’s

documented methodologies (policies, processes,
and procedures) to guide and direct internal
auditors within the internal audit function.

° IS — Information Security

° IT — Informational Technologies.

° NBU - National Bank of Ukraine.

° PrivatDoc — electronic document system
of the Bank.

° QAIP - Quality Assurance and

Improvement Program - A program established
by the Head of Internal Audit Division to evaluate
and ensure the Internal Audit Division conforms
with the Global Internal Audit Standards,
achieves performance objectives, and pursues
continuous improvement. The program includes
internal and external assessments.

° Quality  Assurance  function -
employees of the Methodology, Quality
Assurance and Reporting Sub-department, who
are responsible for performing quality checks of
conducted engagements.

° Standards - the Global Internal Audit
Standards.

° Other terms are used in the meanings
defined by laws and regulations of Ukraine and
the Global Internal Audit Standards.
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1.2 MeTta uboro NMonoxeHHsA

MeTolo UbOrO [OKYMEHTY € BW3Ha4YeHHA poni,
npuHUMNIB, oOpraHisauii, 3aBAaHb Ta npoLeciB
BHYTpiWHbOro ayauty y MpueatbaHky (TyT i gani —
“BaHK”) ans 3abe3neyeHHs edeKTUBHOro
dyHKUiOHyBaHHA Hanpamky "BHyTpiwHin aygut".
MonoxeHHa npo Hanpamok "BHyTpiwHin aygut"
(tfyt i pani - “[lonoxeHHA”) € OCHOBHUM
OOKYMEHTOM, SIKUA  CNpsSAMOBYE Ta  PEryrioe
AisanbHicTb Hanpamky "BHyTpiwHin ayaut" (TyT i
Aani — “HBA”).

Lle MNonoxeHHsa 6yno po3pobneHe Ha OCHOBI HOPM

UMHHOTO 3aKOHOAABCTBA, 3rigHO 3 3aKkoHOM
YkpaiHn “Mpo 6GaHknm i GaHKIBCbKY AisanbHICTL”,
iHLWMMN 3aKOHO4aBYMMU akTamm Ta

HOpPMaTUBHO-NPaBOBMMK akTaMn HauioHanbHoro
GaHKy YkpaiHu.

Y cBoin pgianbHocTi HBA kepyeTbCa HacTynHUMMU

[OKyMEHTaMm:
° 3akoHoM Ykpainu “Mpo G6aHku i 6aHKIBCbKY
pianbHicts” Ne 2121-11l Big 07.12.2000;

° “lMonoxeHHsam npo opraHisauito

BHYTpilWHbOro ayauty B 6aHkax YkpaiHn Ta
GaHkiBCbkMX rpynax”, 3atBepaxeHum [octaHoBO

HauioHanbHoro  6aHky  YkpaiHu  Ne311  Big
10.05.2016;
° ‘TNonoXeHHAM MpoO oOpraHisauilo cucTtemm

BHYTPILLUHbOrO KOHTpOMt Yy OGaHkax YkpaiHu Ta
BaHKiBCbKMX rpynax’, 3aTBepaxeHumMm [loctaHoBow

HauioHanbHoro  6aHky  YkpaiHm  Ne88  Big
02.07.2019;
° “lMNonoxeHHAM npoO opraHisadito cuctemmn

ynpaBniHHA pusnkamm B 6GaHkax YkpaiHnm Ta
GaHkiBCbKMX rpynax”, 3atBepaxeHum [MocTaHoBO

HauioHanbHoro  GaHky  Ykpaihm Ne64  Big
11.06.2018;

° Cratytom BaHky;

° Hakasamu, PO3NOPALKEHHAMM BaHky,
perynsTuBHMMu AOKYMEHTaMuM  Ta iHLLIMMM
BHYTPILWHIMW IOKyMeHTamMn baHky;.

° MmobanbHMMKN cTaHgapTamMu BHYTPILLIHBOrO
ayauTy.

MuTaHHa wWoao cTBOpeHHs Ta niksigauii HBA, a
TakoXX 3MiHM KNOro opraHisauinHol CTPYKTypwu
posrnggae KomiteT 3 nuTaHb ayguty Ta
3aTBepaxye Hamnagosa paga banky. bBinbw

JeTanbHa iHgopMaLuia Wwoao CTBOPEHHS Ta 3MiHU
opraHisauinHol CTPYKTYpKu HaBegeHa y Poagini 5.

HianbHicTio HBA kepye KepiBHuk Hanpsamky
"BHyTpiwHin ayant" (TyT i gani — “KepisHuk HBA”).
Ha uvac BigcyTHoCTi kepiBHuka HBA (BignycTka,

1.2 Purpose of this Charter

The purpose of this document is to define the
role, principles, organization, tasks and
processes of Internal Audit within PrivatBank
(hereinafter, the Bank) to ensure that an effective
Internal Audit Division is established.

Internal Audit Charter (hereinafter, the Charter) is
the main document that directs and regulates the
activities of the Internal Audit Division
(hereinafter, IAD).

The Charter was developed based on the current
legislation, according to the Law of Ukraine On
Banks and Banking and other legislative and
regulatory acts of the National Bank of Ukraine.

In its activities, IAD is guided by the following
documents:

° Law of Ukraine On Banks and Banking
No. 2121-lll dated 7 December 2000.
° Regulation On Organization of Internal

Audit in Banks of Ukraine and Banking Groups
approved by NBU Board Resolution No. 311
dated 10 May 2016.

° Regulation On Organization of Internal
Control System in Ukrainian Banks and Banking
Groups approved by NBU Board Resolution No.
88 dated 2 July 2019.

° Regulation On the Organization of Risk
Management System in Banks and Banking
Groups of Ukraine approved by NBU Board
Resolution No. 64 dated 11 June 2018.

° Charter of the Bank.

° Orders, instructions of the Bank,
regulations, and other internal Bank documents.
° Global Internal Audit Standards.

Creation and liquidation of IAD as well as
changes of its organizational structure are
considered by the Audit Committee and
approved by the Supervisory Board of the Bank.
The details of creating and changing the
organizational structure are described in section

5.

IAD is managed by the Head of Internal Audit
Division (hereinafter, the Head of IAD). During
the absence of the Head of IAD (vacation,
business trip, illness), his/her duties are
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BiOpAIKEHHS, xBopoba) BUKOHAHHSA moro
000OB’A3KIB MOKNagaeTbCss Ha OAOHOro i3 WMoro

3aCTYynNHUKIB Ha MigcTasi BiANOBIAHOrO Hakasy Mo
BaHky.

Yci  cniBpobiTHMkn  HBA  npusHavaloTbcs  Ta
3BiNnbHAIOTLCA HakasoM [onosu [MpaBniHHA BaHky
abo iHwow cnyxboBo 0coboK B Mexax
NMOBHOBaXk€Hb, HadaHMX I BiANOBIAHMM HaKa3oM
lonosu [MpaeniHHa bBaHKky, 3rigHO 3 MOpPS4KOM,
nepeabayeHnM HopMamun BHYTPILLHBOIO TPYA0BOro
pPO3MOopPSAKY Ta YNHHOMO TPYAOBOro 3aKOHOAABCTBA.
BuHATKOM i3 BULLE3a3HadYeHUX npasBun € nocaga
KepiBHuka HBA, sakun npusHadaetbca Ta
3BiNbHAETLCA piweHHaM Harnsgosoi pagn baHky.

Kangnpatypa KepiBHMKa HBA nignarae
noromkeHH HauioHanbHUM GaHkoM  YkpaiHu
3rigHo 3 NopsIAKOM, BCTAHOBIEHUM
3aKoHO4aBCTBOM.  PiwleHHs npo  3BiflbHEHHSA

KepiBHnka HBA He 3a nMoro BnacHO iHiliaTUBOO
060B’A3KOBO Mae NorofXxyBaTuch i3 HauioHanbHUM
6aHkoM YKpaiHu.

1.3 Ponb Ta meTta BHyTpilHbLOro ayauTy

"BHYTpILLHIA ayauT NOCKNIOE 34aTHICTb opraHisadlii
CTBOpOBATHU, 3axuLLaTi Ta NiaTPUMyBaTU LiHHICTb,
HagawuM pafi  Ta  KepiBHMUTBY nocrnyrn 3
He3aneXxHoro, 3aCHOBaHOro Ha OLiHLi pu3uKiB Ta
00’EKTMBHOIO HadaHHA BMNEBHEHOCTI, KOHCANTUHTY,
BGayeHHs1 Ta NPOrHO3yBaHHSI.

BHYTpIiLWHIN ayanT € TPeTbOoo NiHIE 3axXUCTY.
BHYTpiWHIN ayanT nokpallye 34aTHiCTb opraHisauii
no:

* YCnilWHOro JOCArHEHHS MOCTaBIIEHUX LiiNen.

* [poueciB ynpaBniHHA, PU3UK-MEHEKMEHTY Ta
KOHTPOSIO.

* [pUNHATTS pilleHb i Harnsay.

* PenyTauii Ta noBipu cepen 3auikaBneHux ocio.

» 30aTHOCTI CryXuUTW iHTEepecaM CycninbCTBa.
BHyTpiWHin ayauT € Hanbinbw edeKTUBHUM, KOMW:
+ Moro BWKOHYIOTb KOMMETEHTHi npodecioHany
BignoBigHO Ao MmobanbHuX cTaHaapTiB
BHYTPILLHBOro ayauTy, BCTAHOBMEHUX B iHTepecax
cycninbCcTBa.

* OYHKUiS BHYTPIWHBOrO ayauTy MO3ULiIOHYETLCS
HesanexHo Ta 6esnocepedHbO NignopsiAKOBaHa
Harnagosin pagai.

* BHyTpiWwHi ayguMTopu BinbHi Bid HENPaBOMIPHOIO
BMMBY Ta Big4aHi HagaHH 06’EKTUBHOI OLHKM.

performed by his/her deputies based on the
relevant Bank order.

All employees of Internal Audit Division are
appointed and dismissed by order of the
Chairperson of the Management Board of the
Bank or another employee within the powers
granted to them by the relevant order of the
Chairperson of the Management Board of the
Bank, in the manner prescribed by the rules of
internal labor regulations and current labor
legislation. The exception is the position of the
Head of IAD, who is appointed and dismissed by
the decision of the Supervisory Board of the
Bank. The candidacy of the Head of IAD is
subject to approval by the National Bank of
Ukraine in line with the procedure established by
law. Dismissal of the Head without their own
initiative requires mandatory approval from the
National Bank of Ukraine.

1.3 Role and purpose of Internal Audit

' Internal audit strengthens the organization’s
ability to create, protect, and sustain value by
providing the Supervisory Board and the
Management Board with independent,
risk-based, and objective assurance, advice,
insight, and foresight.

Internal audit serves as the third line of defense.
Internal audit enhances the organization’s:

» Successful achievement of its objectives.

» Governance, risk management, and control
processes.

* Decision-making and oversight.

* Reputation and credibility with its stakeholders.
* Ability to serve the public interest.

Internal audit is most effective when:

* It is performed by competent professionals in
conformance with the Global Internal Audit
Standards, which are set in the public interest.

* The internal audit function is independently
positioned with direct accountability to the
Supervisory Board.

* Internal auditors are free from undue influence
and committed to making objective assessments.

"Posgin I: MeTa BHyTpilwHboro ayauty/ Domain I: Purpose of Internal Auditing
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1.4 3aranbHi npMHUMNK

1.4.1 He3anexHicTb Ta 00’EKTUBHICTb

Hanpamok "BHyTpilwHin ayanT" mae cTBOptoBaTUCH
y MexXax opraHisauinHoi cTpykTypn bBaHky Ha
3acajax, Lo 3yMOBIIOKOTb MOro He3anexHiCTb Bif
onepauinHnx nigposginis baHky. Y Mexax Takoi
CTPYKTYpHU Hanpamok  "BHyTpiwHin  aygut"
nignopaaKkoByeTbCs i € NiA3BiTHUM Harnagosin pagi
BaHky.

Hanpamok "BHyTpiwHin ayant" € He3anexHum y
BUMKOHAHHI CBOIX 3aBAaHb. Hacamnepeg
rapaHTyeTbca Te, Wo Big Hanpsmky "BHyTpilHin
ayauT" He BMMaraeTbCa OOTPUMYBATUCH BKasiBOK,
SKi HagarTbeca cniBpobiTHMKaMK abo KepiBHMKamMK
OaHKy, 3anyy4yeHuMM OO TMepeBipku, nig 4ac
NigroTOBKW 3BiTIB Ta OUiHIOBAHHA pesynbraTiB
ayamTopcbkux nepesipok. NMpaeo MpaeniHHA BaHky
pobuTn 3anuUT Ha NPOBEOEHHA  [OOaTKOBUX
ayaMTOPCbKUX MNEepeBIpoK (AiSNbHOCTI i3 HagaHHA

BMEBHEHOCTI, Hanpuknag, cneuianbHUX
po3crigyBaHb) He  MNOpyLye  He3aneXHOCTI
Hanpamky "BHyTpiwHin aygut". Taki 3anuTu

BUHOCATBLCA Ha po3rnsag KomiTeTy 3 nutaHb ayguTy,
a nicna  XHbOro 3aTBEPAKEHHS NPOBOAMTLCSA
ayauMTopcbka nepesipka.
KepiBHnk HBA Ta BHyTpILLHI
3000B’s13a@Hi  YHUKaTK
METOH JOCArHEHHS
HeobOxigHoro  And

ayoutopu 6aHky
KOHnikTy iHTepeciB. 3
piBHS He3ane)XHoCTi,
edeKTUBHOrO  BMKOHAHHSA
noknageHux dyHkuin, Hanpamok "BHyTpilwHin
ayaut" noBMHEH MaTtu  GesnocepegHin  Ta
HeoOMexeHun pgoctyn no Harnsgosoi pagn Ta
MpaeniHHa bBaHky. [lig He3anexHicTio Takox
PO3yMIETLCA | BIACYTHICTb  BUNAgKiB, KO
BMHAropoga BHYTPILHIX ayauTopiB, Y TOMY YuUChi i
KepisHuka Hanpamky "BHyTpiwHin ayaut" BaHky,
nos’dsaHa 3 iHaHCOBMMU pe3yrnbrataMmn  TUX
CTPYKTYPHUX Nigpo3Ainis, B HKUX MPOBOOUTLCSA
ayauMTopcbka nepeBipka. 3arpo3n  HesanexHoCTi
MalTb  BIiACTEXYBaTUCA Ha  PiBHi  KOXHOro
BHYTPILLHBOrO  ayauTopa, 3aBOaHHA Ta  Ha
dyHKLiOHanNLHOMY i opraHi3auinHoOMy PiBHAX.
KepiBHMK  nigposainy  BHYTPILWHBbOrO  ayaumTty
iHpopMmye KomiTeT 3 nuTaHb ayauTy Npo HasBHi
abo nMOTeHUiHI  PU3NKM  AONst  HEe3aneXHoCTi
nigpo3aniny BHYTPIWHLOrO ayauTy, BKOYalo4u
iHbOpMYyBaHHA MNPO MNOPYLUEHHA He3anexHoCTi Ta
HeOoOXiQHOCTI BXUTTS 3axOAiB LOAO YCyHEeHHs abo
MiHiMi3aLil Taknmx pu3ukis.
3 meTot0 3abesneyeHHs 06’eKTMBHOCTI Hanpsamok
"BHYTpilWWHIA ayouT" He 3anyyaceTbCs Yy MOTOYHY
fisnbHicTb  BaHky abo npouegypu  KOHTPOSHO.
HatomicTb, KoXXHWUI BisHec-niapo3ain BianoBigae 3a

1.4 General principles

1.4.1 Independence and objectivity

The Internal Audit Division must be established
within the organizational structure of the Bank in a
position which makes it independent of the
operational units of the Bank. Within that
structure, the |Internal Audit Division is
subordinated and reports to the Supervisory
Board of the Bank.

The Internal Audit Division is independent in
fulfilling its tasks. Above all, it is assured that the
Internal Audit Division is not required to follow
instructions given by the stakeholders in banking
operations when preparing reports and assessing
audit results. The Management Board’s right to
request additional audits (assurance activity e.g.
special investigation) is not in conflict with the
autonomy and independence of the Internal Audit
Division. These requests are presented to the
Audit Committee and the audit is performed after
their approval.

The Head of the Internal Audit Division and the
Bank's internal auditors must avoid conflicts of
interest. In order to achieve the level of
independence necessary for the effective
performance of its functions, the Internal Audit
Division must have direct and unlimited access to
the Bank's Supervisory Board and Management
Board. Independence also implies the absence of
cases when the remuneration of internal auditors,
including the Head of the Bank's Internal Audit
Division, is related to the financial result of the
structural units in which the audit is conducted.
Threats to independence should be monitored at
the level of each internal auditor, task, and at the
functional and organizational levels.

The Head of Internal Audit Division informs the
Audit Committee about existing or potential risks
to the independence of Internal Audit Division,
including information about infringement on the
independence and the need to take measures to
eliminate or minimize such risks.

To maintain objectivity, the Internal Audit Division
is not involved in day-to-day banking operations
and control procedures. Instead, each business
unit is responsible for its internal control and
efficiency. Persons employed in the Internal Audit
team must not perform tasks which are not
compatible with auditing. In order to maintain
objectivity, managers of audit units should aim to
rotate auditors within the division to avoid auditing
one and the same element of the Audit Universe.
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BnacHum BHYTPILWHIA  KOHTPOMb Ta  WMOrO
edekTuBHiCTb.  CniBpoGiTHMKM  BHyTpiWHbOrO
ayauTy He MalTb BUKOHYBaTW 3aBAaHb, L0 He
nos’dAsaHi 3 QyHKUigMM ayguty. 3 MeTow
OOTPUMaHHSA O0’EKTMBHOCTI, KEPIBHUKM Nigpo3A4inis
ayauTy MaroTb npardHytyu go poTauil ayguTtopisB B
mMexax Hanpamky agna Toro, wob yHuUKaTK
nepesipkn OOHOro M TOro X enemeHTty BcecsiTy
ayouTy. 3a YMOBM rapaHTyBaHHS He3anexHOoCTi

Hanpamky  "BHyTpiwHin  ayauT", BiH MOXe
BMKOHYBaTW  KOHCynbTauinHy  QyHKUilo  Ans
KepiBHMLUTBA abo iHLLMX opraHisauinHmx
nigposginis  baHKky B paMKax  BWKOHaHHSA

NOKNageHUX Ha HbOro 3aBAaHb.
BHyTpiwHi ayautopu noBuHHI 6yTn 3axuuieHi Big
Oyob-sikux oopM nepecnigyBaHHsa Ta/abo 3HyLlaHb

nig 4ac BUMKOHaHHA CBOIX oboB'askiB. Lle
CTOCYETbCS CINOBECHOrO, di3nyHoro abo
NCUXOMONYHOrO  HAcUNbCTBA, 3ansKyBaHHA Ta

OyOb-SIKOI iHLWOT NOBEAIHKW, L0 CTBOPHE BOPOXKE
abo 3arposnuee pobodve cepenoBulle, ane He
obMexXyeTbCa HAMW. Ton MeHemKepu Ta KEPIBHUKM
nigpo3sainy, o nepeBipseTbCA, NOBUWHHI
3abe3neunTun besneyHe Ta LaHobnmee
CNifIKyBaHHA 3 BHYTPILLHIMKM ayanTopaMmn 1a BXUTH
BiQMOBIAHMX 3axofiB wWodo Oyab-sikoi ocobu, sika
BAAETbCA 0 nepecnigyBaHHs Ta/abo 3HyLaHb.

Y pasi nepeBedeHHA CRIBPOOITHMKIB 3 iHWKX
opraHizauinHux nigpo3ginie Ao  BHyTpiWHbLOroO
ayauty, Mae OyTu nepegbadveHun BIiAMOBIAHWI

nepexigHMn nepioa, 3asBu4van, TEPMIHOM B OAWH

piK, yNpPoOOOBX $KOro Taki cniBpOBITHUKM He
AonyckawTbcs Ao BMKOHAHHS Byab-AKnX
ayauTopcbkMx  3aBdaHb Yy cdepax  IXHbOI
nonepeaHbOl  BiANOBIAANbHOCTI, WO Morno ©
nopywysatu  3abopoHy Ha  nepeBipky Ta
OLiHIOBaHHSA BNacHOI OisinbHOCTI.

Ak npaBuno, cniBpoGiTHMKaMm 3 iHWMX
opraHisauinHux nigpo3ginis baHky He MaloTb
jopyyatm 3aBgaHHa  Hanpamky — "BHyTpillHIn
ayaunt". OpgHak, BHyTpiwHin ayguT Mae npaso
3any4atyM CniBpOOBITHUKIB iHWKWX oOpraHisauiiHnx
nigpo3ainis BaHky y nepesipKu. Mae
rapaHtyBatmMcs Te, WO LUe 3anyvyeHHs He
nopywyBaTMMe  He3amnexHiCTb  CniBpobiTHMKIB
iHLUIMX opraHisauinHnx nigpo3aainis.

Hanpsamok "BHyTpiwHin aygut" Mae npaBo
KopucTyBaTUCS nocnyramm 30BHILLHiX
nocTavanbHUKIB ans BMKOHAHHS NEeBHUX
ayauTopcbkux  3aBgaHb.  [lpono3uuia  wono

nepegadyi ayguTOpPCbKMX MOCAYr Ha ayTCOPCUHT
(po3min 5) nomaetbca Ha poarmnsag Komitety 3
nMTaHb ayguty Ta Harngagosin pagi  Ha
3aTBEPMXKEHHSA. 3aKyniBnsi TakMxX ayTCOPCUHIOBMX

Provided that the independence of the Internal
Audit Division is safeguarded, it can play an
advisory role to management or other
organizational units within the Bank, as part of its
prescribed tasks.

Internal auditors shall be free from any form of
harassment and/or bullying during the course of
their duties. This includes, but is not limited to,
verbal, physical, or psychological abuse,
intimidation, and any other conduct that creates a
hostile or intimidating work environment. The top
managers and the process owners of the audited
area should provide safe and respectful
communication with internal auditors and should
take appropriate actions against any individual
who engages in harassment and/or bullying.

When employees from other organizational units
are transferred to internal audit, an appropriate
transitional period of generally one year should be
provided, during which such staff shall not be
permitted to perform any auditing tasks in areas
of their previous responsibility that could violate

the prohibition on self-examination and
verification.
As a general rule, staff employed in other

organizational units of the Bank should not be
entrusted with the Internal Audit Division’s tasks.
However, Internal Audit has the right to involve
employees of other organizational units of the
Bank in audits. It should be ensured that it does
not compromise the independence of the
employees of other organizational units.

Internal Audit Division has the right to use
services of external service providers for
fulfillment of specific audit engagements. An audit
outsourcing  proposal is presented for
consideration of the Audit Committee and
submitted to the Supervisory Board for approval
(Chapter 5). Procurement of such outsourcing
services is performed based on the Regulation
On Engaging External Experts to Support
Supervisory Board's Activity of JSC CB
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nocnyr 34iNcHETbCA Ha nigcTasi MNonoxeHHs “INMpo
3anyyeHHs 30BHILLHIX eKkcneprTis ans
3abe3neyeHHs gisnbHocTi Harnsooeoi pagn AT Kb
“MpusatbaHk™.

1.4.2 [MoBHOBaXeHHS Ta BignoBiganbHICTb

Ona 3abe3nedyeHHs1 BMKOHAHHSA CBOIX OOOB’A3KIB
Hanpsamky "BHyTpiwHin ayaut" mae 6yt HagaHo
NnoBHe, HeobmexeHe nNpaBo  goctyny OO
iHpopmauii. Hanpamok  "BHyTpiwHin  ayaut"
NMOBMHEH MaTW MOBHWUN, BiNbHUIA Ta HEOOMEKEHNN
0OCTyn 40 BCiX Migpo3ainis, AOKYMEHTIB, MalHa Ta
cniBpobiTHMKIB  ONsl BUKOHaAHHS  Oyab-AKkoro
ayauMTOPCbKOro 3aBAaHHA 3a YyMOBU [OTPUMaHHS
KOHMiAEHUINHOCTI Ta 30epexeHHs1 OOKYMEHTIB Ta
iHopMmalii. Lle npaBo mae 6yt rapaHTOBaHO Ha
MOCTiIAHIN ocHoBi. 3 ornsagy Ha ue, Hanpsimok
"BHyTpiWwHi ayant" mae HeranHo 3abesnevyBaTncs
HeobxigHoW iHbopMalielo, OoKyMeHTauielo Ta
MOXIMBICTIO BUBYEHHS AiANbHOCTI BaHky, npouecis
Ta iHOpMaUINHNUX CUCTEM, BKMIOYHO 3, arne He

0OMEXYUUCD, YCHUMU Ta NMCbMOBUMM
NMOACHEHHAMM, OHOBNEHUMM cTatycamu,
CynpoBigHUMM  MaTepianamu i pospaxyHKamu.
Hanpamok "BHyTpiwHin aygut" mae npaso
po3noainaTn pecypcu, BCTaHOBMOBATH

nepiognyHicTe, obupaTtn Temu, BM3Ha4atTM obcarm
poboTn, 3acTtocoByBaTM METOAW, HEOoOXigHi Ans
OOCArHEeHHs Uuinen ayauTopcbKOi MepeBipku Ta
nigrotoBkn 3BiTiB. Hanpamok "BHyTpiwHin ayaut"
Ma€ npaBo OTPMMYyBaTW AOMNOMOrY Bif, BiAnOBigHNX
cniBpobiTHUKIB BaHKy, a Takox iHWi cnevianisoBaHi
nocnyrm B Mexax abo nosa mexamun baHky 3
METOI BMKOHaHHS aygMTOPCLKOro 3aBaaHHS.

Hanpamok  "BHyTpiwHin  ayant" wmae 0Bytn
CBO€YaCHO NpoiHOpMOBaHWI LLIOAO:
° OyOob-sikmx  po3nopsigkeHb abo  pileHb

MpaeniHHA BaHKy, WO MOXYTb CTOCyBatucs NOro
DisiNbHOCTI — ICTOTHMX 3MiH y cTpaTerii baHky Wwono
ynpaeniHHA puamMkamu, MeToAiB Ta npouenyp
nianbHocTi baHky, BNpoBagXeHHS HOBUX NPOOYKTIB
Ta 3MiH B onepauirHin gianbHOCTI BaHky Ha paHHIn
cTapaii iXx BNpoBamXXeHHS;

° pesyrnberaTiB Oyab-aKmx 30BHILLHiX
ayauToOpCbKMX MNEpPEeBIipOK — 3BiTM NPO  Taki
nepeBipkM MalTb HeramHo HagasaTuca Hanpsamky
"BHyTpiwHin ayouT";

[ iHiLitoBaHHA OQiLiMHMX nepeBipok Ta ix
pesynbeTaTi, iHbopmauito  npo  peayneratu
nepeBipOK KOHTPOSIOKYNX opraHiB baHky.

KepiBHVMK BHYTPIWHLOMO ayauMTy Mae npaBo Ha
CKINMKaHHA Mo3a4eproBoro 3acigaHHa Harnsgosoil

PrivatBank?.

1.4.2 Authority and responsibility

In order to enable it to perform its duties, the
Internal Audit Division has to be granted a full
unlimited right of access to information. The
Internal Audit Division must have full, free, and
unrestricted access to all functions, records,
property and personnel pertinent to carrying out
any engagement, subject to accountability for
confidentiality and safeguarding of records and
information. This right should be ensured at all
times. In this respect, the Internal Audit Division
has to be immediately provided with the
necessary information, required documents and
an opportunity to review the Bank’s activities,
processes and IT systems, including but not
limited to oral and written explanations, up-to-date
statuses, supportive materials and calculations.

The Internal Audit Division has the right to
allocate resources, set frequencies, select
subjects, determine scopes of work, apply
techniques required to accomplish audit

objectives, and issue reports. The Internal Audit
Division has the right to obtain assistance from
the necessary personnel of the Bank as well as
other specialized services within or outside the
Bank, in order to complete the engagement.

The Internal Audit Division should be informed in
a timely manner of:

° Any instructions and resolutions of the
Management Board of the Bank that could be
relevant to its activities - significant changes in the
Bank's risk management strategy, methods and
procedures, introduction of new products and
changes in the Bank's operations at an early
stage of their application.

° The results of any external audits — the
reports of such audits must be promptly provided
to IAD.

° Initiation of official inspections and their
results, information on the results of inspections
of the Bank's control bodies.

The Head of Internal Audit has the right to
convene an extraordinary meeting of the Bank's
Supervisory Board and/or the Audit Committee.

2 MpoTokon HP Ne30/22 sig 29.06.2022 / SB Minutes #30/22 of June 29, 2022.
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Pagun baHky Ta/abo KomiTeTy 3 nutaHb ayguTy.

BignoBiganbHicTio nigposainy BHYTPILLUHBOrO
ayauTy € HanexHe (akicHe i cBoevacHe)
BUKOHAHHS OYHKLi BHYTPILLHBLOIO ayauTy.

1.4.3 TpodpecinHa
HanexHa oba4HicTb

KOMMNEeTEeHTHICTb Ta

BHyTpilWHi ayguTtopn MaroTb BOSIOAITM 3HAHHAMM,
HaBMYKaMu Ta iHLIMM KOoMMeTeHLisiMMU,
HeoOXigHMMW  ONA  BWKOHAHHA  HMMW  CBOIX
dyHKUiOHanNbHMX  00O0B’sI3KiB.  BOHM  NOBWHHI
nparHytTn Bignosigatm CraHgaptam. KepiBHUK
Hanpsimky "BHYTpilWHin ayguT" CTeXuTb 3a TUM,
wob ayautopu Oynu  kBanigikoBaHuMKM  Ta
NPoSBNANM HanexHy npodyeciinHy peTenbHICTb Nig
Yyac BMKOHAHHSA CBOIX 060B’A3KIB.

1.4.4 [obponopAaHiCTb Ta eTUKa
Big BHYTPIWHIX ayauToOpiB OYIKYETbCS, WO BOHMU

0EeMOHCTPyBaTUMyTb HanBULLMIA piBEHb
nobpoyecHocTi, HeobxigHun ans 3abe3nedeHHs
JOoBipM Jo0 ayguTtopiB  Ta iX npodecinHoro
CYAXXEHHS.

OuikyeTbCa TakoX, WO BOHW OyayTb B3ipuem
potpumaHHa Kogekcy nosefiHku (eTukn) baHky Ta
MpuHumMniB eTnkn Ta npodpecioHaniamy IBA.

1.4.5 KBanidikauis, gocBig Ta KOMNETEHTHICTb

1. Yci cniBpoGiTHMKM Hanpamky "BHyTpiLLHIN
ayauT" noBMHHI MaTu KBanidikauito, goceig Ta
HaBMYKM  OLHIOBAHHA  PU3KUKIB, MNpUTaMaHHUX
fisneHocTi Banky. Kpim Toro, cnispo®iTHukn HBA
MOBWHHI BOMOALITU 3HAHHAMW NPO  KOMEPUiNHY
pianbHicTb baHky, noro uini Ta cTparerii, NpaBoBi
HOPMM,  BHYTPILIHIi  MOMOXEHHA Ta  PUHKOBI
CTaHOapTW, BMITU OUIHIOBATU Ui MNWUTaHHA Ta
iHbopMyBaTK BULLE KEPIBHMLUTBO LLOAO Oyab-sKuX
npobnem. Bci ayoutopu NOBWHHI  BOMOAITU
YKpaiHCbKO MOBOIO.

2. CniBpobiTHMkM HBA noBuHHI 3abe3anevyBaTu
HanexHe BMKOHAHHSA CBOIX cnyx6oBux 060B’A3KIB.
BignosigHe ouiHOBaHHA  cniBpoOiTHMKIB  HBA
3pincHioeTbesa KepiBHukom Hanpsamky “BHyTpilHin
ayouT” 3 ypaxyBaHHAM npodecioHaniamy Ta
MOPanbHO-ETUYHUX LIHHOCTEN, WO 3abe3nedvyloTb
BiONOBIAHE Ta HaneXHe BWKOHaHHS CIy>X60BUX
000B’A3KIB, 3anexHo BiA QYHKLUii, 30kpema:
CYMAIHHICTb, YECHICTb, 006’ EKTUBHICTD,
HeynepeaKeHIiCTb, BignoBiganbHICTb, MPOMeCinHi
3HaHHSA Ta npodhecioHaniam y pobori.

3. CniBpobiTHMKM HBA noBWHHI MaTu BigNOBIAHY

The responsibility of the internal audit unit
includes  proper (high-quality and timely)
performance of internal audit functions.

1.4.3 Proficiency and professional due care

Internal auditors must possess the knowledge,
skills and other competencies needed to perform
their individual duties. They should aspire to meet
the Standards. The Head of the Internal Audit
Division ensures that auditors are proficient and
exercise due professional care while performing
their duties.

1.4.4 Integrity and ethics

Internal auditors are expected to show the highest
level of integrity, which is necessary to establish
trust and thus provides the basis for reliance on
their judgment.

They are also expected to act as role models with
regard to compliance with the Bank’s Code of
Conduct and IlIA's Ethics and Professionalism
principles.

14.5 Qualifications,
competencies

experience and

1. All IAD employees should have qualifications,
experience, and skills in assessing the risks
inherent in the Bank's operations. In addition,
employees of IAD should have knowledge about
the Bank's business activities, its goals and
strategies, legal regulations, internal regulations
and market standards, the ability to assess these
issues, communicate and escalate any problems.
All auditors should have knowledge of Ukrainian
language.

2. IAD employees should guarantee proper
performance of their duties. The Head of IAD
assesses the employees, taking into account
professionalism and moral and ethical values that
allow for reliable and proper performance of
official duties depending on the function
performed, in particular: diligence, honesty,
objectivity, impartiality, responsibility, professional
knowledge and professionalism in action.
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nigrotoBky, HeoOXigHy ANs BMKOHAHHSA CBOIX
cnyx6boBnx 06OB’A3KIB, a TakOX B MoAanbLUOMY
OpaTM yyacTb y HaBYaHHI ONs BOOCKOHANEHHS
HabyTux 3HaHb. HaB4aHHA Moxe ByTn po3pobrneHo
3 ypaxyBaHHAM OKpemux noTpeb cniBpobiTHUKIB
HBA Ta oxonnwoBaTth SIK TEOPETUYHI 3HAHHSA, TaK i
IXHE nNpaKkTU4He 3acTocyBaHHSA. HaBvaHHs — Ue
nnaHoOMipHMn Ta 6GesnepepBHUIA NPOLEC.

4. CniBpobiTHMKM HBA NOBMHHI BMKOHYBaTU
3aTBEpPMAXKEHI NnaHn po3BuTKY. KoxxeH cniBpobiTHUK
HBA pbae npo cBin npodecinHni po3BUTOK 3a
[OnoMOorol, cepep, iHWoro, CamooCBiTU Ta y4acTi y
3ycTpivax, TpeHiHrax Ta KoH(epeHUiax.

5. Y pasi HepooTpuMaHHa  AHTUKOPYMUINHOI
nporpamm GaHKy npauiBHUKN HecyTb
aucumnniHapHy, agMiHicTpaTMBHy  Ta iHLLY
BignoBiganbHiCTb BignoBsigHoO Jo YUHHOIO
3aKoHOOaBCTBA.

binblw AetanbHa iHgopMalia npo kBanigikadito,
JocBi4 Ta KoMmneTeHuii  yciXx  cniBpobiTHMKIB
Hanpamky "BHyTpiwHin aygut" HaBegeHa Yy
BianoBigHMx NocagoBux iHCTPYKUINX.

1.5 Ctpareris BHyTpiwHbOro ayauty

Hanpsmok  "BHyTpiwHin  ayaut"  pospobnsie
CTtparterito BHYTpPILLHLOMO ayauTy Ans nNigTpUMKK
cTpateriyHux uinen Hanpsmky. Ctpateria mae 6ytn
y3ropkeHa 3 odikyBaHHAMM KomiTeTy 3 nuTaHb
ayauty, Harnsgosoi pagwu ta MNpaeniHHa. Ctpareria
YKNagaeTbCd €K nNnaH  [gid, CcnpamoBaHWX Ha
[OCArHEeHHs1 OOBrocTtpokoBux Uinen HBA, i mae
BKMoyaTn GayeHHA (Ha nepcnektuBy 3-5 pokis),
CTpaTeriyHi Wini Ta 4oNoMiKHI 3axoaun.

Crpareria nepernagaetbes WOPIYHO Y koopauHaLii
3 [paBniHHamM, KomiTeToM 3 nuTaHb ayauty Ta
Harnsagosoto pagoto.

1.6 Mporpama 3a6e3ne4vyeHHs Ta NiABULLEHHS
AKOCTI

BHyTpiwHin  aygut  goTpumyeTbca  [lporpamu
3abesneveHHs Ta niasuiLeHHa akocTi® (M3MA), wo
OXOMMe BCi acnektTn AisanbHOCTI BHYTpIWHBLOMO
ayaunty. NM3MA Bknodae B cebe OuiHIOBaHHSA

BignosigHocTi  gisnbHocti HBA  CrtaHgaptam,
BKITHO4HO 3 NpUHUMNamMm ETuvkn Ta
npocpecioHaniamy, a Takox BiANOBIQHOCTI
Hanpamky "BHyTpiLLHIN ayaut" YUHHUM

perynsaTuBHUM  MONOXeEHHsM. [lporpama Takox
OUiHIOE eeKTMBHICTb Ta AiEBICTb BHYTPILLHLOMO
ayauTy Ta BM3HA4Yae MOXMAMBOCTI Ans  MOro
BOOCKOHarneHHs. KepiBHUK Hanpamky "BHyTpilwHin

3 CraHpapt 12.1 TCBA / Standard 12.1 of GIAS

3. IAD employees should be trained to the extent
necessary to perform their duties and then
participate in training to update the acquired
knowledge. Training may be tailored to the
individual needs of IAD employees and cover
both theoretical knowledge and its practical
application. Training is a planned and continuous
process.

4. |IAD employees must complete their approved
development plans. Each IAD employee cares
about his/her professional development through,
among others: self education and participation in
meetings, courses and conferences.

5. In case of non-compliance with the Bank's
Anti-corruption  Program, employees bear
disciplinary, administrative and other responsibility
according to current legislation.

Detailed qualifications, experience and
competencies of all IAD employees are described
in respective Job Descriptions.

1.5 Internal Audit Strategy

IAD develops an Internal Audit Strategy to
support its strategic objectives. The Strategy
should be aligned with the expectations of the
Audit Committee, the Supervisory Board as well
as the Management Board. The Strategy is
concluded as a plan of actions designed to
achieve a long-term objectives of IAD and must
include a vision (for the period of 3 to 5 years,
strategic objectives and supporting actions.

The Strategy must be reviewed with the
Management Board, the Audit Committee, the
Supervisory Board annually.

1.6 Quality Assurance and Improvement
Program

The internal audit maintains a Quality Assurance
and Improvement Program?® (QAIP) that covers all
aspects of the internal audit activity. The QAIP
includes an evaluation of IAD’s conformance with
the Standards including the Ethics and
Professionalism principles as well as conformity
of Internal Audit Division with applicable external
regulations. The program also assesses efficiency
and effectiveness of the internal audit and
identifies opportunities for improvement. The
Head of IAD will communicate to the Audit
Committee and Supervisory Board on its quality
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ayauT" mae iHpopmysaTn KoMmiTeT 3 nuTaHb ayanTy
Ta Harnsgosy pagy npo lNporpamy 3abe3neyeHHs
Ta NigBUWEHHS HAKOCTi, Yy TOMY u4ucni npo
pe3ynbratM  LOPIYHOrO  CaMOOLIHIOBaHHA  Ta
30BHILLUHbLOIO OLliHKOBAHHS.

Uini gisnbHOCTi MarwTb 6yt po3pobneHi ans
OUiHIOBaHHA edeKTUBHOCTI poboTn BHyTpIWHbOrO
ayouTy Ta WOro nporpecy B  [AOCATHEHHI
noctaeneHnx uinen. BHyTpiwHIM ayant wMae
BiACTEXyBaTH BVMKOHAHHS nnaHiB ain,
CAPSIMOBaHMX  Ha  JOCArHEHHA  uinen, Ta
nosigoMnaTM Npo Hux [NpaeniHHiO Ta Harnagosin
pagi.*

LLlopiyHe camoouiHOBaHHA MPOBOANTLCA pa3 Ha
pik. BnacHe ouiHOBaHHA  AOianNbHOCTI  Mae
NpPoOBOAUTUCH LLNSAXOM aHanizy  opraHisauii
Hanpamky  "BHyTpiwHin  ayguT", BWKOHaHHS
ayaAnTOPCbKMX 3aBAaHb Ta OUiHIOBAHHA AisiNbHOCTI
HBA 3 60Ky nepesipeHux nigpo3ainis Ta Komitety 3
nutadb ayauty/Harnagosoi Pagn. Kpim uboro,
Micrs  BWKOHAHHSA  KOXHOFO  aygMTOPCbKOro
3aBdaHHA KOMaHga ayauTopiB Mae nepeBipuTv Ta
3a10KyMeHTyBaTh OOTPUMaHHSA BHYTPILLHIX
NnonoXeHb Mig Yac nNPOBEAEHHS ayaUTOPCLKOI

nepeBipkn, WO nepegbadeHo  MeTOLOMOriE
BHyTpilWHbOro ayguTy.
Kpim ubOro, npoBoguTbCa MOCTiMHA nepeBipka

akocTi. [icna 3aBepLUEHHS KOXHOMO ayanTOPCbKOro
3aBOaHHA  cniBpobiTHMK,  BignoBiganbHUM  3a
KOHTPOMb  SIKOCTi, nNepeBipsie Ta OOKYMEHTYE
BiQNOBIAHICTL ayaUTOPCbKUX npoueayp BUMOram
BHYTPIWHbLOI MeTogornoril BHyTpilwHLOro ayauty.
Pesynbtat  nepeBipkuM  NpeactaBnslTbCad Y
LLOKBapTanbHOMY 3BiTi MEpPEeBipKM SKOCTI, SIKUN
3aTBepAXyeTbCA KepiBHMKOM HBA.

30BHILLHE OLiHIOBAHHA 30OINCHIOETLCA MNPUHANMHI
pa3 Ha M4aTb poKiB  KBanidikoBaHum  Ta
He3aneXHuMm  ouiHoBayeM, abo  KomaHaow
OLiHIOBauiB, SKi He € npaLiBHMKkaMn baHky.

KepisHuk HBA 3BiTye nepen KomiteTom 3 nutaHb
ayauty Ta Harnsgosow pagoto nNpo BUKOHaHHSA
Mporpamn 3abesnevyeHHs Ta MiOBULLEHHST SKOCTI,
BKIMKOYHO 3 pesynsratamm LLlOpiYHOro
CaMOOLIiHIOBaHHS Ta 30BHILLHIX OLiHIOBaHb.

Axkwio HesignosigHicTb CtaHgapTtam BnnvMBaTume
Ha cdepy AaianbHOCTi abo  yHKUiOHYBaHHSA
Hanpsmky "BHyTpiwHin aygut", kepisHuk HBA mae
nosigomutn [paeniHHO Ta Harnagosin pagi npo
TaKy HEBIOQNOBIAHICTb Ta Ti BANMB.

4 Ctanpapt 12.1 TCBA / Standard 12.1 of GIAS

assurance and improvement program, including
results of annual self-assessment and external
assessment.

The performance objectives must be developed to
evaluate the internal audit function’s performance
and assess its progress towards achieving the
objectives. Action plans developed to achieve
performance objectives should be tracked by IAD
and communicated to the Management Board
and the Supervisory Board®.

Annual self-assessment is conducted once a
year. Self-assessment should be conducted by
reviewing the overall organization of the Internal
Audit Division, performance of audit
engagements and assessment of internal audit
function conducted by auditees and the AC/SB.
Based on the results of self-assessment, an
Improvement Plan is developed to address
instances of non-conformance with the Standards

and opportunities for improvement including
deadlines.
In addition, there is an ongoing quality

assessment. After each audit engagement is
completed, the quality assurance function checks
and documents compliance of audit procedures
with IAD methodology. The results of the quality
review are presented in a quarterly quality review
report, which is approved by the Head of the IAD.

External assessment is conducted at least once
every five years by a qualified, independent
assessor or assessment team from outside of the
Bank.

The Head of IAD communicates to the Audit
Committee and  Supervisory Board on
implementation of its Quality Assurance and
Improvement Program, including results of annual
self-assessment and external assessment.

If nonconformance with the Standards affects the
overall scope or operation of internal audit
function, the Head of IAD must disclose to the
Management Board and the Supervisory Board
the nonconformance and its impact.
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1.7 CniBnpaus i3 30BHiWHIM ayauTOopom

KepiBHuk Hanpsamky "BHyTpiwHin ayguTt" wmae
3abe3neunTn MOXNIMBICTb 0OMiHY iHdopMaUieto
MK  nigposginoMm  BHyTpiwHbOro ayauty Ta
30BHiWHIM  ayguTopom  BaHky 3 nuTaHb
NPOBEAEHHA BHYTPIWHBLOrO ayauTy, Y TOMY 4ucni
wono nopagky  3acToCyBaHHS  BignoBigHMX

npoLeayp ayauTy.

B3aemogis Ta 0OmiH iHdopmauieto Mixk BHyTpilLHIM
ayguTom Ta 30BHIiWHIM ayauTopom baHky maroTb
30iMCHIOBATMCA 3rigHO 3 BMMOramu 3akOHO4ABCTBaA
YKpaiHn Ta  BHYTPIiWHIX  AOKyMeHTiB  BaHky
CTOCOBHO 306epiraHHsi, 3axuCTy, BUKOPUCTaHHS Ta
pO3KPUTTA iHOPMaLii, WO CTaHOBUTb OaHKIBCbKY
Ta KOMEpPLiNHY TaEMHULLIO.

BHyTpilwHbOMY ayauTy Mae HagjasaTucsa nraH Ta
nporpama nepesipkn piYHOI hiHAHCOBOI 3BITHOCTI,
KOHCONigoBaHo! iHAHCOBOI 3BITHOCTI Ta iHWwa
iHdbopmauis Loao nepesipok
diHaHCOBO-rocnogapcbkoi AisanbHOCTI BbaHky, Lo
30iMCHIOITLCA 30BHILWLHIM ayguTopoM BaHky.

Ynpogosx cnisnpaui i3 30BHiWHIMW ayauTopamm
nig 4Yac aHanisy diHaHcoBOI 3BIiTHOCTI BaHky, Ha

noyaTkoBin  CTadil  30BHILWHLOI  ayAUTOPCLKOI
nepesipku, BHyTpiWHIA ayguT MoXe oTpumaru
3anuT Big 3O0BHIWHLOIO ayauTopa 3 METOH

0BroBOpPEHHSI CUCTEMW BHYTPILUHBOIO KOHTPOSIO Ta
yNpaeniHHA puU3nMKamMn Ha nepLin Ta apyrin niHii
3axMCTy, MNOBHOBaXeHb Ta Kona o0OoB’A3KiB
BHyTpilWwHbOrOo ayauty, a TakoX 3 MeTo
OTpPMMaHHS 3BITiB 3a nepesipkamyn BHYTPILLHLOMO
ayauTty.  BHyTpiWwHIn  ayguT  TakoX  MOXe
o6roBoploBaTH i3 30BHILWLHIMU ayanTopamu byab-aKi
CYTTEBI NMUTaHHA, WO MOXYTb BWHWMKATK Mig 4vac
aHanidy diHaHCcoBOI 3BiTHOCTI BaHKy CTOCOBHO
cuctemun ynpaeniHHA iHdopMauieto, CTaTUCTUYHOT
3BiTHOCTI Ta cnabkux Micub CUCTEMW BHYTPILLHBOIO
KOHTpOMNto BaHKy 3 TOukM 30py 3BITHOCTI. Take
0OroBopeHHs1 TakoX MOXe BigbyBaTucs Ha eTani
nnaHyBaHHA AOiAnNbHOCTI BHYTpIWHBOrO ayauTty Ha
HacTynHui pik i moxe OyTn 3ocepemkeHe Ha
OCHOBHUMX pu3MKax, LLUO MOB'A3aHi 3 AisiNbHICTIO
baHKy i BU3Ha4YeHNX 30BHILLHIM ayauTopoM nig yac
BMKOHAHHSA HUM ayaUTOPCLKOro 3aBAaHHS.

B3aemogis 3 iHWMMKM CTPYKTYPHUMMK Nigpo3sainamm
Ta  30BHIWHIMW  oOpraHisauigmun, ycTaHoBamu
npeacTtaeneHa B Jogatky 3.

1.7 Cooperation with External Auditor

The Head of IAD should ensure the possibility of
exchanging information between the IA and the
Bank's external auditor on internal audit,
including the procedure for applying appropriate
audit procedures.

Relationships and exchange of information
between the |IA and the external auditor of the
Bank must comply with the legislation of Ukraine
and internal documents of the Bank on storage,
protection, use and disclosure of information
constituting Banking and commercial secrets.

IA should be provided with a plan and program
for auditing the annual financial statements,
consolidated financial statements and other
information on the Bank's financial and economic
activities carried out by the Bank's external
auditor.

During cooperation with external auditors while
analyzing the financial statements of the Bank —
at the very early stage of the external audit, the
IA may be approached by the external auditor in
order to discuss the internal control system and
risk management of the first and second line of
defense, authority and scope of IA function as
well as to be asked to provide internal audit
reports. |A also may discuss with external
auditors any material issues that they may come
across during the analysis of the Bank’s financial
statements that refer to the Management
Information System, statistical reporting, and the
weaknesses in the Bank’s internal control system
with regard to reporting. Such discussion may
also take place at the stage of planning IA
activities for the next year and would be focused
on the main risks connected to the Bank’s
activity the external auditor identifies during its
audit engagements.

Cooperation with other structural subdivisions of
the Bank and third-party institutions is presented
in Appendix 3.
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1.8 Brogxet Hanpsamky "BHyTpiwHin ayguTt”

Hanpsamok "BHyTpiwHin ayaut" ¢opmye cBin
GiogpkeTr 3 MeTow  3abesneveHHa  ycima
HeobXigHMMK  (biHAHCOBUMMK,  TEXHIYHMMM  Ta

iHWXMK pecypcaMn Ofs BMKOHAHHS MOCTaBNEHUX
nepea HMUM 3aBAaHb, BKMNIOYAYM BUTPaATU Ha
NPOBEAEHHS ayOMTOPCbKUX MEPEeBipOK, HaBYaHHSA
nepcoHany, 3akynienio HeobxigHoro [13 Ta
IT-obnagHaHHA. KepiBHuk Hanpsmky "BHyTpilLHIN
ayouT" npeactaensie 6iogxeT Ha po3rnag Komitety
3 nuTaHb ayauty. licna uboro GroKET NogaeTbCA
Ha 3aTBepokeHHa Harnagosin pagi.

1.9. NignopsaKkyBaHHA

Hanpsamok "BHyTpilwHin ayant" nignopsakoByeTbCH
i € nig3siTHUM Harnagosin pagi baHky 4epes
KomiteT 3 nuTtaHb ayauty. HanpsiMok "BHyTpiLLHIN
ayanT" baHKy LWoOHanMMeHLUe LLOKBapTanbHO 3BIiTyE
nepen Harnagosow pagoto 4epes Komiter 3
nuTaHb ayauty. [MoToyHa pgisnbHiCTb Hanpamky
"BHyTpiwHin ayouTt"  34iMCHI0ETBCA  3rigHO 3
BHYTPILLUHIMW HOPMAaTUBHUMMW JOKYMEHTaMn baHky.

2. Cdhepa pgianbHocTi BHyTpilWHbOro ayauty

Cdbepa [ianbHOCTI  BHYTPILWIHLOrO  ayguty —
nocnyrn 3 HagaHHs BNEBHEHOCTI Ta KOHCYMbTaLinHi
nocnyrn. [HetanbHi  ¢yHkuii HBA Ta wnoro
JenapTaMmeHTiB Ta YynpaefiHb NpeacTaBneHi B

OopaTtky 2.

2.1 NMocnyru 3 HaaaHHA BNEBHEHOCTI

Cbepa  pgisanbHoOCTI BHyTpiwHbOro  ayguty
OoXonmwe, ane He obOMeXyeTbCcs, 00’€EKTUBHUM
OOoCnigKeHHAM  [OoKa3iB 3 MEeTow  HagaHHA
He3arnexHol OLiHKM BigNOBIAHOCTI Ta ePEKTUBHOCTI
KopnopaTuBHOro ynpasrniHHs, ynpaBniHHA
pU3nKamMm Ta NPOLIECIB BHYTPILUHBOMO KOHTPOSIO B
Banky. OTpumyBavamm Ui€i ouiHkM € [MpaBniHHs,
KomiteT i3 nuTtaHb ayguty, Harnagoea paga,
HauioHanbHuin ©GaHKk YkpaiHM Ta YnOBHOBaXeEHi
30BHILLUHI CTOPOHM Micns noromkeHHs KepiBHUKOM
Hanpamky "BHyTpiLLHIN ayauT". OuiHka
BHYTpilLHLOrO ayauTy BKNHOYAE BU3HAYEHHSA TOrO,
ym:

° Pusnkun,
[OCArHEeHHS
BU3HA4al0TbCSA
YMHOM.

° air cniBpobiTHMKIB, KepiBHUKIB Ta
KOHTpareHTiB baHKy BignosigalTb noniTukam Ta

WO MOXyTb BNAMBaTM  Ha
BaHkom cTpaTerivyHnx uinen,
Ta YNpaBnawTbCA  HANEXHUM

1.8 Budget of Internal Audit Division

The Internal Audit Division prepares its budget to
ensure that the division has all the necessary
financial, technical and other resources to
perform the tasks assigned to it including
expenses of performing audits, training
employees, purchasing necessary IT
software/equipment. The Head of IAD presents
the budget to the Audit Committee for
consideration. Afterwards, it is submitted to the
Supervisory Board of the Bank for approval.

1.9 Reporting lines

The Internal Audit Division is subordinated and
accountable to the Supervisory Board of the Bank
via the Audit Committee. The Internal Audit
Division of the Bank reports at least quarterly to
the Supervisory Board via the Audit Committee.
The day-to-day operations of the Internal Audit
Division are performed in line with the Bank’s
internal regulations.

2. Scope of Internal Audit Activities

Internal audit provides assurance and advisory
services. Detailed functions of the IAD and its
departments and sub-departments are presented
in Appendix 2.

2.1 Assurance services

The scope of internal audit activities
encompasses, but is not limited to, objective
examination of evidence for the purpose of

providing an independent assessment of
adequacy and effectiveness of corporate
governance, risk management, and internal

control processes in the Bank. The recipients of
such assessment are the Management Board,
the Audit Committee and the Supervisory Board,
the National Bank of Ukraine, and eligible
external parties after approval from the Head of
Internal Audit Division. Internal audit
assessment includes the following evaluation:

° Risks relating to the achievement of the
Bank’s strategic objectives are appropriately
identified and managed.

° The actions of the Bank’s officers,
directors, employees, and contractors are in
compliance with the Bank’s policies, procedures,
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npouegypam baHKy, 4YMHHOMY 3aKOHOOABCTBY,
HOPMaTUBHMM  MOMOXEHHAM Ta CcTaHgapTam
yrnpasniHHS.

. Pesynetat  onepauin  abo  nporpam
BigNoOBiAaloTb NOCTABNEHUM LiNAM Ta 3aBAaHHAM.
° Onepauii  npoBogATbCA Ta  nporpamu
npauoloTb ePekTUBHO i pe3ynsTaTUBHO.

° HanarogxeHi  npouecn Ta  cuctemmu

003BONATL JOTPMMYBaTUCA MONITUK, npoueayp,
3aKOHIB Ta perynsaTUBHUX MOSIOXEHb, WO MOXYTb
CyTTEBO BNNUBaTK Ha baHk.
° IHcbopmauis Ta
BUKOPUCTOBYIOTLCS ans il ineHTndikaui,
BUMIpPIOBaHHS, aHaniay, Knacudikauii Ta
3BiTYBaHHS, € HaZiMHUMN Ta LiNICHUMMU.

° Pecypcn Ta aktuBu npuagbaBatoTbCA
€KOHOMIYHO, BMKOPUCTOBYKOTLCA €(EKTUBHO Ta
3axumLLEHi HaNeXHUM YNHOM.

3acobu, Lo

CniBpobiTHMkM Hanpsimky "BHyTpiwHin  ayant”
MatoTb NEPEBIPSITU Ta OLIHIOBATU HACTYMHeE:

° HasIBHICTb, €(EKTUBHICTb, aAdeKBaTHICTb
CUCTEMM BHYTPILLIHBOIO KOHTPOIHO;
° 3aCTOCYBaHHS, XUTTE3OATHICTb,

e(PeKTUBHICTb Ta NpMAaTHICTb CUCTEM YnpaBIliHHA
pu3MKaMuM Ta KOHTPOM, CUCTEMU YNpaBniHHSA
iHpopMaLielo Ta 3BITHICTIO, biHAHCOBOI cucTemmu
Ta cuctemm obniky;

° OOTPUMAHHA  YUMHHOTO
NonoXeHb  BaHKIBCbKOro
HOPMaTUBHUX aKTiB;

° BiANOBIAHICTb MPAKTUYHUM  MOJIOXKEHHAM,
IHCTPYKLISAM Ta HOpMaM;

° BiANOBIQHICTb YCiX onepauinHmMx npoueayp
Ta npoueayp 6isHecy BumMoram 3akoHOAaBCTBa Ta
3aranbHOMNPUNHATMM CTaHgapTaMm i npMHUMnam;

° OOTPUMaHHSA NpaBun Ta BXUTTS 3anoBiKHNX
3axofiB  3a4ns  3axXUCTy akTMBIB  Ta  OUIHKM
edeKTUBHOCTI npoLecy, 3a SAKUM QYHKUIT pU3nKiB
Ta 3BiTYBaHHA B3aEMOAiOTb 3 METOK MigroTOBKU
CBOEYACHWX, TOMHMX, JOCTOBIPHUX Ta peneBaHTHUX
3BITIB SIK AN BHYTPILWHLOrO ynpaeniHHA, Tak i ans
HarnNg40BOro opraxy.

3aKOHOOaBCTBa,
Harmsay Ta  iHWKx

HactynHi nutaHHs posrnsgatoTbCs B pamkax
NepeBipoK BHYTPILLHLOIO ayauTy:

° OpraHizauia Ta MOBHOBaXeHHA yHKUi
yApaBeniHHA  pu3MKamu, 30Kpema  BKYar4u
PUHKOBWH, KpeauTHun, PU3nK NiKBIOAHOCTI,
NPOUEHTHUA PU3KNK, OnepauinHMiA Ta PUONYHUI
PU3NKH;

° Ouinka
(py3nk-aneTuTy),

CXUIbHOCTI Jo pU3NKY
HagaHHA Ha po3rMsa  BULLOI

applicable
standards.
° The results of operations or programs are
consistent with established goals and objectives.
° Operations are carried out and programs
operate effectively and efficiently.

° Established processes and systems
enable compliance with the policies, procedures,
laws, and regulations that could significantly
impact the Bank.

° Information and the means used to
identify, measure, analyze, classify, and report
such information are reliable and have integrity.

° Resources and assets are acquired
economically, used efficiently, and protected
adequately.

laws, regulations and governance

Internal Audit staff must audit and assess the
following:

° availability, effectiveness, and adequacy
of the internal control system.
° application, viability, effectiveness and

suitability of the risk management and control
systems, reporting and information systems and
financial and accounting systems.

° observance of existing legal and banking
supervisory provisions as well as other
regulations.

° compliance with operational guidelines,
instructions, and rules.

° compliance of all operational and

business procedures with legal requirements and
generally accepted standards and principles.

° the rules observed and the precautions
taken to protect assets and evaluate the
effectiveness of the process by which the risk
and reporting functions interact to produce
timely, accurate, reliable and relevant reports for
both internal management and the supervisor.

The following aspects are included in the scope
of internal audits:

° Organization and mandates of the risk
management function including market, credit,
liquidity, interest rate, operational, and legal
risks.

° Evaluation of risk appetite, escalation and
reporting of issues and decisions taken by the
risk management function.
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NaHKW KepiBHMUTBA Ta 3BiTYBaHHA 3 MNUTaHb Ta
pilleHb, YyXBaneHux nigpo3giniom 3 ynpaeniHHSA
pusnkamu;

° LlinicHicTb iHdbopMaLinHMX cuctem
ynpaeniHHA puankamn, y TOMY YUCAi BKAOYAOYM
TOYHICTb, AOCTOBIPHICTb Ta MOBHOTY [AaHuX, LWO
BUKOPUCTOBYIOTbLCS;

° 3aTtBepoKeHHS Ta  Cynposig mopenen
PU3MKIB, BKMIOYHO 3 MEPEeBiPKOK Y3ro4XKeHOCTi,
CBOEYACHOCTi, He3anexHOCTi Ta  HagiNHOCTI
Dxepen iHpopmauii y unx mogensx;

° EdekTnBHicTb poboTM cuctem ynpasniHHA
pusrkamm Ta BHYTPILLHBOIO KOHTPOTt0,
KOpropaTMBHOrO YNpaBniHHA LWWOAO0 MOTOYHMX Ta
NOTEHUINHO  MOXINMBUX  pu3mkiB  baHky B
ManbyTHbOMY;

° HapginHicTb, eMeKTUBHICTb Ta UiMICHICTb
cUcTeM Ta MnpoueciB ynpaeniHHA iHdopMmauieo (y
TOMY YMChi MOBHOTA Ta SKICTb AAHUX);

° HoTpumaHHs BaHkom BUMOT
3aKkoHOOaBCTBa, Y TOMY 4MCAi 3akoHOoAaBCcTBa Yy
cthepi  3anobiraHHs  neranizaudii  KpUMiIHaANbHUX
joxoais, OTPUMaHUX  3MOYUHHUM  WNaxom  /
diHaHCyBaHHIO Tepopusmy, pekomeHaauin
HauioHanbHOro ©GaHKy, BHYTPILLHIX MOMOXEHb,
npasun Ta KodekciB noBefiHKN, o
3aCTOCOBYIOTBCA A0 MNpauiBHUKIB BaHky.

Hanpsamok "BHyTpillHin ayant" nepesipsie NOBHWUNA
nepenik npouecis, BUKOPUCTOBYHOUM
PU3MK-OPIEHTOBaAHUM  MigXi4 ANA  BU3HAYEHHS
npiopuTETIB NEPEBIPKM.

2.2 KoHcynbTauinHi nocnyrm

Hanpamok "BHyTpilwHin ayant", 3a yMOBU 3axXUCTy
CBOEI HEe3aneXHOCTi Ta YHUKHEHHA KOHMIIKTIB
iHTepecy, TakoX MOXe 3anydyaTtucb OO HaJaHHSA
KOHCynbTauiHux nocnyr. KoHcynerauinHi nocnyru,
Wwo HapawTbca Hanpsimkom "BHYTpiwHiA aygut",
NPUMHOCATb KOPWUCTb Ta MOKPaLLylTb AiSNbHICTb
BbaHKy 4epe3 HagaHHA  pekomeHpauin  Ta
KOMEeHTapiB CTOCOBHO CTaHy cucTemm
BHYTPILIHBOrO KOHTPOM0. Taki nocnyrn HagatTbes
HesanexHo Ta o06’ekTMBHO, ©6e3  HecCeHHsA
BiQNOBIAANbHOCTI  3a  ynNpaBMfiHHA  MPOLIECOM.
KoHcynbTauinHi nocnyrm He marTb 0OMexyBaTtu
He3anexHicTb, €eqEeKTUBHICTb Ta OO’EKTMBHICTb
Hanpamky "BryTpiwHin ayaut". TNporHosyBaHHS,
HadaHHA BWCHOBKIB Ta MNPUAHATTA 3MiH 00
npoueayp/meTogonorii, Wwo BiabyBaeTbLCS B pamMKax
BUKOHAHHS MfaHy 3axodiB 3 ayauTOPCbKMX 3BITiB,
He BBaXAETbCA HAOaAHHSAM  KOHCYNbTaLiHMX
nocnyr. HapgaHHA  KOHCynbTauinHUX  nocnyr
OOKYMEHTYETbCS OKPEMO Bi4 Nocnyr 3 HagaHHs

° Integrity of the risk management
information  systems, including accuracy,
reliability and completeness of the data used.

° Approval and maintenance of risk models
including verification of consistency, timeliness,
independence, and reliability of data sources
used in such models.

° Effectiveness, efficiency, complexity and
adequacy of risk management and internal
control systems, corporate management of
current and potential risks of the Bank in the
future.

° Reliability, efficiency and integrity of
information management systems and processes
(including completeness and quality of data).

° Compliance by the Bank with the
requirements of the legislation, including
anti-money laundering / terrorist financing
legislation, recommendations of the National

Bank of Ukraine, internal regulations, rules, and
codes of conduct applicable to Bank employees.

In principle, the Internal Audit Division looks at
the full set of processes, using a risk-based
approach to identify review priorities.

2.2 Advisory services

The Internal Audit Division, while safeguarding
its independence and avoiding conflicts of
interest, may also be involved in advisory
services. Advisory services performed by the
Internal Audit Division provide added value to
the Bank by giving recommendations and
comments regarding the state of the internal
control system. They are performed in an
independent and objective manner without being
responsible for the management of the process.
Advisory services cannot limit the independence,
effectiveness, and objectivity of the Internal Audit
Division.  Projecting, giving opinions and
accepting changes to the
procedures/methodologies resulting from the
action plan of audit reports are not considered
advisory services. Advisory services are
documented separately from assurance services.
Remarks and recommendations given as part of
the advisory services are not binding to the
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BMEBHEHOCTi. 3ayBaXKeHHsA Ta pekomeHgadii, Lo
HagawTbCA B paMKax KOHCYNbTauiMHUX NOCAYr, He
€ 060B’si3KOBMMM ANt 06’€KTa KOHCYNbTYBaHHS Ta
32 HUMW He 3AiINCHINETLCA NoAarnbLUMA KOHTPOMb 3
6oky Hanpsamky "BHyTpiwHin aygut".

3. AyauTtopcbKa nepeBipka A04ipHIX KOMMaHin

Kpim noBHoro nepeniky npouecis baHky, Hanpsamok
"BHyTpilWHin ayanT" ynoBHOBaXXeHWU 3AiNCHIOBATH
ayauTOPCbKI NepeBipKM JOYIpHIX KOMNaHin Ta ginin
baHKy, WO 3HaxodaTbCs 3a Mexamu YKpaiHu,
BUKOPUCTOBYIOUM TaKy X camy MeToAdomnorin Ta
nigpxogn. [lpaBniHHA Mae 3abe3nedunTn HagaHHSA
BHyTpilwuHbOMY ayguTy npaesa docTyny go
NPUMILLEHD, OTPUMaHHS AOoKyMmeHTauili  Ta
nepeBipKn yCixX OOYipHiIX KomnaHin baHky Ta mnoro
dinin, Lo po3TalloBaHi 3a MexamMn YkpaiHu.

4. Mpouec ayauTy

Llem po3gin onucye MiHiManbHi BUMOrM Ao
opraHisauii npouecy ayauty B banky. [JeTtanbHui
onuc npouecy ayauty HaBegeHuih y [NocibHuKy 3
BHYTPILLUHbOrO ayauTy.

AyauTtopcbka nepesipka MpoBoaUTLCA ayanTOPOM

abo  KomaHgow  ayguTopis, NPU3HaAYeHOo0
KepiBHnkoMm  Hanpamky  "BHyTpiwHin  ayaut".
KepiBHMUTBO KOMaHOOKW ayauTopiB  34iNCHIOE

KepiBHVK nepeBipkn. 3a KOXHUM ayguTOPCbKUM
3aBOaHHAM  34iicCHI0ETbCA  Harmsag  Kypatopowm
ayauToOpCbKOI NepeBipKu.

Mpouec ayouTy poO3nNOYMHAETLCA i3 HagcuNaHHA
ob’ekTy ayauTty (nigposginam, Lo nepeBipatoTbCH)
nucta 3 [loBigOMMEHHAM NpO ayauT, SKUM
noBiJOMNSAETLCA MPO no4yaTok nepesipku. [Micnsa
uboro, Ans edeKTUBHOI B3aeMoAdil BNPOAOBXK
ayauTopCbKOi  nepesipkk,  BHyTpiwHin  aygut
NPOBOAMTL YCTAHOBYY 3YCTPIY i3 NpeacTaBHMUKaMU
06’ekTy ayauTy Ans iHOpMyBaHHS MNpO Uini Ta
obcarn ayanTopcbKol nepeBipkM Ta OBroBOpeHHs
BCiX NUTaHb, LLIO CTOCYIOTLCHA NEePEBIPKM.

Micna  3aBeplueHHsA nnaHyBaHHSA oKpemol
nepeBipkn, Yy MpouUeci SKOro  30IMCHIOETLCS
nonepeaHin aHanis, 3aTBepmxyeTrbca [lporpama
ayauty, a cniBpobiTHMKN BHyTpiWHbOro ayauty
pPO3MNoYMHalTb BMKOHAHHS ayauTOpCbKUX
npouenyp Ha ob’ekTi ayauTy.

AyaouTOpPChKNI 3BIT cKnagaeTbco nicns
3aBepLUEHHS ayaMUTOPCbKUX npoueayp Ta
Y3roMKyeTbCA 3 npeactaBHMKamMu O0’ekTy ayauTy
Ons OTpUMaHHA NnaHy 3axofis, pPo3pobneHux

advisory client and are not followed up by the
IAD.

3. Auditing subsidiaries

In addition to the full set of the Bank’s processes,
the Internal Audit Division has the right to audit
the Bank’s subsidiaries and branches located
outside Ukraine using the same methodology
and approach. The Management Board should
assure the right for Internal Audit to enter
premises, obtain documents and audit all
subsidiaries of the Bank and branches located
outside Ukraine.

4. Audit process

This section describes the minimum
requirements for the design of the audit process
in the Bank. The detailed description of the audit
process is presented in the Internal Audit
Manual.

The audit is conducted by an auditor or a team of
auditors appointed by the Head of the Internal
Audit Division. The audit team is managed by the
Team Leader. Each audit engagement is guided
by the Engagement Supervisor.

The audit process starts with sending the
auditees the Audit Announcement letter, which
notifies them about the start of an audit.
Afterwards, for effective interaction throughout
the audit, Internal Audit holds a Kick-off Meeting
with auditees to inform them about the objectives
and scope of the audit and discuss all the
matters and questions related to the audit.

After the planning of an individual audit is
finished, which might involve a preliminary
review, the Audit Program is approved, and
Internal Audit starts the fieldwork.

The audit report is written after the fieldwork is
over and is reconciled with the auditees to obtain
an action plan in response to the audit
recommendations presented in the audit report.
After agreeing on the audit report and the action
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3rigH0O 3 ayguTOpPCbKMMW  pekoMeHauisiMu,
npeacraBneHUMM B ayauTtopcbkoMy 3BiTi. [Micng
MOrOKEHHs1  ayAUTOPCLKOro 3BiTY Ta MNnaHy
3axopis (skui nignarae perynsapHoMy noganbLiomy
KOHTpONnto 3 60Ky BHyTpilLHbOrO ayamty 3 METOH
3abe3neveHHs CBOEYACHOTO BMPOBaXEHHS
3axogis), BHyTpiLUHIN ayauT npoBoOaAUTb
MigcymkoBy 3ycTpid i BUNycKae ayaguTOpCbKUN 3BIT.

Ak  npaBuno, nnaHoBi ayaUTOPCbKi 3aBOaHHSA
(nepeBipkM) BUKOHYHOTbCA BAPOAOBX 3 MicsuiB 3
noyaTKy ayauMTOPCbKOI NepesipKu.

BunyweHun ayanTopCbKui 3BIT  cno4aTtky
npeseHTyeTbca KomiTeTy 3 nuTtaHb ayauTy, nicns
4Yoro CTUCIMO npe3eHTyeTbCcd Harnagosin pagi
BaHky (y cknagi KBapTanbHOro  3BiTY).
[eTanizoBaHy npouenypy LWOAO UMKy ayauTy
npeacTtaBneHo Hwxk4ye, a Takox Yy [locibHuky 3
BHYTPILLHLOrO ayauTy.

4.1 Uukn ayauty

HisnbHicte  Hanpsmky  "BHyTpiwHin ~ ayaut”
6a3yeTbCsl Ha BCEOCSH)XHOMY PU3UK-OPIEHTOBAHOMY
nnadHi  ayguty, SKMA OXOMSOE TPUPIYHUA  LUKN
ayauty (abo iHwwun, Hanpuknag, 4- abo 5-pivHui,
3aTBepoKeHUN Harnsgosoto pagoto) i
OHOBIMIOETLCA Ha LWOPIYHIN OCHOBI. [ianbHiCTb Ta
npouecu banky (BcecBiT ayguTy), HaBiTb 3a YyMOBM
X ayTCOpCUHIY, MEpPEBIPAITLCA Yy Takul cnocio,
wob yci komnoHeHTM BcecsiTy ayauty 6ynu
OXONneHi NPUHanMMHI pa3 NPOTArOM UMUKy ayauTy.
OpgHak, cnig 3ayBaXuTu, WO MNEBHi €nemMeHTu
BcecBiTy ayanty MatoTb 6yTU BKINIOYEHI 40 KOXXHOrO
piYHOro nnaHy ayauTty Yy pasi HasiBHOCTI MEBHUX
puaukie, abo sakwo HBY Bumarae, wobd Hanpsimok
"BHyTpilWHIn ayauT" npoBoavB MEBHi NepeBipku
LLIOPOKY.

4.2. PiyHun nnaH ayauTty

HisnbHicTe Ta @QyHKUiT BaHky, wo nignsraiTb
ayanTopChKin nepesipui, BU3HA4alTbCA BMXOOAYN
3i LWOPIYHOT OLiHKM PU3KNKIB Ta JOKYMEHTYBaTUCS Y
piyHoMy  nnaHi  ayauty.  OuiHka  pu3ukiB
NpPOBOANTLCS BignoBigHO Ao cTaHgapTHOI
npoueaypw, BmsHadveHoi Hanpsimkom "BHyTpillHin
ayauT" Ta 3aTtBepmXeHoli HarnsgoBow  pagoto.
Mpouec  wWopiYHOro  nraHyBaHHA  AeTanbHO
BMKIaZeHo y MeToAornorii BHYTpilWHLOro ayauTy.

OuiHka pwusnkiB Ta po3pobneHun nnaH MarkTb
BpaxoByBaTW akKTyarnbHi cTpaTerii Ta Hanpsamku
JisnbHocTi baHky Ta 3aranbHi Uini baHky, a Takox

plan (which is subject to regular follow-up from
IAs side to ensure its timely implementation),
Internal Audit holds an Exit Meeting and issues
the report.

Generally, planned audit engagements are
expected to be fulfilled within 3 months from the
initiation of the audit engagement.

The issued audit report is first presented to the
Audit Committee and then shortly presented at
the Supervisory Board of the Bank (as a part of
quarterly reporting). Detailed procedure about
the audit cycle is presented below as well as in
the Internal Audit Manual.

4.1 Audit cycle

The activities of the Internal Audit Division are
based on a comprehensive risk-based audit plan
which covers a three-year cycle (or another, i.e. 4
or 5-year cycle, approved by the Supervisory
Board) and is updated on a yearly basis. The
activities and processes of the Bank (Audit
Universe), even if these are outsourced, are
audited in such a way that all the elements of the
Audit Universe are covered at least once during
the audit cycle. It should, however, be noted that
certain elements must be included in every
annual audit plan if particular risks exist or if the
NBU requires the IAD to perform a certain audit
annually.

4.2. Annual Audit Plan

The functional areas and activities of the Bank,
which are to be audited, are determined based on
an annual risk assessment and documented in an
annual Audit Plan. Risk assessment is carried out
according to a standard procedure stipulated by
the IAD and approved by the Supervisory Board.
The procedure of Annual Planning is described in
detail in the IA methodology.

Risk assessment and a plan developed from the
assessment should consider the most current
strategies and business lines of the Bank and
reflect the overall objectives of the Bank as well

19



MONOXEHHA NPO HAMPAMOK “BHYTPIWHIV AYOUT” u

INTERNAL AUDIT CHARTER

pu3nky, BuU3HadveHi [lpaeniHHaMm, KomiTeTom 3
nMTaHb  ayauty Ta  Harnggosow — pagoro.
Puauk-opieHTOBaHUI nnaH ayauTty Mae
3abesnevyBaty eeKkTUBHE 30CEepeKEHHS ayanuTy
Ha TUX obnacTax, A& PU3NKMN YM CYTTEBICTb iXHBOIO
BMIMBY € HANBULLUMMU.

Pu3uk-opieHTOBaHWi piyHMA  nnaH  ayguty
rotyetbca  Hanpsimkom  "BHyTpiwHin  aygut"
NpoOTAroM 4eTBEPTOro KBapTtasny, a nig 4Yac noro
NiQroTOBKM  MPOBOAUTLCA  KOHCYMbTyBaHHA 3
uneHamu [lpaeniHHA. Tlig 4Yac nigrotoBkuM Takoro
nnaHy Hanpamok "BHyTpiwHin ayaut" mae 6patm
0O yBarnM MONITMKWA, npouecu Ta PpilleHHSA
KepiBHMUTBa, BnpoBamXeHi y baHky, cneuianbHi
BuMorn 3 6oky HauioHanbHoro 6aHky YkpaiHu,
OopraHiB Aep)KaBHOI Bnagu Ta KepiBHMUTBA, SKi, B
MeXax CBOIX NMOBHOBaXeHb, 3AiNCHIOTb Harna, 3a
pianbHicTio baHky. KomiteT 3 nuTaHb ayauty
po3rnagae  BigNoOBIiAHWA NNaH, Micns 4oro BiH
3aTBepAXyeETbCA Harnagoeow pagoto.

Akwio  BHaAcnigok  HenepegbadyBaHMX — MoOAin
BUHWKHE HEOOXIOQHICTb BHECEHHA 3MiH y piYHUR
MnaH ayauTy BNpPOOOBX POKY, MPUYUHU TaKMUX 3MiH
MOBMHHI OyTM po3’dcHeHi KomiTeTy 3 nuTaHb
ayauTy, a byab-aki 3miHu y lnani ayanty matoTb
Josoantucb 0O BigoMa KomiTeTy 3 nuUTaHb ayauty
Ta yxBanwBaTuUCb HuM. [lepernaHytuin Ta
NorogXeHnn nnaH wmae ©OyTn 3aTBepoKeHUN
Harnagosoto pagoto.

lMnaH posnoginy pecypciB BHyTpilwHbOro ayguty
Mae nepegbayatM  MOXNMBICTb  MPOBEAEHHS
TePMiHOBUX nosannaHoBux ayanTOPCbKNX
nepesipoK, Hanpuknag, y 3B’f3Ky 3 BUSBNEHUMMU
HedonikaMmn, NeBHUMM iHbopmMauiitHUMKN BUMOramm
abo sumoramu HBY. MNopsagok 3amiHm PiyHoro nnaHy
ayauTy onucaHnin BULLE Y LiIbOMY po3aifi.

lMosannaHoBi ayguTOPCbKi  MEepeBipkM  MOXYTb
npoBoguTmca Ha Bumory KomiTeTy 3 nuTaHb ayauty
abo HarnapgoBoi pagn baHky Ta/abo 3a iHiuiatneowo
MpaBniHHa bBaHky abo KepiBHuka HBA 3a
norogxeHHsm 3 [onosoo KomiteTy 3 nuTaHb
ayauTty Harnsgosoi paaw.

4.3 Tunn ayamTopCcbKnNX nepesBipok

Tun ayauty (ayauTopcbKOi  nepeBipku), WO
3aCTOCOBYBaTUMETLCA, BU3HA4YaeTbCca Mig 4Yac
nigrotoekn PiyHoro nnaHy ayauty. AKLWO LbOro He
Oyno 3pobneHo, TO TuN ayguTy Mae BM3Ha4aTuCA
nig Yyac nnaHyBaHHA OKpPeMoi nepeBipku. 3aranom,
y BaHky npoBogATbLCA HACTYNHI TUNW ayauTiB:

as the Management Board, Audit Committee and
Supervisory Board concerns. A risk-based Audit
Plan should ensure that audit activities are
effectively focused on the areas where risks or
materiality of exposure is greatest.

A risk-based Annual Audit Plan is prepared by the
Internal Audit Division in the fourth quarter in
consultation with the Management Board
Members. During its preparation, |A should
consider policies, processes and management
decisions implemented by the Bank, special
requirements of the National Bank, public
authorities and management, which, within their
competence, supervise the activities of the Bank.
The Audit Committee considers the respective
plan, which is afterwards approved by the
Supervisory Board.

If, due to unforeseen events, it becomes
necessary to make modifications to the annual
Audit Plan in the course of the year, the reasons
for such modifications must be explained to the
Audit Committee, and any changes to the Audit
Plan must be reported to this body and accepted
by it. A reviewed and accepted plan must be
approved by the Supervisory Board.

The Internal Audit Resource Plan should ensure
that any special audits required at short notice,
e.g., as a result of deficiencies that have arisen,
or due to certain informational requirements, or as
per the NBU requirements, can be performed at
any time. The procedure for changing the Annual
Audit Plan is described herein above.

Extraordinary audits may be carried out at the
request of the Audit Committee or the Supervisory
Board of the Bank and/or at the initiative of the
Management Board or the Head of IAD upon the
approval of the Chairperson of the Audit
Committee of the Supervisory Board.

4.3 Audit types

The audit type to be used should already be
determined when the annual audit plan is
prepared. If this has not been done in an
individual case, the audit type to be applied must
be determined as part of the planning for the
individual audit in question. Generally speaking,
the following types of audits are conducted within
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° AyaouTt nOpouecy — ayauT, 9KUiA nepesipsie,
AK BMpOBaKeHO NEeBHUIN Npouec Bif NOro noyaTky
[0 3aBEpPLLEHHS.
° IT _ayaut — ue odidinHe [ocnigXeHHA
Ta/abo TecTyBaHHs iHGOpMAaUiAHMX cucTteM Ans
BU3HAYEHHS, YN:
0 IHdopmauinHi cuctemu (TyT i gani — IC)
BignoBigaTb YMHHOMY 3aKOHOaBCTRY,
HOpPMaTMBHUM akTaMm, yrogam Ta/abo ranys3esum
HacTaHoBaM.
0 IH(popmaLinHi cuctemmn Ta noB’dA3aHi 3
HAMM  npouecu  BiONOBIJaTb  KPUTEPIAM
ynpassiHHA Ta BianoBigHWUM noB’aA3aHuM
noniTMkam Ta rnpoueaypam.
0 Oani Ta iHcopmauis IC  mawTb
Bi4NOBIAHWI piBEHb KOHAIAEHUINHOCTI, LiNiCHOCTI
Ta OOCTYMHOCTI.
0 IC byHKUiOHYIOTb HafiIMHO, ePEKTUBHO Ta
3a6e3nevytoTb JOCATHEHHS BigNOBIOHUX LiNewn.
° MepeBipka BUKOHAHHA  pekoMeHaaLlin
ayanty — ayguTopcbka MepeBipka, MEeTow SKOi €
nepeBipka peanisauil y3romkeHoro nnaHy 3axogis,
OTpPUMaHOro y BigNoBiAb Ha pekoMeHaauil ayauTy.

[eTtanbHa iHdbopmauis woao npouenypu
nepeBipkn BUKNageHa y MeTodonorii
BHyTpilWHbOrO ayauTy.

° besnepepBHWiA __ayauT — AUCTaHLUinHe
BUSIBMEHHA  NIABULLEHUX  PU3MKIB, aHoManiun,

3aKOHOMIPHOCTEN i HeBignoBigHOCTEN Yy NpoLuecax
BbaHKy Ha OCHOBI aHanidy gaHux 3 iHpopmaLuinHnx
cuctem i 6a3 pgaHux baHky. BesnepepBHun ayaut
BUKOPUCTOBYETLCS [ONs1 BUKOHAHHA ayanTOPCHLKOT
DisSiNbHOCTI Ha NOCTINHIA OCHOBI Ta Ge3nepepBHOro
HaJaHHA BNEBHEHOCTI.
° neuianbH NiAyBaHHA — nepeBipka,
3ocepekeHa Ha BUSABIEHHI MpPUYMH Ta Ocib,
BignoBiganbHMUX 3a BUABMEHI HEOOMIKN.
° AyauT perioHaneHOI Mepexi baHky:
o KomnnekcHi ayouTtu perioHanbHMX
nigpo3sainis,
o Ayaoutn npoueciB — Ha npuknagi Npouecis,
o OYHKLIOHYOTb y perioHanbHuX
nigposainax,
o BwisHi ayantn perioHanbHUX nigposginis,
CnpsiMOBaHi Ha MNepeBipKy OKpeMux obnacTewn
YN NUTaHb Y perioHanbHIn Mepexi.
Cnig s3ayBaxuTu, LLO 3aBXOM iCHYE MOXIMBICTb
NoeaHaHHs Pi3HUX Nigxoais.

4.4 NMnaHyBaHHA Ta NpoBeAeHHA ayAUTOPCLKOI
nepeBipKu

MepwmMm KPOKOM Ha novatky ayauTopcbKol
nepeBipkM € iHPOPMYBaHHS BIACHUKIB MpoLecy
npo ayauT Yyepes HanpasrieHHs [oBigoMneHHs npo

the Bank:

e Process audit is an audit which checks
how a certain process is implemented from its
start until the end.

e |T audit is a formal examination and/or
testing of information systems to determine
whether:

o Information systems (hereinafter, IS) are in
compliance with applicable laws, regulations,
contracts and/or industry guidelines.

o Information systems and related processes
comply with governance criteria as well as related
and relevant policies and procedures.

o IS data and information have appropriate
levels of confidentiality, integrity, and availability.

o IS operate reliably, efficiently and achieve
goals.

e Follow-up audit is an audit, which focuses

on verifying whether the action plans received in
response to audit recommendations have been
implemented as agreed. The details about the
follow-up procedure are described in IA
methodology.

e Continuous audit is a remote detection of

increased risks, anomalies, patterns and
inconsistencies in Bank’s processes, based on
analysis of data from the Bank’s information
systems and databases. Continuous audit is used
to perform audit related activities on a continual
basis providing continuous assurance.

e Special investigation is an audit focused

on determining reasons and those responsible for
identified shortcomings.

e Audit of regional network of the Bank:
o complex (full scope) audits of regional units,

o audits of processes - on the example of
process functioning in regional units,

o on-site audits of regional units aiming to
inspect separate areas in the regional network.

It should be noted that it is always possible to
combine various approaches.

4.4 Audit planning and execution

The initial step in starting an audit is to notify
process owners by sending an Audit
Announcement that should be delivered at least
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ayauT LWOHaMMeHLWe 3a S [JHiB g0 no4yatky
ayaMTOpCbKuX npoueayp Ha ob’ekTi ayauty. B uen
MOMEHT eTan nnaHyBaHHA ayaANTOPCLKOI NepeBipKku
BXe po3novaBcH.

Y BUKIOYHUX BUNagkax BHYTpiWHIin aygut moxe

yTpuMaTUCh Big HanpasreHHsa [loBigoMneHHs Npo

ayout, ocobnvMBo |y BuMnagkax cneuianbHUX
poscrnigyBaHb abo ayguTOpPCbKUX  MEPEBIPOK,
nposegeHux Ha cneuianbHy Bumory AK/HP.

Ha etani nnaHyBaHHA nepeBipkn Mae Oytu

nigrotoBneHa okpema nporpama ayauty Aans

KOXHOT ayaAuTOPCbKOI nepesipku. Y Uuin nporpami

MaloTb OyTW BU3HAYEHi LWOHaNWMEHLUe HacTymHi

MUTaHHS:

OG’eKT ayaMTOPCLKOI NEPEBIPKN,

MigctaBa npoBedeHHs Nepesipku,

Llini Ta HanpamMmu nepesipku,

OGcar nepesipkn, y TOMY YUCIIi BUKITHOYEHHS

Ta/abo obmMexeHHs (3a HasBHOCTI) Ta ix

BianoBigHe O6r'pyHTYBaHHS,

e OO6nacTi/mpoueck, WO nepeBipATUMYTbCH, Ta
npuTaMaHHi im pUsnKu,

e OpraHizauinHi nigaposainu,
nepeBipeHi,

Mepioa, Wo nignarae ayoutopcbKin nepesipui,
YacoBi pamku (gata noyatky Ta 3aKiH4YEeHHS)
AN KOXHOro eTany nepeBsipkuy,

e [lpouenypn 360py, aHanisy, ouiHIOBaHHA Ta
OOKYMEHTYBaHHA  iHopmauii  npo  o6’ekT
nepeBipKX, MiHiManbHUM obesr BUBIpkM Ta BUAw
aHaniTUYHNX npoueayp, AKi OyayTb
BUKOPUCTaHI Nif Yac ayanTopCbKOI Nepesipku,

wo  GyayTb

e Cknag KomaHguM ayauTopiB  Ta  KinbKiCTb
NIOOMHO-AHIB, BiABeAEHUX ANs NpoBeAeHHS
ayauty.

MnaHyoun ayautopcbke 3aBAaHHs, BHyTpilHIN

ayauT NOBMHEH BpaxoByBaTW HACTYMHI YNHHUKMW:

e Llini obnacti / HanpsaMy QOiSNbHOCTI, WO €
npeaMeToM MepeBipKK, a TakoX 3acobu, Lo
BUKOPUCTOBYIOTbCSH  ANA  OUiHIOBaHHA i
LiANbHOCTI.

e Kno4yoBi pn3anknu NeEBHOro HanpaMy LifbHOCTI,
moro uini, pecypcu, 6GisHec-npouecn Ta
IHCTPYMEHTapin, WO BUKOPUCTOBYETbCA AN
YTPUMaHHA MOXIIMBUX HacnigKiB puU3KKIB Ha
NPUAHSATHOMY PiBHi.

e BignosigHictb Ta  e(eKTUBHICTbL  CUCTEM
yApaBmiHHA  puU3MKaMnm Ta  BHYTPILUHBOro
KOHTPONIO, WO 3aCTOCOBYKTbLCS Y MEBHUX
HanpsiMax onepauiiHol AisnbHOCTI, BiQHOCHO
HasiIBHUX PU3UKIB.

e 30HHK ans BNPOBadXEHHS
YOOCKOHaneHb y  cucrtemax
pusnkamm Ta BHYTPILUHBOro

3HaYHNX
ynpassiHHA
KOHTPONO Y

five business days prior to the beginning of
fieldwork. At this moment, the planning stage of
the audit has already begun.

In exceptional cases, the Internal audit may
refrain from sending an Audit Announcement,
especially in cases of special investigation or
when audits are performed at the special request
of the AC/SB.

As part of the planning process, an individual
audit program must be prepared for each audit.
In this program, as a minimum, the following
parameters must be defined:

e Object of the audit engagement,

e  Grounds for the audit engagement,

e Objectives and areas of the audit
engagement,

e Audit engagement scope including
exclusions and/or limitations, if any, together with
their reason,

e Areas/processes to be audited and their
inherent risks,

e Organizational units to be audited,

e Audited period,

e Timeframe (start and end dates) of each
stage of the audit,

e Procedures for collecting, analyzing,
evaluating, and documenting information about
the object of the audit, minimum sample size and
types of analytical procedures,

e Composition of the audit team and
person-days allocated to the audit.

When planning an audit engagement, Internal
Audit must take the following factors into
account:

e Objectives of the area to be audited, as
well as instruments used to evaluate its
performance.

e Key risks for the respective area, its
objectives, resources, business processes and
instruments used to keep possible
consequences of risks at an acceptable level.

e Adequacy and effectiveness of the risk
management and internal control systems that
are in place in the respective area in relation to
the relevant risk exposure.

e A room for major improvements in the
risk management and internal control systems in
the respective operational activities.
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BiQMOBIgHOMY HanpsiMi onepauinHoi
[OistNbHOCTI.

CyTTeBi 3MiHM OO nporpamu ayauty marTb ByTu
NMMCbMOBO 33[10KYMEHTOBaHi Ta 3aTBepaXeHi Yy
BCT@HOBMEHOMY nopsaky. 3MiHW OO0 nporpamu
ayaouTy 3aTBEPOXKYOTLCA Yy BUNAOKY:

e 3MiHM HassuM ob6'ekTa, UiNen Ta Hanpsamis
ayouTy, nepeniky npouecis, fAki 6yayTb
nignaraTu nepesipui;

e 3MiHU nepioay, LWo nepesipsaeTbCS;
3MiHW KOMaHaW ayguTy;

® CyTTEBMX 3MiH AaT nnaHyBaHHS Ta NPOBEOEHHS
ayguTopCbKUX Npoueayp;

® jHLIMX CYTTEBUX 3MiH 3a piwleHHAM KepiBHuKa
HBA.

Etann ayamtopcbkoro 3aBgaHHsa (ayanTopCbKol

nepeBipKN) HaBeOeHI HMXKYeE:

° Mepen noYaTKkoMm BUKOHAHHS
ayanToOpPCbKOro 3aBaHHA (ayanTopcbkoi
nepesipkn) Hanpsmok  "BHyTpiwHin  aygut"
30IMCHIOE  OUiHIOBaHHA PU3KKIB, MpUTaMaHHUX

obnacti / HanpaMmy QgianbHOCTI, Wo Mae 6yTu
nepesipeHun. Taka ouiHka BigobpaxaeTbca Yy
MemopaHaymi 3 nraHyBaHHsS ayauTy.

° BusHauae uini Tta obcar ayanTopcbKoil
nepeBsipkn, a TakKoX pecypcu, HeobxigHi ans
BMKOHAHHS ayauUTOPCbKOro 3aBAaHHs (Nepesipku),
wo nepenbayeHi Mporpamoto ayguTy.

° Pospobnsie Cnucok ayanTOPCbKUX
npouegyp 3 MeTow 3abe3nevyeHHs BMKOHAHHS
NMOCTaBMNEHUX Uinen ayauMTopCbKOro 3aBOaHHS
(nepeBipkm).

° 30iMcHI0E  ayauTopcCbki  mpoueaypn i
3abe3neyvye iXHE [OKYMEHTYBaHHA Yy poboumx
AOKYMEHTaXx.

binbw petanbHa iHdoOpMauia Woao npasun Ta
npouegyp Ha KOXHOMY eTani BuKnageHa Yy
MeTofonorii BHyTpilLHLOro ayauTy.

4.5 3BiTyBaHHA NPO pe3ynkLTaTh ayAUTOPCbLKOI
nepesipKu

4.5.1 CtaHaapTu 3BITIB

Hanpsmok "BHyTpiwHin ayauTt" rotye 3BiT Yy
NMACbMOBIM  (POPMi 3@ KOXHOK  ayauMTOPCLKOK
nepeBipKko  MiCNs  3aBepLUEHHSA  ayOuTOPCbKMX

npouenyp Ha OOG’ekTi nepeBipku BIiAMOBIOHO [0

3aTBepOXEHOoro 3paska. IHdbopMmalLisa,

npeactaeneHa y po3aini “CnocrepexeHHs Ta

pekomeHgauii ayauty”, mae OyTn CTpyKTypOBaHa

HACTYMHUM YMHOM:

e CnoctepexeHHsa: akT, $KAA  BHYTPILLHIN
ayamTtop BUSIBMB Nig 4ac nepesipku (Te, Wwo
iCHyE).

Significant changes to the audit program must be
documented and approved in a prescribed
manner. Changes to the audit program are
approved in case of:

° significant changes in the name of the
object, objectives and areas of audit, the list of
audited processes;

° changes in the audited period;

° changes in the audit team;

° significant changes in the dates of
planning and fieldwork;

° other significant changes by the decision

of the Head of the IAD.

The steps of an audit engagement are described
below:

° Prior to the execution of the engagement,
the Internal Audit Division assesses the risks
inherent to the business/operations line to be
audited. This assessment is described in the
Audit Planning Memorandum.

° Defines the objectives and scope of the
audit and estimates the resources required for
the audit engagement, which are defined in the
Audit Program.

° Develops a List of Audit Procedures to

ensure achievement of the engagement
objectives.
° Performs fieldwork and documents it in

the working papers.

Detailed rules and procedures referring to each
step are described in the |IA methodology.

4.5 Reporting of audit results

4.5.1 Standards of reports

The Internal Audit Division prepares a written
report on each audit after the fieldwork according
to an approved template. The information
presented in the section “Audit Findings and

Recommendations” should be structured as
follows:
° Finding: The factual evidence that the

internal auditor found in the course of the
examination (what does exist).

° Audit Criteria: The standards,
benchmarks, or expectations used in making an
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e Kputepii ayguty: ctaHgapti, NpPakTUKA 4K

O4iKyBaHHS, WO BWKOPUCTOBYIOTbCA Mg 4ac

OuiHIOBaHHS Ta/abo nepeBipkM (Te, WO Mae

icHyBaTw).

MprynHa: npu4mMHa CnoCTEPEXEHHS.

OuiHka p13uKy, TMn Ta BMnuB.

PekomeHpauis.

3anponoHoBaHui BignoBiganbHMin 3a

BUKOHAHHSI pekoMeHauii.

Bignosigb kepisHMUTBA.

MnaH 3axodiB i3 3as3Ha4YeHMM TepMiHOM

BMKOHaHHS Ta BigNoBiAanbHMMM BUKOHABLUSAMM.

3anexHo Big KiNIbKOCTi CNOCTEPEXEHb B Mexax

KOXHOI  KaTteropii  puauky, BHyTpiwHin ayauT

BU3HA4yae 3aranbHy OLiHKY 3a pesynsratamu

ayauty. [etanbHa iHopmaLis CTOCOBHO OLHKK

PU3KKIB, ayOUTOPCbKUX CMOCTEPEXEHb, a TaKOX

BU3HAUYEHHA 3ararbHOl OUiHKWM BUKNageHa Yy

mMeTogonorii BHyTpiluHLOro ayauty.

3aranbHa oOuiHKa 3a pesynsratamm ayauTopCbKol

nepeBipKM BKNKOYAE HACTYMNHY LUKanNy OLiHOK:

e [octaTHA (BucokoecdekTuBHa) — YrnpaBniHHA
npouecom € aflekBaTHUM, KOHTpORi
3abesneveHi Ha BignMoBiAHOMY piBHI 1-0l0 Ta
2-010 niHiaMKn 3axucty. CTpykTypa KOHTPOSO €
afeKBaTHOK, WO [JO3BOMSE  KepiBHULTBY
[OCArTU cBOiX Di3Hec-Linen.

e [lpunHaTtHa (3pebinbworo edekTuBHa) —
Heski koHTponi noTpebytoTb noganbLoro
yOOCKOHanNeHHa Ans  nigBuLLIEHHS  OieBOCTI,
eeKTMBHOCTI Ta pe3ynbTaTUBHOCTI obnacren,
WO nepeBipsAloTbCA. He BMABNEHO KOOHWUX

pu3nkiB, ki manuM 6 iCTOTHMM BMAMB Ha
JocsarHeHHs 6i3Hec-Linen.

e [loTtpebye 3Ha4YHMUX nokpauweHb
(HepoctaTHbo edhekTMBHA) — CBoevacHa

yBara KepiBHMUTBa MOTPiOHA ONsi 3MEHLLEHHS

pU3KKiB, o BMHUKAIOTb BHACIiOoOK
HeBignoBiAHOCTI B OAHIM abo  Aekinbkox
obnacTsx, Lo nepeBipATLCS. Bes

CBOEYACHOTO 3MEHLUEHHSA BUSABIIEHUX PU3UKIB
AocsarHeHHs 6isHec-uinen Byae nig 3arposoto.

e HesapoBinbHo (HeedektnBHa) — [oTpibHa
HeravHa yBara KepiBHMLTBA OS5 3MEHLUEHHS

pU3KKiB, Lo BMHMKAaOTb BHaCNigokK
HeBignoBiAHOCTI B oOAHIM abo Aekinbkox
obnactax, wWo nepeBipAlTbcsa.  OCHOBHI

HedONiKM KOHTPOM NigpuMBalTb AOCATHEHHS
OisHec-Uinen, BbaHk MoXe 3a3HaTh 3Ha4YHUX
iHaHcoBUX BTpaT abo BTpaTK penyTadii.

KomaHga ayouty MOXe 3acTocoByBaTu
npoecinHe CymMmKeHHA ONna  3HWKeHHs abo
NigBULLEHHS 3aranbHOI OUiHKM (AKWO HasiBHA iHWWa
BaXnvBa iHopmauisi, ska Ha Hel BrnnvBae).

evaluation and/or verification (what should exist).

° Cause: The reason for the finding.

° Risk rating, type and impact.

° Recommendation.

° Proposed Responsible for
recommendation implementation.

° Management response.

° Action plan with deadlines and responsible
persons.

Based on the number of findings within each risk
category, IA assigns the overall evaluation to
each performed audit. Details about risk rating,
audit findings as well as assigning overall
evaluation are described in IA methodology.

Final evaluation of the audit comprises the
following rating scale:

e Sufficient Assurance (Highly effective) -
The governance over the audited process is
adequate ensuring proper ownership of controls
between the 1st and 2nd line of defense. The
control framework is adequate enabling
Management to achieve its business objectives.

e Acceptable (Mostly effective) - Some of
the controls need further enhancement to
increase the suitability, efficiency and
effectiveness of the following areas related to the
audited areas. No risks were identified that would
have a material impact on the achievement of
business objectives.

e Needs fundamental improvement
(Insufficiently effective) - Timely management
attention is required to mitigate the risks arising
from inadequacy in one or more audited areas.
Without timely mitigation of the identified risks, the
achievement of business objectives will be at risk.

e Fail (Ineffective) - Immediate management
attention is required to mitigate risks arising from
inadequacy in one or more audited areas. Key
control deficiencies undermine the achievement
of business objectives, the Bank may suffer
significant financial or reputation losses.

Based on the professional judgment the audit
team may lower or raise the overall evaluation (if
there is other material information that affects it).
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Y BUKIOYHUX BUNagkax BHYTpiWwHIin aygut moxe
3anuwmntn nepes.ipky ©6e3 OuiHkM, 0ocobnmBo Yy

BMNagKkax  cneuianbHMX  poscnigyBaHb — abo
ayaAnTOPCbKMX nepesipok, npoeBegeHNx  Ha
cneuianbHy Bumory AK/HP.

HanBaxnuBiwi CcnocTepexeHHs, BWUCHOBKM Ta

pekoMeHaauii ayauTOpCbKMX 3BIiTiB MawTb OyTn
YiTKO Ta JNakoHIYHO 3a3HadveHi y Pesiome ans
KepiBHuUTBa. Peslome Ons kepiBHMLTBA MOBMHHO
MICTUTWU BWCHOBOK ayauMTopa, HaneXHUM YUHOM
npeactaBneHn Ta OBrpyHTOBaHUM ANSA uYuTadviB
3BITY.

4.5.2 O6GroBopeHHs1 pe3ynbraTiB ayAUTOPCbLKOI
nepeBipKu

MMicna 3aBeplueHHA  ayauTOpPCbKUX  npoueayp
BHyTpiwHIn  ayauT  3000B’si3aHMIA  YNPOOOBX
NPUMAHATHOrO nepiogy 4acy 3pobuTu Nigcymok
pesyrnbTaTtiB NepeBipkn Yy NPOEKTI ayanTOPCHLKOro
3BiTY (CMOCTEpexeHHs Ta pekomeHgauii) i
NpeacTtaBUTU MNOro  KepiBHUKY 06’ekTy ayauTy
(nigposginy, skuin nepe.ipsaBcs) abo BRACHWKY
npouecy. Llen npoekT € OCHOBOK MNEePBUHHOIO
06roBopeHHs 3 npegctaBHWKaMy Migpo3ainis abo
npouecis, Wo 6ynu nepesipeHi, i mae Ha MeTi (i)
MOACHUTM Ta MPOKOMEHTYBATU CMNOCTEPEXEHHS
ayguTy; (ii) BUABUTK Ta YCYHYTU HENOPO3YMIHHA Ta
HeBM3Ha4YeHocTi. OuJikyeTbCs, WO NpencTaBHUKK
o0’ekTy ayouTy HagaBaTUMyTb CBOI KOMEHTapi o
NMPOEKTY  ayAMUTOPCLKOro  3BiTY BMPOOOBX 5
pobouMx AHIB nicns oTpMmaHHA. 3a HeobXxigHOCTI,
BHyTpiWwHin ayauT 34incHI0E nepernsga NpoekTy
3BiTY Ha OCHOBI HaJaHNUX KOMEHTapIB.

Micna oTpMMaHHA KOMEHTapiB HACTYNMHUM KPOKOM
ONA KepiBHUKa rpynu ayguTopis, siki BUKOHyBanu
ayauTopcbke 3aBAaHHSA (nNepesipky), Ta Ans
KepiBHUKa, SAKAA  30INCHIOE  KOHTPONb  3a
npoBedeHHsIM  ayOuUTOPCbKOI  MepeBIpKN, €
NnpoBeAeHHs1 3YCTPidi 3 KepiBHMKaMK cepenHbol
naHkW, Sk BignosigalTb 3a Npouec, WO
nepesipsBcs  (3a HeobxigHocTi). Metow  Takoi

3ycTpiyi € O0OroBopeHHs cnoctepexeHb Ta
pekomeHgauin gns  Toro, wWwob Hagatu uMm
KepiBHUKamM MOXIIMBICTb O3HaMOMUTUCb 3
pesynstatamMn  ayauTopCbKOl  MepeBipkM  Ta

BM3HAYMTU 3axoaMm, SKUX HEeobXigHO BXWTM Ans
YCYHEHHSI BUSIBNEHUX HeaonikiB. 3axoan MOBWHHI
MICTUTK JiTKi Ta 3po3ymini iHCTpykuii, ki (i)
BU3Ha4YaloTb BignoBiganbHMX 3a MNPOBEAEHHS
KOpUryoumnx aiu, (i) BCTAHOBIIOKOTL TEPMIHU IXHLOT
peanisauii. BianosigHo ao MeToAoMOori|
BHyTpilwHbOro ayauTy, Taki 3axogu cknagakTb

In exceptional cases, the Internal audit may
refrain from evaluating audits, especially in cases
of special investigation or when audits are
performed at the special request of the AC/SB.

Most important findings, conclusions and
recommendations of audit reports should be
presented in a clear and concise way in the
Executive Summary. The Executive Summary
should convey the audit opinion, properly
presented and justified for the readers of the
report.

4.5.2 Discussion of audit results

Upon completion of audit procedures, within a
reasonable timeframe, Internal Audit drafts an
audit report summarizing findings  and
recommendations and submits this draft for
consideration to the head of the audited unit or
process owner. The draft report serves as a
foundation for an initial discussion with
representatives of the audited units or processes
which aims to (i) explain and discuss audit
findings; (ii) address any misunderstandings or
ambiguities. Auditees are expected to provide
their comments on the draft audit report within 5
working days after receipt. Internal Audit revises
the draft report as necessary based on provided
comments.

Upon receipt of the comments, the audit
engagement Team Leader and Supervisor meet
with representatives of the middle management
responsible for the audited process, as necessary.
The objective of this meeting is to discuss audit
findings and recommendations, allow middle
management to review and evaluate the audit
results, and define corrective measures to
address identified deficiencies. Measures to be
undertaken must include clear, binding
arrangements that (i) define responsibility for
ensuring the implementation of remedial actions,
(i) establish a deadline for completion of these
actions. These measures are referred to as the
Action Plan throughout the IA methodology.
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NnaH 3axoais.

Akwo npeacTtaBHMKkM 00’ekTa ayouty (migposaginy,
o nepeBipsiBca) abo BRacHuka Mpouecy He
HagagyTb CBOIX 3ayBaXeHb Y BCTaHOBIEHUN
TepMmiH, BHyTpiWwWHIn ayauT MoOXe Hagicnatm
HaragyBaHHA Ta HagaTW 4o4aTkoBi 5 pobounx gHIB
ans  signosigi. Y pasi BigCYTHOCTI  Bignosigi
NPOTAroM LibOro NPOAOBXEHOro TepMiHy, Hanpsimok
"BHyTpiLLHIN ayaut" MOXe BUNYCTUTU
ayaMTOPCbKUI 3BIT 6e3 nnaHy BUNPaBHUX 3axomiB.
Y TakoMy BuNagky nigposgin, wo € o6’ekTom
ayouTy, abo BnacHWK npouecy BignosiganbHi 3a

nogaHH4A Mnany 3axoais NPOTAroMm 30
KanengapHUx OHIB 3 gatu BUMYCKY 3BITY.
Micna OTPUMaHHS NMCbMOBOT 3roam

BignosiganeHMx oci6 LWOA0 nnaHy BUMNPaBHUX
3axofiB, BHYTpIWHIA ayouT BKIOYaE Y3romKeHumn
nnaH 0O ayaAuTOPCLKOro 3BiTY Ta MOroaXye noro 3
KepiBHrkoM Hanpamky "BHyTpiwHin ayaut".

Akwo  nigpo3min, WO  nepeBipseTbCs,  He
NOroaXyeTbCs 3i CrnocTepexXeHHAM abo
pekoMmeHgauieto, HBA Bce O0OHO MOXe BUMNYCTUTU
ayauMTopCbKun 3BIT. Y UuboMy Bunagky Pestome ans
KepiBHULTBA Mae MICTUTK iHpopmauilo Npo Taky
Hesrogy, a KomiTeT 3 nuTaHb ayauty mae OyTu
BiANOBIAHMM YMHOM NPO HEI NPOIHOPMOBaHUN.
Akwo ayauTopcbke 3aBOaHHA nepedaHo  Ha
ayTCOPCUHI, NNaH A Moxe Oyt po3pobneHun i
Y3ropkeHnn 3 nigpo3gifiom, Lo nepeBipaeTbes,
nicnga Toro, sik ayauTopcbkni 3BIT Byae BUMYLLEHWIA
i npegctaeBneHun AK/HP. Y ubomy Bunagky nnad
3axopaiB npeactaenseTbest AK okpemo.

Akwo  BignoBiganbHa ocoba  BUpPIWWTL  HE
HagaeaTtu [1naH 3axofiB Ta NPUAHATM pU3KK, abo
NPUAHATA PU3UK Mif Yac noganblIoro KOHTPOMIo
BMKOHaHHA pekoMeHaauin (TobTo, He BUKOHyBaTh
nnaH 3axofiB, BKMAYEHUM OO0 OCTaTOYHOI Bepcii
ayaMTOPCbKOro 3BiTy), TO MPUAHATTS PU3NKY Mae
OyTn ysromkeHe 3 BiANOBIAANbHUM KEPIBHMKOM
BULLOT NaHkn Ta odopmMreHe  BiANOBIAHOK
Cnyx6oBoto 3anuckoto (3a nignucom abo lonoswu
MpaeniHHA, abo BignosigHoro YneHa lMNpaeniHHA) 3
0OGr'pyHTYBaHHAM NPUAHATTS pU3nky Ta
iHpopmyBaHHAM Hanpsmky "BHYTpiwHin ayaut" 1a
KomiTeTy 3 nuTaHb ayauTy npo MPUAHATTA PUSUKY.
KomiTeT 3 nuTaHb ayauTy MOXe 3BEPHYTUCb A0
HarnspoBsoi pagn y BuMNagKy BU3HAHHA PU3UKY
HenpuMHATHUM. HarnsgoBa pafa, B CBOK 4Yepry,
MOX€ iHiUiloBaTM noganblie OoBroBOpeHHs 3
MpaeniHHaMm. binbw geTtanebHa iHGopMauia Wwoao
npoueaypu  MPUAHATTA  PU3MKY  oOnucaHa Yy
mMeTogonorii BHyTpilWHbOro ayauTy.

Konii  ayguTopcbKkoro

3BiTY  HagcunawTbecs

If the audited unit or process owner fails to
provide feedback within the specified timeframe,
Internal Audit may send a reminder, allowing
additional 5 working days to respond. Should the
audited unit or process owner still fail to respond
within this extended timeframe, the Internal Audit
Division can issue the audit report without an
action plan. In such cases, the audited unit or
process owner is responsible for submitting the
action plan within 30 calendar days of the report
issuance date.

Subsequently, having obtained a written consent
to the action plan from responsible persons,
Internal Audit will incorporate the agreed-upon
action plan into the report and obtain validation
from the Head of 1AD.

If the auditee disagrees with a finding or
recommendation, IAD may still issue the audit
report. In this case, the Executive Summary must
clearly document any such disagreements, and
the Audit Committee must be informed
accordingly.

In case the audit engagement is outsourced, the
action plan may be developed and reconciled with
the audited unit after the audit report is issued
and presented to the AC/SB. In this case, the
action plan is presented to the AC separately.

If the responsible person decides not to provide
the action plan and accept the risk, or accepts the
risk during the follow-up process (i.e. not
implement the action plan included in the final
audit report), this risk acceptance should be
agreed with the responsible top manager, a
respective memo (signed by either the CEO or
the respective Management Board member)
describing the rationale for risk acceptance must
be provided to the Internal Audit Division and the
Audit Committee must be informed accordingly.
The AC may escalate the matter to the
Supervisory Board if the risk is deemed
unacceptable. The SB may then request further
discussion with the Management Board. The risk
acceptance procedure is described in detail in the
IA methodology.

Copies of the audit report are sent to
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npeactaBHMkam ob'ekta ayguTy Ta/abo BnacHuky
npouecy. lMicna uUboro npoBoaMTbCA MiACYMKOBaA
3yCTpi4 3 OCHOBHMMM BRacHWKaMu npouecy Ta
npeacTaBHMKaMM  BULLIOTO  KepiBHMUTBA  Ans
obroBopeHHsa 3BiTY. 3a BIOCYTHOCTI HaranbHOI
notpedbun, Taka 3ycTpidy mMoxe OyTu npoBedeHa B
PEXMMi NIMCTYBAHHSI €NEKTPOHHOIO MOLUTOH).

Micna  nonepegHbOro  MOFOAXKEHHA  MPOEKTY
ayanToOpPCbKOro 3BITY BCiMa ocobamu,
BigMoBigarnbHUMK 3a BMNpoBagXEHHS
pekomeHpauin ayguTty i, 3a HeobxigHocTi,

KepiBHMKaMWN cepeaHbol NaHKKW, BianosiganbHUMK
3a nepesipeHy cdepy AOiANbHOCTI, diHanbHa
BepCis  3BiTY HaOCWNAaeTbCHA  TOM-MeHemXepy,
BignoBigansHOMYy 3a Ul cdepy AignbHoCTi, Ang
OCTaTtouHOro  noromkeHHs.  OudikyeTbecs, WO
KepiBHMK HagacTb CBOI KOMEHTapi MPOTAroM TPbOX
pobounx gHiB. 3a BigcyTHOCTI Bignoeigi npotarom 3
pobounx pHiB, Hanpamok "BHyTpiwHin aygut"
MOX€E BUNYCKaTWU ayaAUTOPCbKUIA 3BiT.

®iHanbHUN ayaUTOPCbKUIA 3BIT BMNYCKaAETLCS MiCrs
MigcymkoBOi 3ycTpivi (Moxe OyTM npoBedeHa 3a
A0MNOMOrol0 KOPNopaTUBHOI €NEKTPOHHOT MOLWTH) y

cuctemi  “lMpueatfok” Ta/abo AudimexEE, a
BNacHWKN npouecy pas3oM i3  BigNoBigAHUMMU
npeacTaBHUKaMM BULLIOIO KepiBHMLTBA

O3HaNOMMKTBLCA 3i 3MICTOM (piHANbLHOro 3BITY Y
cuctemi “Mpueatfok” Ta/abo AudimexEE. [icns
LbOro AyaonTopCbKui 3BIT HaAcunaeTbca
BnacHukam npouecy, a Pesome gns kepisHMUTBa
Hagcunaetbcs lonosi [paeniHHA Ta YneHam
MpaBniHHg, BignosiganbHUM  3a  NepeBipeHi
HanpsiMKK gisneHocTi. OCTaToYHI 3BiTM HagaKTbCA
KowmiteTy 3 nuTaHb ayanty Ta Harnsgosin pagi, ski
GepyTb OO yBaru BCi ayguTOpPCbKi 3BiTW, KpiM 3BITY
3a ayautom cdepu NpoTuAil BiAMUBAHHIO KOLUTIB,
KWW 3aTBEpPLXKYETLCS Harnsaosow pagoto.

KepiBHuK Hanpsamky "BHYTpIiLLHIN ayout"
KOHTPONIOE NPOrpec 3aBepLUeHHs] ayaAUTOPCLKMX
nepesipoK Ta nNpe3eHTye iHdopmMauilo Wwoao
peanisauii piyHoro nnaHy KomiTeTy 3 nuTaHb
ayouty Ta Harngpgosin pagi Ha  perynsipHux
Hapapgax.

4.6 Eckanauis

Y BuNagKy He3rogu LWOAO 3MICTY CMOCTEePEeXeHHS
ayauTy, Moro KpUTUYHOCTI abo nnaHy KOpUryro4mx
3axopis., oG’ekt  ayguty  (nigposain, Lo
nepesipAeTbCs) rOTye BIiAnNoOBigHY 3asBy, | Uue
NUTaHHA NodaeTbCa Ha po3rnag Ynena lNpasniHHS
Onst  yXBaneHHd pilleHHs Wodo  BUKOHAHHS
pekoMeHAaLuin, NPURHATTS pu3nky abo Hesroan. Y

representatives of the area that has been audited
and/or the process owner. Afterwards, an Exit
meeting is arranged to discuss the report with the
main process owners and respective top
managers. An Exit meeting may be conducted via
email if there is no specific need for a formal
meeting.

After preliminary approval of the draft audit report
with all persons responsible for implementation of
audit recommendations and, if necessary, middle
management overseeing the audited area, the
final draft is sent to the top manager responsible
for the area for final review. The top manager is
expected to provide feedback within 3 working
days. If no response is received by Internal Audit
within 3 working days, the Internal Audit may
proceed to issue the audit report.

The final audit report is issued in PrivatDoc and/or
AudimexEE after the Exit meeting (which may be
conducted via email). Process owners and their
respective top managers are acquainted with the
final report in PrivatDoc and/or AudimexEE. The
report is then sent to the process owners, and an
executive summary is sent to the CEO and
respective Management Board members in
charge of the audited areas. The final reports are
submitted to the Audit Committee and the
Supervisory Board for review. The Supervisory
Board takes note of all audit reports except for the
AML audit report, which it approves.

The Head of Internal Audit tracks the progress of
audit completion and provides updates on the
annual plan implementation to the Audit
Committee and the Supervisory Board at the
regular meetings.

4.6 Escalation

If the audited unit disagrees with an audit finding,
its severity, or the proposed action plan, they
must provide a written statement outlining their
position. The issue is then escalated to the
relevant Management Board member for a
decision on implementation, risk acceptance, or
disagreement. If the risk is accepted, or
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BUNAAKY MNPUAHATTS puauky abo Hesrogu cnig
3BepHyTUCA Ao KoMmiTeTy 3 nuTaHb ayauTy, sKun
YyXBamne OCTaToOYHEe pilWeHHs, Wo Hanbinble
Bignosigatume iHTepecam YCTaHOBM, 3
ypaxyBaHHAM OOI'pYHTYBaHb, HagaHWX KOXHOK 3i
CTOpIH.

Akwo ayauTt BuUSABMTbL NPOBREMHI NUTaHHS, LWO
MaloTb CYTTEBUI BMANB Ha Npo@inb pusnky baHky,
BUSIBUTb LLUAXPaAWCTBO abo MOTEHUiNHI iCTOTHI
WwTpadn, BULLe3a3HaAYEHi MUTaHHA MalTb OyTu
HeramHo pgoBedeHi Ao Bigoma [lpaBniHHA Ta
KomiTeTy 3 nuTaHb ayauTy.

4.7 KoHTpoOsib BUKOHAHHSA

Yci cnocTepexeHHs ayguTy Ta nraHu 3axogis
BIACTEXYIOTbCA B CUCTEMI KepyBaHHSA ayguToOMm

AudimexEE (tytr i Hapani 3a Tekctom —
AudimexEE) ogpasy nicns Bunycky ayauTopCbKoro
3BITY.

BignosiganbHiCTb 3a CBOeYacHy peanisauito nnaHy
3axodiB Hece BuKMNoYHO [MpaBniHHA BaHky. BaHk
cTaBuTb COBi 3a MeTy BUKOHaTK [NnaH 3axoais ans
BUMNPAaBEHHs 3ayBaXeHb YNPOaoBX’:

° 3 wMicaui y BuMMagky pekomeHpauii
KpuUTU4HOro puauky,

° 6 mMmicAuiB y BuMNagKy pekoMeHaauin
Bucokoro pusuky,

° 9 wmicauiB y BuMNagky pekomeHgauin
CepeHboro pusuky, Ta

° 12 wmicsuiB y BMNagKy pekomeHaauin
HW3bKOoro punanky.

CniBpobiTHMKM, BignoBiganbHi 3a peanisauito

nnaHy 3axofiB, CBOEYACHO 3BiTYOTb MPO CTaH iX
BUKOHaHHA.  Hanpsmok  "BHyTpiwHin  aygut"
30INCHI0E  HaNeXHWn  MOHITOPMHI  BMKOHAHHSA
3ax0AiB 3 METOK CBOEYACHOIO YCYHEHHS Oyab-sIKMUX

HeJonikiB, BUABNEHMX MNig Yac ayauTOpPCbKUX
rnepeBsipoK.
Mpoueaypa, LWO 3aCTOCOBYETbCA Y MOAIBHUX

BMNagkax, Oyna BrnpoBakeHa $K CTaHOapTHUN
nopagok Adin, il getanbHUM ONMC HaBedeHo Yy
mMeTogonorii BHyTpilWHLOro ayauTy.

Hanpamok "BHYTPILLHIN ayaut" 30iNCHI0E
MOHITOPUHI  BUKOHaHHS peKoMeHaauin, cepeq
iHWoro, 3acobamu aBTOMaTU4YHOIO HaragyBaHHS,
nosigomnaodnm  ob’ektm  ayauty  (nepesipeHi

disagreement remains, the matter is referred to
the Audit Committee, whose decision will be

final, taking into account all submitted
justifications and the best interests of the
institution.

If the audit reveals issues with a significant
impact on the Bank's risk profile, uncovers fraud,
or identifies potential for significant fines, the
Management Board and the Audit Committee
must be immediately informed.

4.7 Follow-up

All audit findings and action plans must be
tracked in the Audit Management System
AudimexEE (hereinafter - the AudimexEE), once
the audit report is issued.

The responsibility for timely implementation of the
action plan ultimately lies with the Management
Board of the Bank. The Bank should aim at
implementing an action plan to remedy a finding
within®:

e 3 months in case of Critical risk
recommendation,

e 6 months in case of High risk
recommendation,

e 9 months in case of Medium risk
recommendation and

e 12 months in case of Low risk

recommendation.

Employees responsible for implementation of the
action plan must provide timely status reports.
The Internal Audit Division will monitor
implementation to ensure deficiencies identified
during audits are corrected within the required
timeframe.

The procedure to be used in such cases has been
established as a mandatory standard procedure
and is described in detail in the IA methodology.

Internal Audit Division monitors the
implementation of recommendations, among
other means, via automatic reminders notifying
auditees on the following dates:

e 30 days before the due date of the

®These deadlines may be longer if sound justification is provided by the parties responsible for implementing the
action plan
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nigpo3ainu) y HacTynHi gatu:
e 3a 30 gHiB 0O 3aBepLUEHHS CTPOKY BUKOHAHHS
pekoMeHaaui,
e 3a 14 gHiB 0O 3aBepLUEHHSA CTPOKY BUKOHAHHS
pekomeHgadii, Ta
e Y [aTy BMKOHaHHSA pekomeHaadii (BignosigHo ao
BCTaAHOBIEHOrO CTPOKY).

BHyTpiLwHin ayamMT  MNOBWHEH  3anpoBaguTn
BigMoBigHMN nopsaokK 3BiTYyBaHHS ans
3abe3neyeHHss noiHdopmoBaHocCTi [lpaBniHHA, a
Takox KowmiteTy 3 nuTtaHb ayauty Ta Harnagosoi
pagu, Wwoao MOTOYHOro CTaHy BUMKOHAHHSA MNaHiB
3axoniB. Y BuMNagky, SIKWO KPUTUYHI HEOoniku He
Oyno ycyHyTO YynpoAaoBX BIiOMOBIAHOrO nepioay
yacy, KepiBHuk Hanpamky "BHyTpiwHin aygut"
3000B’si3aHMI  MoBigOMUTU npo  ue [lpaeniHHA
baHky, KomiTeT 3 nuTaHb ayauty Ta HarnsgoBy

pany.

Hanpamok "BHYTPILLHIN ayaut" 3aKkpuBae
pekoMeHauil Ha OCHOBi NMUCbMOBWX OOKa3iB, WO
NigTBEPOKYIOTb YCYHEHHS1 BUSIBMEHUX Heaonikis.
Mepenik gokasis, Aki MatoTb 6yTn HagaHi Hanpsmky
"BHyTpiWwHIin ayguT" Ona  nepesipkM  cTaTycy
peanisauii nnaHy 3axogiB, cepep, iHWoro, MiCTUTb
HacTynHe:

[ nocunaHHa Ha pgokymeHT y “lNpusat[ok”’,
AKUM Oyro 3aTBEPAKEHO 3MiHU Y MOJIOXKEHHI, SIKLO
nnaH 3axogis CTOCYETbCH
OHOBNeHHsA/peanisadii/ckacyBaHHss  BHYTPILUHBbOIO
MONOXEHHS,

° MartepianyM HaB4YaHHA Ta CMMUCOK YYaCHUKIB,
AKi  NPOMLWNAM HaBYaHHA, SKWO NnaH 3axodis
nepenbayae npoBeaeHHSA HaBYaHHS,

° OyOob-siki  MpaKkTU4YHi  gokasuM TOro, Lo
3annaHoBaHi  3MiHM  Oynn  BNpoOBagXeHi vy
NpoayKTOBE cepenoBuLLe (3HIMKM ekpaHy, BUBIpKK,
MPOTOKONW  TECTYBaHHS, pPO3MNOPSMLKEHHS Mpo
OHOBNIEHHSA BEpPCi TOLWO), SKWO nNfaH 3axoAis
CTOCYyBaBCA BHECEHHs 3MiH B iHGOpMaLiiHi
cuctemn abo B iHLWI TEXHOMOTiYHI/IHPPACTPYKTYpPHI
KOMMOHEHTH.

JeTtanbHuMin nepenik Agokasis, WO [O03BONATb
3aKpUTU pekomeHaauil, BU3HaYeHUn y MeTogosnorii
Hanpsmky "BHyTpiwHii ayguT".

4.8 KBapTanbHa 3BiTHICTb

Hanpsmok "BHyTpilWHIn ayguT" roTye LWoHanMeHLe
pa3 Ha kBapTan 3BiT Npo AianbHICTb BHYTPiWHLOrO
ayauTy Ta Hagae noro KomiteTy 3 nutaHb ayamty
Ta Harnaposin pagi. LokBapTanbHuin 3BIiT Mae
MICTUTM iHpOpMaLi0 NPO Te CTOCOBHO TOrO, SK i B

recommendation,
e 14 days before
recommendation and
e on the due date of the recommendation.

the due date of the

Internal Audit shall establish appropriate reporting
arrangements to ensure that the Management
Board as well as the Audit Committee and the
Supervisory Board are kept informed on an
ongoing basis of the implementation status of the
action plans. If critical findings are not remedied
within an appropriate period of time, the Head of
the Internal Audit Division shall inform the
Management Board of the Bank, the Audit
Committee and the Supervisory Board.

IAD closes recommendations based on written
evidence confirming that the identified
deficiencies have been addressed. A list of
evidence, which must be submitted to IA function
in order to verify implementation status of the
action plan includes, inter alia, the following:

° A link to the document in PrivatDoc that
approved the changes in the regulation if the
action plan refers to the
update/implementation/cancellation of the internal
regulation,

° Training materials and a list of participants
who attended the training if the action plan refers
to conducting a training,

° Any practical evidence that the targeted
changes were implemented in a production
environment (screenshots, samples, testing
protocols, versioning orders, etc.) if the action

plan was related to changes in information
systems or other technological/infrastructure
elements.

A detailed list of evidence required to close
recommendations is defined in the IA
methodology.

4.8 Quarterly reporting

The Internal Audit Division prepares at least
quarterly an Internal Audit Activity Report (IAAR)
and submits it to the Audit Committee and the
Supervisory Board. The quarterly report shall
contain an account of whether and to what extent
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AKIN - Mipi BUKOHYETbCA PiyHMI nnaH AisnbHOCTI
BHyTpilWHbOro ayguTy.

3BiTYBaHHA Mae MpPOBOAMTMCH MPUHANMMHI YOTUPU
pa3n Ha pik, ocobucto abo 3acobamu Bigeo- abo
TenedoHHOT KOoHdepeHUii. 3MicT 3BiTY MNOBMHEH
BKOYATU LLIOHAMMEHLLE HACTyMnHe:

) BignosigHictb  Hanpamky  "BHyTpiwwHin
ayauT" lMpuHUunNam etTukn Ta npodpecioHaniamy Ta
CraHgaptam I|HCTUTYTY BHYTPIWHIX ayguTopiB.,
MOTEHUINHI  KOHNIKTM  iHTepecy, [OOTPUMaHHS
OpraHisauinHoi He3anexHocTi Ta HeynepemKeHoro
nigxogy nNig 4Yac npoBeAeHHA ayauTOPCbKMUX
rnepesipoK.

° PesyneraTtn ayouTopCbKUX — MepeBipoK
Hanpsimky "BHyTpilWwHin ayguT" 3a 3BiTHWUI nepiog.
° ICTOTHI  (paKTU4YHi pPU3MKM Ta NUTAHHA
KOHTPOM, Y TOMY YUCAi PU3NKK LLaxXpancTea,
NMATaHHA yNpaBniHHA Ta iHWI acnekTn, LWo
BMMarawTe yBaru, abo Oynu pocnigkeHi 3a
iHiliaTMBn Harnggosoi pagn ab6o Kowmitety 3
NUTaHb ayguTy.

o 3MiHK B meTtogonorii Hanpsimky
"BHyTpiwHin ayguT".
° CnocTtepexeHHs, 3a SKMMU BHYTpIWHINA

ayanT Ta KepiBHULUTBO He y3rogunu nraH 3axopnis
(HasiBHa Hesropga), Ta Ti, 3a dkumu [paBniHHAM
Oyno NPUIAHATO PUBKK.

° KOHTpONb 3a BMKOHAHHAM pekoMeHaauin

ayauTy — cTaTyc peanisauil yciX norogxeHux
3axopiB..
) Mnan Hanpamky "BHyTpiwHin ayaut" Ta

pesynbtaty AisnbHOCTI WOA0 BMKOHAHHA LbOro
nnaxy.
° BukoHaHHA 3aBoaHb 3 MOKpaLWleHHs 3a

pesynsratamMmy  BHYTPILUHBOrO Ta  30BHILIHLOMO
OLiHIOBaHb.

° Pe3ynbraTtin KBapTanbHOT NepeBipKN AKOCTI.
° ICTOTHIi 3MiHM Ta iHdopMauilo Woao
pecypcis.

° HaBuyaHHS BHYTpILLHIX ayanTopis.

° [HWi BaXnMBi NUTaHHSA, LWWO CTOCYHTbCS

fisnbHocTi Hanpsimky "BHYTpiWwHin ayouT", Ta ski
mMatoTb ByTV foBeaeHi Ao yBarm KomiteTy 3 nuTaHb
ayauTy Ta Harnsgosoi paaw.

4.9 PiyHa 3BiTHiCTb

Hanpsimok "BHyTpilHin ayauT" rotye piyHui 3BIT
ana nogaHHa KomiTeTy 3 nuTaHb ayauTy Ta
Harnagosin pagi. Llen 3BiT Mae MiCTUTK HacTynHe:

° MeTy, NOBHOBaXXeHHS Ta BiANoBiganbHICTb
Hanpamky "BHyTpiwHin aygut".

the annual audit plan has been adhered to.

Reporting shall take place at least four times per
year, in person or by video/phone conference.
The content of the report should include at least
the following:

e The Internal Audit Division’s conformance
with The |[IAs Standards and Ethics and
Professionalism principles, potential conflicts of
interest, its organizational independence and
carrying out audits in an unbiased manner.

e Results of audit engagements of the
Internal Audit Division for the reporting period.

e Significant risk exposures and control
issues, including fraud risks, governance issues,
and other matters requiring the attention of, or
requested by, the Supervisory Board or the Audit
Committee.

e Changes in the IAD methodology.

e Findings, where the Internal Audit and
Management have not agreed on an action plan
and those for which the Management Board
accepted the risk.

e Follow-up — status of implementation of all
agreed actions.

e The Internal Audit Division’s plan and
performance relative to its plan.

e Results of quarterly quality review.

e Implementing improvement tasks based
on the results of internal and external evaluations.

e Significant changes and information
related to resources.

e Training in which the internal auditors
participated.

e  Other important issues related to the IAD’s
activity that should be brought to the Audit
Committee’s and Supervisory Board’s attention.

4.9 Annual reporting

The Internal Audit Division prepares an annual
report to be submitted to the Audit Committee
and the Supervisory Board. The report should
contain:

e The Internal Audit Division’s purpose,
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° BignosigHicte  Hanpsimky  "BHyTpilHInA
ayauT" lMNMpuHUMNam eTukn Ta npodpecioHaniamy Ta
CraHgaptaMm [HCTUTYTY BHYTPILIHIX ayauTopiB,
NOTEHUINHI  KOHMMIKTK iHTepecy, AOOTPUMaHHSA
OpraHi3auinHOl He3anexXHOCTi Ta HeynepeaXeHoro

nigxogy nig 4Yac npoBeAeHHs ayauTOPCbKUX
nepeBipokK.
° Pesynbtat  ayOuTOPCbKUX  MEPEBIPOK

Hanpamky "BHyTpilHin ayguT" 3a 3BiTHUKX nepiog.
° ICTOTHI (paKTU4YHI pPUBMKM Ta MNUTaHHSA
KOHTPOM, Yy TOMY YUCAi PU3NKN LUAXpancTea,
NMATaHHSA YyNpaBeMiHHA Ta iHWI acnekTu, LWo
BMMaraloTb yeBarn, abo Oynu pgocnigpkeHi 3a
iHiuiaTnen Harnagosoi pagu 4n KomiteTy 3 nuTaHb
ayouTy.

° CroctepexeHHs, 3a SkuMu BHyTpiLHIn
ayanT Ta KepiBHMLTBO He y3roauno nnaH 3axogis
(HasiBHa Hesroga), Ta Ti, 3a akMMK [MpaBniHHAM
Oyno NPUAHATO PU3KK.

° KoHTponb 3a BMKOHAHHAM peKkoMeHAalin
ayauTy — CcTaTyc peanisauii ycix norogeHux
3axopiBs.

) Mnan Hanpsmky "BHyTpiwHin ayagut" Ta
pesynbratM LisnbHOCTI OO0 BMKOHAHHSA LbOro
nnaxy.

° BnpoBamxkeHHsa [lporpamu 3abe3neyeHHs
Ta NigBULLEHHS SAKOCTI.

° OuiHka cncTtemMu BHYTPILIHBOMO KOHTPOSO
3a 3BITHUIW nepiog,.

° ICTOTHI 3MiHM Ta iHdopMauilo  Woao
pecypcis.

° HaB4yaHHS BHYTpILLHIX ayanTOpIB.

° Brogxet HBA.

° [HWi BaxnuMBi NWUTAHHA, WO CTOCYIOTbCA

chepu giansHocTi Hanpsmky "BHyTpilwHiA ayant",
Ta aki matoTb 6yTV foBedeHi Ao yBaru KomiteTy 3
nuTaHb ayauTy Ta Harnsgosoi pagw.

5. AyTCOpCUHr

BaHk Mmae npaBo nepegaBaT Ha ayTCOPCWHT
OKpeMi  3aBOaHHA  BHYTPIWHLOMO ayauty 3
ypaxyBaHHAM BUMOr Ta oObBMeXeHb, BU3HAYEHUX
MocTaHoBoo HBY Ne311°.

BusHaueHHa 3aBAaHb, WO MOXYTb NepenasaTuCb
Ha ayTCOPCWUHT, 30iNCHIOETBCS nig  yac
PU3NK-OPIEHTOBAHOIO  MMaHyBaHHA, a  TaKoX
NPOTAroM POKy Yy BUNagky norogxeHHs Komitetom
3 nNMuTaHb ayauTty. Ha BuGip BNNMBaEe KPUTUYHICTb
Ta CKMagHiCTb 3aBOaHHS, HEOOXIQHOCTI 3anyyYeHHs

authority, and responsibility.

e The Internal Audit Division’s conformance
with the IIAs Standards and Ethics and
Professionalism principles, potential conflicts of
interest, its organizational independence and
carrying out audits in an unbiased manner.

e Results of audit engagements of the
Internal Audit Division for the reporting period.

e Significant risk exposures and control
issues, including fraud risks, governance issues,
and other matters requiring the attention of, or
requested by the Supervisory Board or the Audit
Committee.

e Findings, where the Internal Audit and
Management have not agreed on an action plan
and those for which the Management Board
accepted the risk.

e Follow-up — status of the implementation
of all agreed actions.

e The Internal Audit Division’s plan and
performance relative to its plan.

e Implementation of the Quality Assurance
and Improvement Program.

e Assessment of the internal control system
for the reporting period.

e Significant changes
related to resources.

e Training in which the internal auditors
participated.

e The Internal Audit Division’s budget.

e  Other important issues related to the IAD’s
activity that should be brought to the Audit
Committee’s and Supervisory Board’s attention.

and information

5. Outsourcing

The Bank has the right to outsource certain
internal audit engagements, taking into account
the requirements and limitations defined by NBU
Resolution #311°.

The tasks that can be outsourced are determined
at the stage of risk-based planning, as well as
during the year if approved by the Audit
Committee. The selection is influenced by
criticality and complexity of the task, the need to
involve highly specialized expertise, as well as
potential risks and benefits associated with the

® MonoxeHHAM NPO OpraHi3aLlito BHYTPILIHLOrO ayamTy B 6aHkax YkpaiHu Ta 6aHKIBCbKUX rpynax”, 3aTBEpIKEeHUM
MocTtaHoBot HauioHanbHoro 6aHky Ykpainu Ne311 Big 10.05.2016/ Regulation On Organization of Internal Audit in
Banks of Ukraine and Banking Groups approved by NBU Board Resolution No. 311 dated 10 May 2016
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BMCOKOCMELiani3oBaHOl eKcneptnan, a TakKoX
NMOTEHUINHNX PU3MKIB Ta MepeBar, NoB'A3aHuX i3

30BHiLUHIM BUKOHaBLEM, BKMtOYaoum
KOHMIgEHUINHICTE  iHbopmauii  Ta  KOHQIIKT
iHTepeciB.

HBA 3gircHioe 3aKyniBfo ayTCOPCUHIOBUX MOCHYr
Ha OCHOBI 3aTBEPAXXEHOro BOaXKETY.

Mpouec 3akyniBni po3noYNHAETLCA 3 TOro, LWO
KomiTeT 3 nuTaHb ayauTy iHiLitoe 3anyyeHHs
30BHILWIHBOI KOMMaHii Ans npoBeAEeHHA MEBHOro
BHYTPILUHBOro ayauTy Ta 3aTBepaXKye HaACTYrMHe:

e [lepenik komnaHin, pgo sakux HBA
3BEpTaTUMETLCA ANS OTPMMAaHHS LiHOBMX
nponoauwin’,

e [lpouenypy Ta kpuTtepii Bigdopy (Joaatok 5
Ta 6),

e TexHiuHe 3aBgaHHA (T3), ske BknYae
obcar nocnyr, Wo MawTb OyTM Hagai,
KIHUEBUA TEpMiH ModaHHS NpPOono3uuin
LLOAO 3aNlyYeHHA Ha YMOBax ayTCOPCUHTY,
nepiog ayguty, OdikyBaHi 4acoBi pamMKu
BUKOHaHHSA 3aBOaHHSA, AeTani pesynbrarty
poboT Ta BUMOrKM A0 nocTavanbHuKa
nocnyr (0CTaHHe He € 0OOB’I3KOBUM).

Micna oTpumaHHA cxBaneHHs Big Komitety 3
nutadb ayauty, HBA Hagcunae T3 yciM koMnaHigm
i3 3a3Ha4YeHOro BULLE CMUCKY Ta BCTAHOBMOE ANA

BCiX YyYaCHMKIB 3anuTy LiHOBMX MNPOMO3NLIN
OAHAKOBUA  KiHUEBMW TepMiH And  nogaHHs
NpPoNo3unLin.

Micna oTpumaHHA Bignosigen Big komnadin, HBA
NpoBOAMTbL 3yCTpidi 3 IXHIMW nNpeacTaBHUKaAMK Ta
OLliHIOE HagicnaHi €NeKTPOHHO MOLLUTOO
nponoauuii BignoBigHO 40 Npoueaypw Ta KpUTepiiB
Binbopy. HBA npeacraBnse pesynbsraT OLUHKK
KomiTeTy 3 nutaHb ayauTy i NPOMOHYE YKnacTtu
[OroBip i3 NnepemMoXxLuem.

Micna Toro sk KomiteTr 3 nuTaHb ayguty abo
HarmggoBa  paga  cxBanolTb  NignucaHHs
porosopy 3 nepemoxuem, HBA potpumyetbes
BHYTPILWHIX npoueayp baHky wWwono nignucaHHs
norosopy Ta pO3MnoYnHae peanisauito
ayTCOPCUMHIOBOrO NPOEKTY.

[orosip ayTCOpCUHry WOHaMMeHLWe Mae MIiCTUTU
YMOBM LLOAO:

- NpeaMeTy [OOroBopy Ta nepeniky 3aBgaHb Ta
npovecis, sKi NnepearTbCs Ha ayTCOPCUHT;

- CTPOKYy @Aii [oroBopy Ta TEPMiHM BMKOHAHHS
3aBAaHb Ta NPoLUeciB, nepedaHnx Ha ayTCOPCWHT,;
- YMOB Ta NOpsiAKy posipBaHHA GaHKOM O0roBopy B
OOHOCTOPOHHBOMY MOPSAAKY;

external provider, including confidentiality of
information and conflict of interest.

IAD procures the outsourced services based on
the approved budget.

The procurement process begins with AC initiating
engagement of an external company to perform a
certain internal audit and approving the following:

e List of companies which IAD will approach
for price quotation 7,

e Selection criteria procedure (Appendix 5
and 6),

e Terms of reference (ToR), which includes
the scope of the services to be provided,
deadline of providing the proposals for an
outsourced engagement, audited period,
expected time frame of the engagement,
details of deliverable, and requirements to
the service provider (the latter is not
obligatory).

After obtaining AC approval IAD sends the ToR to
all the companies on the aforementioned list and
gives the same deadline to all participants of the
price quotation to deliver their proposals.

After receiving the responses from the companies,
IAD holds meetings with their representatives and
assesses their proposals submitted via e-mail in
accordance with the selection criteria procedure.
IAD presents the results of the assessment to AC
and proposes to form a contract with the winner.
After AC/SB approves signing the contract with
the winner, IAD follows Banks internal procedures
for signing the contract and begins the outsourced
project.

An outsourcing agreement must, at a minimum,
include provisions regarding:

- the subject matter of the agreement and a list of
tasks and processes being outsourced;

- the term of the agreement and the deadlines for
completing the outsourced tasks and processes;

- the conditions and procedure for unilateral
termination of the agreement by the bank;

- the outsourcer’s assurance of confidentiality and
information protection;

- actions to be taken in the event of extraordinary
circumstances;

- ensuring access to information, equipment, and
systems used by the outsourcer to perform the
outsourced tasks and processes, for the purpose
of conducting an audit to verify fulfilment of the
obligations set forth in the outsourcing agreement;
- non-disclosure of information (NDA).

" 3akyniens nocnyr Ans BHYTPILLHLOMO ayauTy € BUHATKOM i3 MoniTuku 3akynisens Baxky. / Procurement of services
for Internal Audit is an exception from the Bank’s Procurement Policy.
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- 3abe3nevYeHHs1 ayTCcopcepoM KOHMIAEHLINHOCTI Ta
3axucTy iHpopmaulii;

- Oin y pasi HacTaHHA Haa3BMYaHMX OOCTaBUH;

- 3abesneyeHHa pocTtyny 0o iHpopmauii,
obrnagHaHHs, CUCTEM, WO BMKOPUCTOBYHTHLCS
ayTcopcepoM Ans  BMKOHAHHA 3aBdaHb Ta
npouecis, nepefaHuUx Ha ayTCOPCUHE, 3 METOI0
nepeBipKM BMKOHaHHSA 3000B’si3aHb, BU3HAYEHUX Y
[0roBopi ayTCOPCUHIY;

- HepoasronoweHHs iHgopMmadii (NDA).

Hanpsmok “BHYTpILLHIN ayout” 30iMCHI0E
nepioanYHNn KOHTPOSb 32 BUKOHaHHSM 3aBOaHHS,
sIKe NepedaHo Ha ayTCOPCUMHE, Y TOMY YUCTIi MatoTb
OyTn BCTaAHOBMEHI €PEKTMBHI KaHann KOMYHikawii
Ta MexaHi3aMiB 3BiTyBaHHs, WO 3abesnevyloTb
CBOe€YyacHe Ta MNOBHEe iHOPMYBaHHS KepiBHMKA
Hanpsamky «BryTpiwHin Ayout» Ta KowmiteTy 3
ayauty HarnagoBoi pagum npo pesynsratv ayouTty,
BUSIBIEHI PU3MKKM Ta CYTTEBI HEOONMIKN.

baHK Hece BignoBiganbHICTb 3a PU3NKKU, NOB’A3aHi
3 nepegaBaHHAM OKpeMWX 3aBAaHb Ta MNpouecis
BHYTPILUHBOrO  ayguTy Ha  ayTCOPCUHr  Ta
BMKOHaHHAM ayTCOPCEPOM Takmx 3aBhaHb Ta
npoLecis.

AyTcopcep Hece BiAMOBIAanNbHICTL 3a HadaHHSA
HeOCTOBIPHOI, HEMNoBHOI abo OMaHNuBOI
iHbopMauii  nig 4Yac BMKOHAHHSA  3aBAaHb
BHYTPILUHBOrO ayauTy.

6. OpraHisauinHa cTpykTypa

OpraHizaudinHa cTpykTypa HBA BM3Ha4vaeTbcs
Harngposoto  pagoto  baHky 3a  nogaHHAM
kepiBHuka HBA 3 ornagy Ha po3mip baHky (obcary
aKTUBIB, KiNbKOCTI CTPYKTYPHUX Nigpo3ainis baHky,
piBEHb NMpOrpaMHoOro 3abeaneyeHHs, ake nigTpumye
[isAnbHICTL BaHKy, y ToMy 4ncni onepauinHui AeHb
BaHky TOWO), BMOM WOro AisANIbHOCTI, piBeHb
PU3KNKIB, Ha AKi MOXe HapaxaTuca baHk y npoueci
cBoei pisnbHocTi. 3miHM  go cTpyktypn HBA
BHOCATBCA 3a nponosuuietlo  kKepisBHuka HBA
BiQNOBIAHO 40 3MiH B AisinbHOCTI BaHKy, sKki MOXYTb
notpebyBaTn KOPUryBaHHSA LUinen, 3aBgaHb Ta
dyHkuin HBA. 3MiHM OO opraHri3auiiHOi CTPYKTypu
3aTBepAXyOTbCA Harngagosoro pagoto.

YMoBM onnatu npaudi KepiBHMKa Ta npauiBHUKIB
HBA 3atBepoxytoTbca Harnggosoto pagoto baHky
BIONOBIAHO [0 nNONITUKM GaHKy Ta BHYTPILIHIX
NnonoxeHb LWoOAO onnatm npaudi Ta MawTb
opMyBaTUCS TaKMM YMHOM, LWOO He CTBOpHOBATU
KOH(NIKTY iHTepeciB, He CTaBuMTM nNig 3arposy
He3anexHicTb Ta 06'ekTuBHICTb AianbHocTi HBA, a

The Internal Audit Division monitors the
performance of the task that has been
outsourced, which includes effective
communication channels and reporting

mechanisms that should be set up to ensure
timely and complete notification of the Head of
Internal Audit Division and the Audit Committee of
the Supervisory Board about audit results,
identified risks and significant deficiencies.

The bank is responsible for the risks associated
with outsourcing of separate internal audit tasks
and processes and for the performance of such
tasks and processes by the outsourcer.

The outsourcer bears responsibility for provision

of inaccurate, incomplete, or misleading
information when performing internal audit
engagements.

6 Organizational structure

The organizational structure of IAD is determined
by the Supervisory Board upon the proposal of
the Head of IAD, taking into account the size of
the Bank (assets, number of structural units of
the Bank, level of software that supports the
Bank, including the Bank's operational day, etc.),
its types of activity, level of risks to which the
Bank may be exposed in the course of its
activity. Changes to the structure of IAD are
proposed by the Head of IAD, based on changes
in the Bank's activities, which may require
adjustment of the goals, objectives and functions
of IAD. Changes to the organizational structure
are approved by the Supervisory Board.

Terms of remuneration of the Head and
employees of the IAD are approved by the
Bank's  Supervisory Board according to the
Bank's policy and internal regulations on
remuneration and should be formed in such a
way as not to create a conflict of interest,
jeopardize the independence and obijectivity of
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TakoX crnpmudatn komnnekTyBaHHio HBA npodecinHo
npuaaTHMMKM Ta KBarnidikoBaHMMKU NpauiBHUKaMW.

3 MeTol 3abe3nedyeHHss HeszanexHocTi HBA, Bci
noro cniBpoGiTHMKN € Nia3BiTHUMK KepiBHnky HBA
(4yepes  1Oro  3aCTynNHUKIB  Ta  KepiBHUKIB
AenapTameHTiB Ta ynpaeniHb), SKUA, y CBOKO Yepry,
€ 6e3nocepenHbO Nig3BiTHUM Harnagoein pagi.

HBA € nig3siTHUM Harnagosin pagi badky. HBA
OYOIIOETHCH KepiBHMKOM HBA, AKUN
NpU3HavYaeTbCA Ta 3BINbHAETLCA 3a PilUEHHSAM
Harnsposoi pagu. HBA cknagaetbcsa 3 HaCTynNHUX
JenapTameHTiB Ta ynpasniHb:

° JdenaptameHT  ayauty  KOpnopaTuBHUX
dyHKLUin;
) [denaptameHT ayauTy puU3nkiB Ta kanitany;
° [enaptameHT ayamty Gi3Hec npoueciB Ta
perioHanbHOI MepeXxi BKNoYato4u:

o YnpaBniHHs 6e3nepepBHOro ayauTy
° YnpaeniHHSA ayauTy iHopMaLiiHMX cUcTem
° YnpaBniHHA METOAONOrii, KOHTPOSIKO SIKOCTI
Ta 3BITHOCTI.

OpraHisaudinHa ctpyktypa HBA npeacraeBneHa y
Hopatky 1 «OpraHisauiiHa cTpyktypa Hanpsimky
"BHyTpilHi ayanT"».

Cknag Ta KinbkicTb  cniBpoOiTHMKiB ~ HBA
BM3HAYaETLCA BiONOBIAHO A0 3aBOaHb Ta (PYHKLUIN
Hanpamky, Moro  opraHisaudiiHa  CTpyKTypa
3aTBepoKyeTbca HarnggoBow pagoto, a WTaTHUK
po3nuc — Harnsgosoto pagoto Ta Hakasom [onosu
npaeniHHA BaHky.

Cnyx6oBi 0060B’A3KN Ta BignoBiganbHicTb
cniBpobiTHMKie HBA Bu3HayeHi y nocagoBuX
iIHCTPYKUisx cniBpobiTHMKIB HBA, ki po3pobneHi Ta
3aTBepakeHi BignosigHo oo MNMoctaHosn HBY Ne311
Ta MeTogMyHuX pekoMeHgauin 3  pPo3pobKu
nocagoBUX IHCTPYKLi ANt CriBpOOITHUKIB.

7. MNMpukKiHUeBi NONOXeHHA

Lle MonoxeHHs po3pobnsetbcs kepiBHMKOM HBA
(abo noro 3aCTYMHUKOM, abo IHLIMM
YNOBHOBaXEHMMW npaLliBHUKaMU 3a LOOPYYEHHAM
KepiBHUKa). [NpoekT [lonoxeHHs noAaeTbCcs Ha
po3rnsag KomiTeTy 3 nutaHb ayauTy i3 noganbLlumm
nogaHHam Harnagosin pagi baxky. Lle NMNonoxeHHs
3aTBepaXyeTbca Harnggosotw  pagoto  baHky.
MpoekT lMonoxeHHs npo Hanpamok "BHyTpiLLHIN
ayanT" nignarae NOropKeHHIO 3:

* KepiBHukoMm [enapTamMeHTy 3 oOpraHisauinHoro

the IAD, as well as to assist in staffing IAD with
professionally competent and qualified
employees.

In order to ensure the independence of IAD, all
its employees report to the Head of IAD (via
his/her deputies and heads of departments and
sub-departments), who, in turn, reports directly to
the Supervisory Board.

IAD reports to the Supervisory Board of the
Bank. IAD is headed by the Head of IAD, who is
appointed and dismissed by the decision of the
Supervisory Board. IAD consists of the following
departments and sub-departments:

e Corporate Functions Audit Department;

¢ Risk and Capital Audit Department;

e Business Processes and Regional Network
Audit Department including:

o Continuous Auditing Sub-department

o Information Systems Audit Sub-department;

¢ Methodology, Quality Assurance and Reporting
Sub-department.

Organizational Structure of the IAD is presented
in Appendix 1 “Organizational structure of
Internal Audit Division.”

Composition and number of employees of IAD
are determined according to the tasks and
functions of the division, its organizational
structure is approved by the Supervisory Board
and the established staff list is approved by the
Supervisory Board and by the order of the
Chairperson of the Management Board.

Duties and responsibilities of IAD employees are
prescribed in the job descriptions of I|AD
employees, which are developed and approved
according to NBU Regulation Ne311 and
Guidelines for the development of job
descriptions for employees.

7. Final provisions

This Charter is drafted by the Head of IAD (or
deputy or other authorized employee on behalf of
the Head). Draft Charter is submitted to the Audit
Committee of the Bank for consideration with
further submission to the Supervisory Board of
the Bank. This Charter is approved by the Bank's
Supervisory Board. Draft Charter is subject to
approval by:

* The Head of Department for Organizational
Development and Personnel Management of
HO.
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pO3BUTKY Ta kagpoBoro ginosoactea [O;

* BignosiganeHumn cniBpoGiTHMKaMm
“Compliance”.

Hanpamky

Lle TMonoxeHHa HabyBae YMHHOCTI 3 gaTu MOro
3aTtBepokeHHs  HarnmsgoBoto  pagoto  baHky.
BHeceHHs 3MiH Ta [OOMOBHEHb [0  LbOro
[MonoXxXeHHs1 3AINCHI0ETLCA Y BUNAAKy 3MiHW Linen
Ta 3aBgaHb Hanpamky, y Bunagky 3MmiHW Hasswu
Hanpamky Ta 3 iHiLiaTMBM BULLOIO KEpPIiBHMUTBA Ta
kepiBHnka HBA. 3MiHM go uboro [lonoxeHHs
po3pobnstoTbes KepiBH1KOM HBA, noro
3actynHukamu, abo iHWUMKM YNOBHOBaXEHUMMN
npauiBHMKaMmm 32  OOPYYEHHAM KepiBHUKa
HanpsamKky, noromxylTbca 3rigHo 3 BMMOramu
uboro posginy. 3 gatu HabyTTs YMHHOCTI UMM
lMonoxeHHAM, nonepegHa pedakuis [OOKYMEHTY
BTpaya€e YMHHICTb. Lle NMonoxeHHs Ta MeToaomMoris
BHyTpilWwHbOro ayauty niansratoTb nepernsgy Ha
LLIOPIYHIin OCHOBI.

Y BUNagKy HEBIANOBIAHOCTI OyAb-AKOI 3 4acTuH
uboro [MonoxeHHs  3akoHogaBcTBY — YKpaiHu,
HOpPMaTMBHO-NPaBOBMM  akTaM  HauioHanbHoro
GaHky YkpaiHm abo  uuHHIn pepakuii CtaTtyTy
GaHKky, y TOMYy uucni y 3B'A3KY 3 NPUAHATTAM
HOBOro 3aKoHO4aBCTBa YKkpaiHu abo
HOPMaTUBHO-NPaBOBMKX akTiB HauioHanbHOro 6aHky
YkpaiHu, ue [lonoXeHHs 3anuuaeTbCs YUHHUM
nuwe y TiN YacTuHi, WO He cynepeyYnTb YMHHOMY
3aKoHOOaBCTBY YKpaiHW, HOpPMaTUBHO-MPaBOBUM
aktam HauioHanbHoro 6aHky YkpaiHm abo YMHHIN
penakuii Ctatyty 6aHKky.

MMicna BHeceHHA 3MiH 00 [MONOXeHHs!, NOoro TeKCT
mMae 6yTn onpunogHeHun Ha BebcanTi BbaHky
npotsrom 10 poboymx OHIB 3 AaTV 3aTBEPIKEHHS
HOBOIT pefakuii.

8. IHdopmauinHuin nucr
[aHi npo 3aTBepaXEHHSA nonepenHix peaakuin:

1. MonoxeHHa Npo HanpsamMok “BHYTPILLHIN
ayouT”’, piweHHa Harnsposoi paan Ne12/25 Big
06.03.2025

2. MonoxeHHsa npo Hanpamok “BHyTpiLLHIN
ayauT”, piweHHs HarnagoBoi paan, npoTtokos Ne
10/23 Big 19.05.2023;

3. MonoxeHHsa Npo Hanpamok “BHyTpiLLHIN
ayauT”’, piweHHs Harnsgosoi paaun, npotokon Ne
75/22 Big 23.12.2022;

4. MonoxeHHa npo Hanpamok “BHyTpiLLHIN
ayauT’, piweHHa Harnsgosoi paaum, npotokon Ne
35/22 Big 04.08.2022;

5. MonoxeHHa Npo HanpsamMok “BHYTPILLHIN

* Responsible employees of the Compliance
Division.

This Charter comes into force from the day of its
approval by the Supervisory Board of the Bank.
The Charter is updated in case of changes in the
objectives and tasks of the Division, in case of
change in the name of the Division and at the
initiative of top management and the Head of
IAD. Changes to this Charter are drafted by the
Head of IAD, his/her deputies or other authorized
employees on behalf of the Head and approved
according to this section’s requirements. As soon
as the new version of this Charter is enforced,
the previous version becomes null and void. This
Charter and Internal Audit methodology must be
reviewed annually.

In case of non-compliance of any part of this
Charter with the legislation of Ukraine,
regulations of the National Bank of Ukraine or
the current version of the Bank's Charter,
including in connection with the adoption of new
legislation of Ukraine or regulations of the
National Bank of Ukraine, this Charter will act
only in the part that does not contradict the
current legislation of Ukraine, regulations of the
National Bank of Ukraine or the current version
of the Bank's Charter.

After making changes to the Charter, its text must
be published on the Bank's website within 10
working days from the date of approval of the
new version.

8. Information letter
Details of previously approved versions:

1. Internal Audit Charter, Supervisory Board
decision minutes Ne12/25 Big 06.03.2025

2. Internal Audit Charter, Supervisory Board
decision minutes Ne 10/23 dd. 19.05.2023;

3. Internal Audit Charter, Supervisory Board
decision minutes Ne 75/22 dd. 23.12.2022;

4, Internal Audit Charter, Supervisory Board
decision minutes Ne 35/22 dd. 04.08.2022;

5. Internal Audit Charter, Supervisory Board
decision minutes Ne 37/21 dd. 08.07.2021;

6. Internal Audit Charter, Supervisory Board
decision, order Ne E.15.0.0.0/4-312 dd.
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ayauT”’, piweHHs Harnsgosoi paan, npotokon Ne 06.11.2020.

37/21 Big 08.07.2021;

6. MonoxeHHa npo Hanpamok “BHyTpiLLHIN
ayauT’, pilweHHa Harnsgosoi paaun, Hakas Ne
E.15.0.0.0/4-312 Big 06.11.2020.

HHHUHEIIEEIHI{
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Dopartok 1. OpraHizadinHa cTpyktypa Hanpamky "BHyTpiwHin aygut"

Harnagoea Paga banky

[

I lonoea MNpaeniHHA Banky

AyouT

HanpAmok BHyTpiLuHi

3acTyNHWE KepiEHMEa HaNPAMEY

I

3acTynHWE EepiBHMEE HANPAMEY 3
ayoMTy DizHec npouecie Ta Mepexd

[enaprameHT ayguTy
KOPNOPATMEHMX doyHELIA

[enapTameHT ayauTy puakEB

Ta Kanitany

YnpaeniHHA ayauTy
iHthbopMaLifHKX CUCTEM

[enaptameHT ayguTy BisHec
NpoUecie Ta perioHansHoT Mepexi

YnpaeniHHA MeTogonor,
KOHTPOMNK AKOCTI Ta 3BiTHOCTI

YnpaeniHHA DeanepepeHoro
ayauTy
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Appendix 1. Organizational structure of Internal Audit Division

Deputy Head of the IAD for Business

Processes and MNetwork Audit

Supervisory Board of
the Bank
I
I
Chairperson of the Management
Board of the Bank
Internal Audit Division
Deputy Head of the I1AD
Corporate Functions Risk and Capital
Audit Department Audit Department

Business Processes and Regional

Metwork Audit Department

Information Systems Audit
Sub-Department

Methodology, QA and
Reporting Sub-Department

Continuous Audit
Sub-Department
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Dopatok 2. ®yHkUil, AKi BUKOHYe Hanpsamok "BHyTpiwHin aygut"

Hanpsimok "BHyTpiWwHiA ayant" (BKNOYauM BCi MOro genaprtameHTn
Ta ynpasniHHA) 30iNCHIOE HACTYMHI PYHKL,I:

1.

OUiHIOE edeKTUBHICTL OpraHisaLii KopnopaTMBHOMO ynpasmniHHA,
CMUCTEMMU BHYTPILLHBOrO KOHTPOSIO, CUCTEMU YNPaBIliHHA pU3MKamu
Ta iX BigNoBigHICTb po3mipy GaHKy, cknagHocTi, obcaram, Buaam,
XapakTtepy 3AificHoBaHMX GaHKOM onepauin, opraHisauinHin
CTPYKTYpi Ta npodointo pmnanky 6aHKy 3 ypaxyBaHHsM 0cobnmBocTen
fisanbHOCTi 6aHKy K CUCTEMHO BaXXNMBOMO (3a HAsSIBHOCTI TaKOro
cTartycy);

nepesipse Ta OLUiHIOE e(EeKTMBHICTb MpoLueciB, SKi 3abe3nedyioTb
AisanbHICTb BaHKy, BKNHOYauYM NpouecH, L0 HEeCYyTb MOTEHLUINHWUA
pU3NK Ta/abo BUKOHAHHS SIKMX 3a6e3neqyeThCs LUSIXOM 3alyYeHHs
IOPUOMYHUX Ta di3NYHNX OCIO Ha AOroBipHI OCHOBI (ayTCOPCUHT);
nepesipse OOTPMMaHHA GaHKOM BUMOr 3akOHOA4ABCTBa YKpaiHu Y
cthepi MBK/OT BignosigHo go Bumor [lonoxeHHs Ne 65 Ta
MonoxeHHsa Ne 107;

nepeBipde  egeKTMBHICTb  MNpoueciB  ynpaBriHHA  OaHKoM,
BKIMOYAKOUM NMPOoLIECU OLLHKM pO3paxyHKy npyaeHUinHUX HOpMaTuBIB

Ta KOHTPOMK 3a IX [OOTPUMAHHAM, OLUIHKA  OOCTaTHOCTI
BHYTPILUHbOrO Kanitamy Ta OUiHKM OOCTaTHOCTI  BHYTPIWHbLOI
TiKBIgHOCTI;

30IACHIOE  OLHKY cKkrnageHux GaHkOM nnaHiB  nigTpyMaHHS

AOCTaTHOCTI KanitTany Ta NiATPUMaHHA AOCTaTHOCTI NiKBIAHOCTI,
BiJHOBNEHHSA JisinbHOCTI 6aHKy, diHaHCyBaHHS ©aHKy B KpU30OBUX
cuTyauisix, 3abesneyeHHs 6e3nepepBHOI OisnbHOCTI 6aHKy Woao ix
edEeKTMBHOCTI, peaniCTMYHOCTIi Ta  BiANOBIQHOCTI  BMMOram
HOpMaTUBHO-NPaBOBMKX akTiB HauioHanbHoro 6aHky;

nepeBipse NpaBUIbHICTb BEAEHHS i JOCTOBIPHICTb ByXranTepcbKkoro
obniky Ta diHaHCOBOI 3BITHOCTI, BKIOYalYM [OOCTOBIPHICTb

Appendix 2. Functions performed by the Internal Audit
Division

The Internal Audit Division (including all its departments and
sub-departments) performs the following functions:

1.

assesses effectiveness of the organization of corporate
governance, internal control system, risk management system
and their compliance with the bank's size, complexity, volumes,
types, nature of operations carried out by the bank,
organizational structure and risk profile of the bank, taking into
account the specifics of the bank's activities as systemically
important (if such status is assigned);

audits and evaluates the processes that ensure the Bank's
activities, including those that carry potential risk and are
performed by engaging legal entities and individuals on a
contractual basis (outsourcing)x

verifies the bank's compliance with the requirements of the
legislation of Ukraine in the area of AML/CFT as per the
requirements of Regulation #65 and Regulation #107;

verifies effectiveness of the bank's management processes,
including processes of assessment of the calculation of
prudential ratios and monitoring of their observance, assessment
of adequacy of internal capital and internal liquidity;

assesses the bank's plans for maintaining capital and liquidity
adequacy, restoring the bank's operations, financing of the bank
in crisis situations, ensuring the bank’s business continuity in
terms of its effectiveness, realism and compliance with the
requirements of the regulatory and legal acts of the National
Bank of Ukraine;

verifies correctness and reliability of accounting and financial
reporting, including reliability of management reporting,
correctness of the bank's statistical reporting

audits financial and economic activities of the bank;

makes an independent assessment of the internal control system
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10.

11

12.

13.

ynpaBniHCbKOI 3BIiTHOCTI, NPAaBWUSIbHICTL CKMagaHHs CTATUCTUYHOI
3BITHOCTi GaHKy;

nepesipse hiHAaHCOBO-roCNoaapChbKy AiANbHICTb BaHKy;

30INCHIOE He3anexHy OLUIHKY BrpoBampkeHoi 6aHkoM cuctemu
BHYTPILUHBOrO KOHTPOSKO MPUHANMHI OO0 CBOEYACHOCTI:

- BUAIBMNEHHSA Ta aHanidy dakTiB NopyLleHb KepiBHUKaMM Ta iHLLUMMMU
npauiBHMkamn 6aHKy BMMOr 3aKOHOAaBCTBa YKpaiHW, CTaHOapTiB
NPoMECINHOI  QisiNbHOCTI, BHYTPILWHBOOAHKIBCbKMX OOKYMEHTIB Ta
OOroBipHMX 3060B’A3aHb, @ TaKoX 3axofiB, YXUTUX 3 METOH
HeaonyLWeHHs1 BUHUKHEHHS TaKMX MOpYLUEHb;

- YCYHEHHs1 HegonikiB Ta/abo nopyLueHb, BUABNeHUX HauioHansHUM
OaHKkOM Ta/abo iHWKMMKW OepXaBHMMWU OpraHamn, SKi B Mexax
KOMNETEHUIT 34iACHIOTb Harnsag / KOHTPONb 3a LisiNbHICTIO BaHKy
Ta/abo nigpo3ainom BHYTPILHBOIO ayauTy;

30JIACHIOE  He3anexHy OUiHKy HagiHOoCTI, edeKTUBHOCTI Ta
LinicHOCTI ynpasniHHs iHbopMaLiNHO-KOMYHIKaLinHUMK
TexHororigaMmmn (cnctemamm) Ta NpoLUeciB ynpaeniHHA B GaHKy LLOAO
3abe3neyeHHss peneBaHTHOCTI, TOYHOCTI, MOBHOTW, OOCTYMHOCTI,
KOHMiAEHUINHOCTI Ta KOMMNIEKCHOCTI AaHUX;

30iNCHIoE OLiHKY npouecis / npouenyp / METOAMK, Lo
3aCTOCOBYHOTbCA  MiAPO34inoM 3  ynpaefiHHA  pu3ankamn  Ta
nigpo3ninoM KOHTPOM 3a OOTPUMaHHAM HOPM  (KOMMIAEHC),
KomiTeTammn pagn 6aHky (y pasi iX CTBOPEHHS1), CBOEYACHOCTI Ta
SIKOCTi 3BITIB LLOAO PU3UKIB, LLO HadalTbCA padi Ta npa.miHHIO
OaHky;

. BUaABndae Ta nepeBipﬂe BMNagkn nepeBullleHHA nocagoBnMun

ocobamu BaHKy CBOIX MOBHOBaXEHb;

3a BIOCYTHOCTI 3arpo3u HesanexHOCTi Hajae KOoHCynbTauii pagi
OaHKy / KOMITETY 3 nuUTaHb ayguTy (ayauToOpCbKOMY KOMITETY) (y
pasi MNOro CTBOPEHHs), MpaBfiHHIO ©0aHKy Ta CTPYKTYPHUM
nigposainam 6aHky;

CKragae 3BiTW Npo pe3ynbTaTi BUKOHAHHA 3aBAaHHS BHYTPILLHLOIO
ayouTy Ta Hagae ixX kepiBHMKaM QYHKLiOHanNbHMX Hanpsmis
[isnbHOCTI  6aHKy / CTPYKTYPHUX Nigpo3dinie 6aHKy Ons BXWTTS
CBOEYACHUX | HaneXHWX 3axofdiB ANs BUKOHAHHA pekoMeHaalin 3a
pesynbTaTaMu BUKOHaHHS 3aBAAHHSA BHYTPILLHBOIO ayanTy;

implemented by the bank, at least in terms of timely:

- identification and analysis of facts of violations by managers and
other employees of the bank of the requirements of the
legislation of Ukraine, standards of professional activity, internal
bank documents and contractual obligations, as well as
measures taken to prevent occurrence of such violations;

- elimination of shortcomings and/or violations identified by the
National Bank and/or other state bodies that, within their
competence, exercise supervision/control over the activities of
the bank and/or the internal audit unit

9. makes an independent assessment of reliability, effectiveness
and integrity of the management of information and
communication technologies (systems) and management
processes in the bank in terms of ensuring relevance, accuracy,
completeness, availability, confidentiality and comprehensiveness
of data;

10. makes assessment of the processes / procedures /
methodologies used by the risk management unit and
compliance unit, the committees of the bank's Supervisory Board
(if established), timeliness and quality of risk reports provided to
the Supervisory Board and Management Board of the bank

11. identifies and verifies cases of exceeding of powers by the bank
officials;

12.in the absence of a threat to independence, provides advice to
the bank's Supervisory Board / Audit Committee (if established),
the Management Board and structural units of the bank.

13.draws up reports based on the results of an internal audit
engagement and provides them to the heads of the functional
areas of activity / structural units of the bank for timely and
appropriate  measures to be taken to implement
recommendations based on the results of the internal audit
engagement;

14. reports to the bank's Supervisory Board / Audit Committee (if
established) and informs the Management Board of the bank
about the results of internal audit engagement in the structural
units of the bank
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14. 3BiTye pagi 6aHKy / KOMITETY 3 NuUTaHb ayauty (ayauTtopCbKOMy
KomiTeTy) (y pasi Noro CTBOPEHHS) Ta iH(pOpMYE MpaBniHHS BGaHKy
Npo pesynsTaT BUKOHAHHA 3aBOAHHS BHYTPIWHbOrO ayauty B
CTPYKTYPHUX nigposainax 6aHky;

15. 30iAICHIOE MOHITOPUHI BWKOHAHHS peKkoMeHAauiln, HagaHux 3a
pesynbTatTaMyM BUKOHaHHA 3aBOaHb BHYTPIWHbOrO ayauty, Ta
KOHTPOSIOE NOBHOTY BMPOBaAKEHHS TakMX peKoMeHaaLUin;

16. IHWi dyHKUji, nepenbadeHi 3akoHOAABCTBOM YKpaiHu.

Lli doyHkuii posnogineri mixx JenaptameHtamu Ta YnpasniHHamun HBA
HACTYMHUM YUHOM:

15. monitors implementation of recommendations provided based on
the results of internal audit engagements and controls

completeness of implementation of such recommendations;
16. Other functions provided for by the legislation of Ukraine

These functions are distributed among the Departments and

Sub-departments of IAD in the manner described below:

BHYTPILUHBOrO KOHTPOMNO (y TOMY uyuchi
yrnpaBniHCbKMX Ta BOyOOBaHUX KOHTpONiB),
ynpaeniHHA puavkamu ® Ta KopnopaTuBHOrO
ynpasniHHs®.

o [lepeBipka BiANOBIAHOCTI MpoueciB, LWO
nepeBipsoTbCS, BUMOram YNHHOTO
3aKoHo4aBCTBa, NOMITUK, HOPM Ta npoueayp.

o Basaemogis 3 BNacHnKamm npovecy
YNPOAOBX ayAUTOPCHLKOI Nepesipku.

o [ligrotoBka  ayaMTOpCcbKOro  3BiTY, WO
BKIHOMaE pesynbsraTtu nepesipKy,
pekoMeHauii Ta nnaH KOpUryr4ymx 3axoais 3

HenaptameHTun DYHKUIT IAD Departments Functions
Ta YnpaBniHHA and
HBA Sub-departments

HenaptameHT e BukoHaHHSA nraHoBmx ayaoutopcbkux | Corporate ° Perform planned audits of the Head

ayouty nepesipok npouecis MonosHoro Odicy: Functions Audit | Office processes.

KoprnopatMBHux | o BugsneHHa pusukis B npoueci, wo € | Department o ldentify risks within the audited process

dyHKLiN ob’ekTom nepeBipKy, Ta HagaHHA and provide recommendations for their
pekomeHgauin, CApsIMOBaHMX  Ha  iX mitigation referring to the internal control
MiHiMi3auito CTOCOBHO cuctemum system (including managerial and built-in

controls), risk management® and corporate
governance®.

o Verify compliance of audited processes
with the requirements of current legislation,
policies, rules and procedures.

o Communicate with process owners
throughout the audit.

o Prepare an audit report including audit
results, recommendations and action plans
to remedy identified shortcomings and
submit them for consideration to process
owners (heads of the audited units), the

8 AKWIo Le CTocyeTbCA NpoLiecy / perioHanbLHOro niapo3ainy, Lo nepesipaeTbes / If relevant for the audited process/regional unit
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DenapTtameHTun PyHKUT IAD Departments Functions
Ta YnpaBniHHA and
HBA Sub-departments
METOI YCYHEHHSI BUSABIEHMUX HEeOOoniKiB, Ta ix Bank's Management Board and the
HaJaHHA Ha po3rnsg BNacHMKaMm npouecy Supervisory Board (Audit Committee).
(kepiBHVMKaM THX nigposainis, o ° Inform the Management Board, Audit

OXONI0BaNMCb ayguTOPCbKOK NEPEBIPKOID),
MpaeniHHo BaHky Ta Harnggosin pagi
(KomiTteTy 3 nuTaHb ayauTy).

IHpopmyBaHHA  [paBniHHsA, Komitety 3
nuTaHb ayguty Ta Harnggosoi pagn BaHky
npo pesynsTaTu nepeBsipKun.

lNpoBeneHHs cneuianbHUX  ayOuTOPCLKUX
nepeBipoOK Ha OCHOBI BCTAHOBMEHUX (haKTiB,
nogin, pesynbratiB aHanisy abo noTovHuX
3MiH, LIO BMMaralTb HeramHux 3axodiB Ans
BUSIBIIEHHS Ta BM3HA4YeHHS OyOb-sIKOI LLKOAN,
30MTKy abo MiHimi3auii pu3uky.

HapaHH4A KOHCYnbTauinHUX noCryr,
HanpaBneHux Ha BOOCKOHaNeHHs npouecis
Ta onepaduin baHky.

Moganblunii  KOHTPOSb BWKOHAHHS MiaHiB

Committee and Supervisory Board of the
Bank about the results of the audit.

° Perform ad hoc audits based on
established facts, events, results of analysis
or current changes that require immediate
action to identify and determine any damage,
loss or mitigation of risk.

) Provide advisory services aimed at
improving the Bank's processes and
operations.

° Follow up on action plans resulting
from audit recommendations.

BHYTPILUHBOrO KOHTPOMNK (y TOMYy u4mcnhi
ynpaBniHCbKUX Ta BOyAOBaHMX KOHTPONIB),

KOPUTyH4nxX 3axoniB 3rigHo 3
pekoMeHaauisMy ayauTy.

HenaptameHT BukoHaHHs nsaHoBmUX ayoutopcbkux | Risk  and Capital | e Perform planned audits of the Head

ayauTy pusiKiB nepe.ipok npouecie MonoeHoro Odicy: Audit Department Office processes.

Ta kanitany BusiBneHHss pu3MkiB B MpouUeci, Wo € o Identify risks within the audited process
00’eKTOM nepeBipKMy, Ta HagaHHSA and provide recommendations for their
pekomeHgauin, CNpAMOBaHUX Ha  iX mitigation referring to the internal control
MiHimi3aLito CTOCOBHO cuctemu system (including managerial and built-in

controls), risk management ° and corporate
governance °.
o Verify compliance of audited processes
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DenapTtameHTun PyHKUT IAD Departments Functions
Ta YnpaBniHHA and
HBA Sub-departments

yrnpasniHHA puankamu ° Ta KoprnopaTuBHOO
ynpasniHHs®.

MNepesBipka BignosigHOCTI npouecis, WO
nepeBipsoTbLCS, BUMOram YMHHOrO
3aKoHOOaBCTBa, MNOMITUK, HOPM Ta npoueayp.

Bsaemogis 3 BNacHuKamm npovecy
YyNpoaoBX ayaNUTOPCHKOI NepPEBIpPKU.

MigrotoBka  ayguTopcbkoro — 3BiTY, WO
BKItoYae pesynsratu nepeBipKy,

pekomeHgauii Ta nnaH KOpUryt4mx 3axogis 3
METOI YCYHEHHS BUABMEHUX HEAONIKiB, Ta 1X
HaJaHHA Ha po3rnsg BnacHuMKam npoLecy
(kepiBHUKaM TUX nigpo3aainis, o
OXOMMoBanMcb ayauTOPCLKOK NepPeEBiIPKO0),
MpaeniHHo baHky Ta Harnagosin pagi
(KomiTteTy 3 nuTaHb ayauTy).

IHpopmyBaHHA  [MpaeniHHa, KomiteTy 3
nuTaHb ayguTy Ta Harmagosoi paau BaHky
npo pesynsTaTy NepeBipKu.

MpoBeOeHHA  cneuianbHUX — ayauUTOPCLKUX
nepeBipoK Ha OCHOBI BCTAHOBMEHUX (haKTiB,
noAin, pesyneratiB aHanisy abo noTovHuX
3MiH, WO BMMAararTb HeramHux 3axopgiB ansd
BMSIBNEHHSA Ta BU3HAYEeHHA Byab-sIKOT WKoAW,
361TKy abo MiHimi3auii pusnky.

HapanHs KOHCYNbTaLinHNX NOCHyr,
HanpaBreHWx Ha BOOCKOHAarNeHHs rpouecis
Ta onepadin baHky.

with the requirements of current legislation,
policies, rules and procedures.

o Communicate with process owners
throughout the audit.

o Prepare an audit report including audit
results, recommendations and action plans
to  remedy identified shortcomings and
submit them for consideration to process
owners (heads of the audited units), the
Bank's Management Board and the
Supervisory Board (Audit Committee).

. Inform the Management Board, Audit
Committee and Supervisory Board of the
Bank about the results of the audit.

° Perform ad hoc audits based on
established facts, events, results of analysis
or current changes that require immediate
action to identify and determine any damage,
loss or mitigation of risk.

° Provide advisory services aimed at

improving the Bank's processes and
operations.
° Follow up on action plans resulting

from audit recommendations.

° AKLIO Lie CTOCYETLCA NpoLiecy / perioHanbsHoro niaposainy, Lwo nepesipsaeTbes/ If relevant for the audited process/regional unit
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DenapTtameHTun PyHKUT IAD Departments Functions
Ta YnpaBniHHA and
HBA Sub-departments
e [loganbluMin KOHTPOSb BWKOHAHHS MfaHiB

KOPUTyrHo4nx 3axopis 3rigHo 3

pekoMeHaauisMu ayauTy.
OenaptameHT e [IpoBeaeHHs ayauTOPCbKUX nepe.ipok | Business ° Perform audits of the Bank's business
ayguty  GisHec GisHec npoueciB Ta perioHanbHOI Mepexi 3 | Processes and | processes and regional network to identify
npouecis Ta METOI0 BUSABMEHHA Ta cBoevYacHoro ycyHeHHs | Regional Network | and timely eliminate violations in Banking
perioHanbHoI nopyweHb Yy gisanbHocTi baHky, a Takox | Audit Department | operations, as well as perform audits of
Mepexi nepesipkn CUCTEMU BHYTPILWHLOrO KOHTponto | (including internal control  system to assess their
(Bknovatoum - Ansa nepeBipkn X edheKTUBHOCTI: Continuous effectiveness:
YnpasniHHA o BusiBneHHs puaukie y 6GisHec npouecax | Auditing o ldentify risks in the business processes
©eanepepBHOro Ta perioHanbHin mepexi baHky Ta HagaHHs | Sub-Department) and regional network of the Bank and
ayauTy) pekoMeHaauin 3 MeTO X MiHiMi3aLii CTOCOBHO provide recommendations for their reduction

cucrtem BHyTpiLUHbOFO KOHTPOJIIO (BKJ'IPO‘-IHO 3

ynpaeniHHAM
ynpaeniHHA pu3nkamu

Ta HaAaBHUMU

10

KOHTpONamu),
Ta KopnopaTvBHOIO

ynpasniHHa"

o

MepeBipka OOTPMMAaHHA BUMOI YMHHOIO

3aKoHO4aBCTBa, MOMITUK HOPM Ta npoueayp Y
npouecax Ta/abo perioHanbHin Mepexi, Wo €
00’EKTOM ayaAUTOPCBKOI NEPEBIPKN.

o

B3aemogis i3 BRacHuMkamu npouecis

yNpoaoBX ayaAnTOPCLKOI NEPEBIPKU.

O

MigrotoBka ayguToOpCbKOro 3BIiTY, LWO

BKSlOMaE pesynbTaty NepeBipku, pekoMeHaauil

Ta

nnaH KOPUTryKH4nx 3axo4iB 3 MeToH

YCYHEHHSI BUSIBNIEHUX HedoniKiB, Ta iX HagaHHS
Ha po3rnsd BnacHWkam npouecy (KepiBHUKam

TUX

nigposaainis, o Oynn  oxonneHi

ayauMTopcbKolo nepesipkoto), MpasniHH BaHky

referring to internal control systems
(including management and  built-in
controls), risk management’® and corporate
governance’.

o Verify compliance of audited processes
and/or  regional network with  the
requirements of current legislation, policies,
rules and procedures.

o Communicate with process owners
throughout the audit.

o Prepare an audit report including the audit
results, recommendations, and action plans
to remedy identified shortcomings and
submitting them for consideration to process
owners (heads of the audited units), the

Bank's Management Board and the
Supervisory Board (Audit Committee).
° Inform the Management Board, Audit

° Akl Le cTocyeTbcsa NpoLecy / perioHansHOro niapo3ainy, wo nepesipsetses/ If relevant for the audited process/regional unit
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DenapTtameHTun PyHKUT IAD Departments Functions
Ta YnpaBniHHA and
HBA Sub-departments
Ta Hamnapgosin pagi (Komitety 3 nutaHb Committee and Supervisory Board of the

ayoury).

e [HpopmyBaHHA [lpaeniHHA, KomiteTy 3
nuTaHb ayguty Ta Harnggosoi pagn BaHky
npo pesynsTaTu NnepeBsipKun.

e [IpoBedeHHA cneuianbHUX ayaUTOPCBKUX
nepeBipoOK Ha OCHOBI BCTAHOBMEHUX (haKTiB,
nogin, pesynbratiB aHanisy abo noTovHuX
3MiH, LIO BMMaralTb HeramHux 3axodiB Ans
BUSIBIIEHHS Ta BM3HA4YeHHS Oyab-sIKOI LWKOAN,
30MTKy abo MiHimi3auii pu3uky.

e HapaHHsA KOHCYnbTauinHUX MoCHyr,
CMPsSIMOBaHMX Ha BOOCKOHANEHHs npouecis
Ta onepaduin baHky.

e [loganblWni KOHTPOSb BMKOHAHHA MSiaHiB
KOPUTryHU4nX 3axoniB 3rigHo 3
pekomeHOauigamMun ayouTy.

YnpasniHHA 6e3nepepBHOro ayauTy, WO BXOAUTb

y [HenaptameHT ayauty 6i3Hec npoueciB Ta

perioHanbHUX Nigpo3ainiB KpiM BULLIE3a3HAYEHNX

OYHKLIN TaKoX 30INCHIOE HACTYMHI AYHKLUT:

° IHpopMmaUuinHO-aHaniTu4Ha niaTpumMka

ayauTie, B T.M4.. 3b6ip Ta KoHconigauid OaHux,

CTBOpeHHA pawbopaie  Ans  BigobpakeHHS

pesynbTatiB  NepeBipoK Yy 3po3yminiomy Ans

MEHEKMEHTY BUINAL,.

° PoboTta 3 6asamu gaHux 1a SQL, B T.u.:

ctBopeHHa SQL-zanuTiB gns uinen ayauTis;

nepeBefeHHs pasoBux 3anuTiB Yy dopmart
perynapHuX 3BiTiB 4NS MOHITOPUHIY PU3NKIB.

° ABTOMaTM3aLiga Ta BOOCKOHaNEeHHs

npouecis ayauty: po3pobka anropuTmis Ons

Bank about the results of the audit.

° Perform ad hoc audits based on
established facts, events, results of analysis
or current changes that require immediate
action to identify and determine any damage,
loss or mitigation of risk.

° Provide advisory services aimed at
improving the Bank's processes and
operations.

° Follow-up of action plans resulting
from audit recommendations.

The Continuous Audit Sub-Department,
which is part of the Business Processes and
Regional Network Audit Department, in
addition to the above functions, also
performs the following functions:

° Information and analytical support for
audits: data collection and consolidation,
dashboard development to visualize audit

findings in a clear, management-ready
format.
) Database management and SQL:

development of: SQL queries tailored for
specific audit objectives, converting one-time
queries into regular reports for continuous
risk monitoring.

° Audit process automation and
improvement: development of algorithms for
continuous auditing, enabling detection of
violations, development of requirements for
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DenapTtameHTun PyHKUT IAD Departments Functions
Ta YnpaBniHHA and
HBA Sub-departments

Ge3nepepBHOro ayauTy, LLO A03BOMSE BUABNATU
nopyweHHs, pospobka Bumor fo IT wopo
BOOCKOHAIEHHS  ayAUTOPCbKOro N3 abo
aBTOMaTM3alii KOHTPONbHUX TOYOK, poboTa 3 Al
Ta ML-pilleHHAMU.

IT units to enhance audit software or
automate control points, work with Al and ML
(Machine Learning) solutions.

YnpasniHHA
ayouty
iHbopmaLinHnx
cucTeM

e [lpoBedeHHs  ayaAUTOPCbKMX  MEPEBIPOK
iHdbopmaUinHMxX TexXHonorin Ta
iHdopMaUiNHMX CUCTEM.

e BusiBneHHs pU3KKiB y IT Ta

IHcbopmaLiHMX cuctemax — Ta HafaHHA

pekomeHgauii 3 METO iX MiHiMi3au,il.

o MMepeBipka BIANOBIAHOCTI NepeBipPeHMX

cucteMm  Ta/abo npoueciB BMMOram  YMHHOIO

3aKoHOOaBCTBa, NOMITUK, HOPM Ta Npoueayp.

o Bsaemogis i3 BnacHukammn npouecis
YyNpoaoBX ayaNUTOPCBLKOI NEpPEBIPKU.
o MigrotoBka ayouMTOpCbKOro 3BiTY, LWO

BKMOYaE pesynbratv nepesipku, pekomeHpauii
Ta NnaH KOpUryl4ynx 3axoaiB 3 METOK YCYHEHHS
BUSABMNEHUX HEAONIKIB, Ta IX HaA4aHHA Ha po3rnag
BMacHUKam npouecy (kepiBHVKaM TUX
nigpo3ainis, WO OXONMBanncb ayanTopCbKO
nepesipkoto), MpaeniHHio BaHky Ta Harnsgosin
pagi (KomiTeTy 3 nutaHb ayguty).

° IHpopmyBaHHA [MpaseniHHA, KomiteTy 3
nuTaHb ayauty Ta Harnggosoi pagu baHky npo
pesynsTaTi NepeBipKu.

° MNpoBeneHHs crneuianbHMX ayauTOPCbKNX
nepeBipoK Ha OCHOBI BCTaHOBMNEHMX akTiB,
nodin, pesyneratiB aHanizy abo NoTOYHUX 3MiH,
WO BuUMaralwTb HEeramHmx 3axo;iB  Ans

Information
Systems Audit
Sub-department

e Perform IT and IS audits:
o Identifying risks in the IT and IS of the
Bank and providing recommendations for
their reduction.
o) Verify compliance of audited systems
and/or processes with the requirements of
current legislation, policies, rules and
procedures.
o Communicate with process owners
throughout the audit.
o Prepare an audit report which
includes the audit results, recommendations,
and action plans to remedy identified
shortcomings and submit them for
consideration to process owners (heads of
those units, which were covered during the
audit), the Bank's Management Board and
the Supervisory Board (Audit Committee).
° Inform the Management Board, Audit
Committee and Supervisory Board of the
Bank about the results of the audit.
° Perform ad hoc audits based on
established facts, events, results of analysis
or current changes that require immediate
action to identify and determine any
damage, loss or mitigation of risk.
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DenapTtameHTun PyHKUT IAD Departments Functions
Ta YnpaBniHHA and
HBA Sub-departments

BUSBMNEHHA Ta BM3HA4YeHHs Oyab-sKOi LIKOAM, ° Provide advisory services aimed at
36uTKy abo MiHimi3auii pusuky. improving the Bank's processes and
° HapanHs KOHCYIbTaLinHUX nocnyr, operations.
HanpaBfeHMX Ha BAOCKOHANEHHsl npoueciB Ta ° Follow-up of action plans resulting
onepaduin baHky. from audit recommendations.
° lMNoganbLlunii KOHTPOSb BUKOHAHHS MiaHiB ° Participate in the review of incidents
KOpUrytoumx 3axofiB 3rigHo 3 pekoMeHgauismm related to information security violations.
ayouTy.
° YyacTtb y po3arnsaai iHUMAOEHTIB,
MOB’A3aHNX 3 MOPYLUEHHAMU iHdOPMALiNHOT
Besnekw.

YnpaBsniHHA ° PerynapHuin nepernag Ta oHoBneHHs | Methodology, ° Regular review and update of Internal

MeToaonori, MeToaonorii BHyTpiWHboOro ayauty 3 metor 1T [ Quality Assurance | Audit methodology to align it with current

KOHTPOIt0 akTyanisauil BignoBigHO A0 iCHyOYOT NpakTuku, | and Reporting | practices, external regulations and best

SAKOCTI Ta | 30BHIlWHIX  perynatmBHMX  OOKyMeHTiB  Ta | Sub-department practices in the internal audit field.

3BITHOCTI nepenoBoro pgocsigy y cdepi BHYTPiLWLHLOMO ° Prepare materials for the Audit
ayouTy. Committee and the Supervisory Board
° MiorotoBka wMatepianie ans 3acigaHb meetings.
KomiTeTy 3 nutaHb ayguTy Ta HarnsagoBoi pagu. ° Perform regular quality assurance
° 30iACHEHHs1  perynsipHuX 3axoaiB Aans after each audit as well as annual
3abe3neyeHHss SAKOCTI  BHYTPILUHBbOrO  ayguTy self-assessment of the Internal Audit
nicna  NpoBeOEHHA  KOXHOI  ayauTOPCbKOI Division.
nepeBipkX, a TaKoX LLIOPIYHOro CaMOOLiHIOBAHHSA ) Management and coordination of
fisanbHocTi Hanpamky "BHyTpilwHiA ayant". auditees’ assessment of IAD’s performance
° OpraHisauis Ta KoopauHauisi OUiHIOBaHHS as part of QAIP.
AisAnbHOCTI HBA ob’ektamu ayouTy ° Support for the automation system of
(migposginamu, WO NepeBipATLCS) B pamMKax internal audit processes
M3rA.
° MiaTpumka  cuctemm  aBTOMaTU3auii
npoueciB BHYTPILUHLOrO ayauTy
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HopaTtok 3. Bsaemogais 3 iHWWMMKM CTPYKTYPHUMU nigpo3ainamu
Ta 30BHilUHIMKM opraHi3auisimu, yctTaHoBaMMm.

HBA 3gincHoe cBoto AisnbHICTb Y chiBnpali 3 iHLWMMKU CTPYKTYPHUMMU
nigposginamm baHKy, a TakoX, B Mexax CBOEel KOMMeTeHuii, y
B3aeEMOZii 3 CTOPOHHIMU opraHisavigmu.

KepiBHWMK nigpo3giny BHYTPilWHbLOrO ayauTy 3abesnevye Ta
NiaTpumye eekTUBHY B3aEMOAi0 NiApo34iny BHYTPILUHBOro ayauTy
i3 3auikaBneHMmmn ocobamu, WO nepeabavyae HanarogXKeHHs
NapTHEPCbKMX BIAHOCUH, (DOPMYBaHHSA AOBipn Ta 3abe3neveHHs
MOXIMBOCTI OTPUMAaHHS 3auikaBreHMMn ocobamm gogaHoi BapToOCTi
Big pe3yneraTiB AiANbHOCTI NigPOo3Ainy BHYTPILHLOrO ayauTy.

IHbopMaLiq, WO MICTUTLCA B 3BiTax 3a pesyribTaTaMn BHYTPILLHLOMO
ayauTy, € KoHigeHuinHow. Nopsaok Ti HagaHHSA Ta PO3ronoLeHHs
peryrnoeTbcd HOpMaMn YMHHOTO 3aKOHOAAaBCTBA. HapgaHHA gocTyny
A0 3BITIB  BHYTPIWHBLOrO ayauTy noromkyetbcd 3 KepiBHMKOM
nigpo3Aainy BHYTPILWHBbOro ayauTy.

Y wMmexax cBoel pianbHocTi HBA B3aemogie 3 HacTynHUMM
BHYTPILUHIMKM Ta 30BHILUHIMK 3aLiKaBieHUMU CTOPOHAMM:

Appendix 3. Interaction with other structural units and
external parties

IAD carries out its activities in cooperation with other structural units of
the Bank, as well as within its competence in cooperation with external
parties.

The Head of the Internal Audit Division ensures and maintains effective
interaction between the internal audit unit and stakeholders, which
involves establishing partnerships, building trust, and ensuring that
stakeholders can derive added value from the results of the internal
audit function's activities.

The information contained in the internal audit reports is confidential.
The procedure for its provision and disclosure is regulated by the
provisions of the effective legislation. Access to internal audit reports is
provided subject to validation by the Head of Internal Audit Division.

Within the scope of its activities IAD interacts with the following internal
and external stakeholders:
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IHWIi CTPYKTYPHI

B3aemogis

Other

Interaction

nigpo3ainu structural units

YnpaBniHHA pu3nkamn | 3anuT Ta HagaHHA akTyanbHOI iHdopmauii | Risk Request and provide information, updates on
LLOAO crnocTepexeHb, pesyneratie ayanty | Management findings, audit results and identified
Ta BUABNEHWUX HedonikiB B ynpasniHHI deficiencies in risk management within the
pusmMkamn B pamkax 2-1 niHil 3axucTy, B second line of defense, including operational
TOMY yumChi WOAO onepauifiHUX puU3unKiB Ta risks and incidents. Discuss the validity of
iHUWMOEHTIB. O6roBopeHHs operations and actions in terms of risk
obrpyHTOBaHOCTI onepauin Ta 3axogis 3 identification and assessment within the
TOYKM 30py iAeHTUdikauil Ta OUiHKK audited processes and technologies, or
pU3NKIB B pamMKax npoueciB i TexHornorin, during monitoring of the implementation of
Wwo nepesipsatoTbes, abo nig  yac agreed actions, current and future planning,
MOHITOPUHIY ~ BWKOHaHHA  Y3rOXeHWUX and risk assessment.
3axodiB, MOTOYHOrO Ta  MalbyTHLOroO
nnaHyBaHHS, a TAKOX OLIHKW PU3MKIB.

Hanpsamok 3anuT Ta HagaHHSa akTyanbHol iHopmaLii | Compliance Request and provide information, updates on

“KomnnaeHc” LLOAO crnocTepexeHb, pesynbratie ayanty | Division findings, audit results and identified
Ta BUABNEHUX HeOonikis compliance risk deficiencies within the
KOMMMAEHC-pU3NKYy Yy pamkax 2-1 niHil second line of defence, including AML,
3aXUCTy, BKNIOYaKuM  PU3UKM  NpoTuUaii reputational and other compliance risks or
BiAMMBAHHIO KOLUTIB, penyTauiiHi Ta iHwWi incidents. Discuss the validity of operations
KOMMSaEHC-PU3NKN abo IHUMAOEHTW. and actions in terms of compliance risk
O6roBopeHHSA 06I'PYHTOBAHOCTI onepauin identification and assessment, as well as the
Ta 3axofdiB 3 TOYKW 30pYy igeHTudpikauii Ta evaluation of internal control system in
OLIHKM KOMMAEHC-PUBUKIB, a TaKOX OLLIHKM audited processes and technologies
CUCTEMU  BHYTPIWHBOMO  KOHTPOMIO B
npouecax i TEXHOSOrifAX, Lo
nepeBipsTbLCS.

Oupekuis 3 HR Ta |3 nuraHe Tpydosoro 3akoHogascTea, | HR and On issues of labor legislation, related to

KOprnopaTMBHOIO NnoB’A3aHnNX 3 BnacHum | Corporate one’s own employment and employment of

ynpasniHHS npavesnalTyBaHHAM Ta | Governance subordinate internal auditors, internal
npauesnawTyBaHHAM nignernux | Division corporate rules and corporate ethics,
BHYTPILLHIX ayauTopis, BHYTPILLHIMMK timekeeping process.
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IHWIi CTPYKTYPHI B3aemogpaisn Other Interaction
nigpo3ainu structural units
KopnopaTtuBHUMMU npasunamm i
KOpnopaTMBHOO €TUKOIO, npouecom
TabentoBaHH4.
Yci CTPYKTYPHIi | 3anut Ta HagaHHa iHdopmauii abo | All structural Request and provide information or

nigpo3ginn baHky

Bignosigen nig yac BUMKOHAHHSA
ayouToOpCbKOro 3aBaaHHA Ta/abo nig 4ac
MOHITOPVHIY ~ BUKOHAHHS  MOTOAXEHWUX
3axopqis. HapaHHs aKTyasnbHUX
CMOCTEPEXEHDb Ta 0OroBOpEHHS
OGr'pYHTOBAHOCTI 3axofiB 3 TOYKM 30pYy
BUSIBNEHHS Ta OLUIHKA PU3KKIB, CUCTEMMU
BHYTPILUHBOro KOHTPOStO Ta
KOpMNOpPaTMBHOIO YMpaeniHHA B paMKax
NpoueciB i TEXHONOTIN, WO NepeBipATbCS,
BnacHukamm/ 3aMOBHMKaMU un
BMKOHaBLAMMN AKUX € BiaNoBigHi
nigposginu.

units of the
Bank

responses during the audit engagement
and/or while monitoring the implementation
of agreed actions. Provide up-to-date
findings and discuss the validity of actions in
terms of identifying and assessing risks,
internal control system, and corporate
governance within the audited processes
and technologies owned, managed, or
executed by the relevant units.
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B3aemopis 3i CTOPOHHIMU opraHisaLigamu Ta yctaHoBaMu:

Interaction with third-party organizations and institutions:

CTOPOHHi
opraHisauii Ta
yCTaHOBM

B3aemogis

Third-party
organizations
institutions

and

Interaction

HavuioHanbHun
YKkpainu

0aHK

Ha ocHosi NonoxeHHs, 3aTBepaXXeHoro
MoctaHoBoto HBY Ne311, Hanpsimok
"BHyTpIiLLHIN aygut" Hapae
HauioHanbHomy 6aHKy YkpaiHu:

1. PiyHMM nnaH ayguTty Ta 3MiHM OO
HbOrO (3a HasiBHOCTI),

2. 3BiT npo poboty nigposainy
BHYTPILUHBOrO ayauTy 3a NiBPOKY.

3. IHWi OokymeHTM abo mnUCbMOBI
NoBiJOMMEHHS 3a pesynsratamu
BHYTpilWHbOro ayauty baHky 3rigHO 3
odilinHUMM 3anuTamu.

4. HBA 30060B’A3aHMA  NMCbMOBO
noeigoMnATM HauioHanbHUI GaHK npo
BUSIBIEHI nig  4ac  npoBeaeHHs
ayguToOpPCbKOI  nepeBipkn  (ayauTy)
BUKPUBNEHHSI MOKa3HUKIB diHAHCOBOI
3BiTHOCTIi  BaHKy, nopyweHHa Ta
Hegonikn B poboti BbaHky, a Takox
Oyob-siki nogii B gianbHocTi BaHky, ski
MOXYTb  HEraTMBHO  BMIIMHYTU  Ha
NIaToCNPOMOXHICTb, Gesneky i
HagivHicTb baHky, akwo [MpaeniHHAM
baHKky cBOe4YacHO He BXWUTO 3axopnis
LWOAO YCYHEHHS UuuxX MopyweHb Ta
Heponikis, a Harngaosa paga baHky He

National Bank of Ukraine

Based on NBU Regulation Ne311, the
IAD submits to the NBU:

1. The Annual Audit Plan and
changes to the Plan (if any),

2. Semi-annual report on the activity
of the Internal Audit Division.

3. Other documents or written
communications based on the results
of the Bank's internal audit as per
official requests.

4. IAD must notify the National Bank
in writing about the distortions of the
Bank's financial statements,
violations and deficiencies in the
Bank's activity , as well as any events
in the Bank's that may adversely
affect the Bank's solvency, security
and reliability, if the Bank's
Supervisory Board did not take timely
measures to  eliminate these
violations and deficiencies, and the
Bank's Supervisory Board did not
consider the appeal of the Head of
IAD on inaction of the Bank's
Management Board and did not take
appropriate measures.
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CTOPOHHi B3aemogaisn Third-party Interaction
opraHisauii Ta organizations and
yCcTaHOBMU institutions

po3rngaHyna 3BepHeHHs KepisHuka HBA
woao GesgisanbHocTi lMpaeniHHA GaHKy
Ta 3a pesynbratamm po3rnsagy Lboro
3BEPHEHHA He BXuna BignoBigHMX
3axopfi..

HauionanbHun LeHTp
MigroToBKU OaHKiBCbKMX
npauisHukiB Ykpainu, BIrO

‘IHcTuTyT BHYTPILLHIX
ayguTopis YKpainn”,
ISACA Ta iHLLi
nocravyanbHUKNW  OCBITHIX
nocnyr i HaBYanbHUX
nporpam

oo opraHisauii HaBYaHHSA
cniBpobiTHUKIB Hanpsamky "BHyTpilHin
ayouTt".

National  Center for
Training of Bank
Employees of Ukraine,
"Institute  of Internal
Auditors of Ukraine",
ISACA and other
providers of educational
services and training
programs

For organization of training of IAD

employees.
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Oopatok 4. NMpuHUMNKN eTUKK Ta
npocdecioHaniamy

MpyHUMnn eTUKN Ta npodecioHaniamy
BCT@HOBMOKTbL  OYiKyBaHHA  LWOOO  MNOBEAiHKM
BHYTPILLHIX ayauTopis. [oTpnmaHHs umx
NPUHUUNIB  BCensie OOBipY, CNpUSie PO3BUTKY
€TUYHOI KyrnbTypu Ta CTBOPKE MigrpyHTa ans
OoBipy [0 pobOoTM Ta CymXkeHb BHYTPILHIX
ayauTopis.

MpuHumn 1: lemoHcTpyBaTN 4OGPOYECHICTD

[loBpo4yecHiCTb NEeXMTb B OCHOBi BCIX iHLWKNX
€TUYHUX NpUHUMAIB. BHYTpiWHI ayanTopu MaloTb
OOTPUMYBATUCH  MOpPAnbHO-€TUYHUX  NPUHLMNIB,
OEMOHCTPYBaT YeCHICTb Ta CMInMBICTb Y CBOIN
po6oTi. BOHM NOBWHHI BYTWM YECHMMMW Yy CRINTKYBaHHi
Ta OisaTv, cnuparyuch Ha BianoBigHI dakTu, HaBiTb
KON CTUKalTbCA 3 TUCKOM abo MOTEHUINnHUMMK
HeraTMBHMMKW Hacnigkamn. [JobpodvecHicTb Mae
BaXNMBEe 3HAYE€HHsI 4S9 BCTAHOBMEHHSA AOBipU Ta
noearm.

Ctangapt 1.1. YecHicTb i npodeciniHa CMIinNuBIicTb

Ayoutopu MalTb BUKOHYBaTM CBOI OOOB’A3KM
YyecHo Ta 3 npodecinHo  CMINUBICTIO,
3abe3nevyoun NpaBamBICTb, TOYHICTb i BiAKPUTICTb
y cCninkyBaHHi. BoOHWM NOBWHHI po3kpuBaTN BCi
BiOMI M CyTTEBI (paKTW, siKi MOXYTb BMAVHYTU Ha
NPUWHATTA pilleHb B opradizauil, i BXxuBatn
HanexXHUX 3axofiB, HaBiTb KOMW BOHW CTUKAKOTbCA
3 AuneMamu Ta cknagHumm cutyauiamu.

Ctangapt 1.2 ETu4HI ovikyBaHHA opraHisauii

BHyTpiWwWHI ayautopy MawTb PO3YyMITU  ETUYHI
OuiKyBaHHSA CBOE€I opraHisauii Ta Bignosigatn im.
BoHM noBuHHI  noBigoMnATM  Npo  Byab-siky
noBeaiHKy, WO He BigNoBiAae LUM O4iKyBaHHSM,
BiAMOBIAHO OO HAsABHWUX NONITUK Ta npouenyp.

Ctanpgapt 1.3 lNpaBoBa Ta eTn4Ha noeediHka

BHyTpilWHI ayguMTOpn MOBMHHI YHUKATU HE3AKOHHOI
abo AaucKpeauTylodoi  OianbHOCTI, dKka  MoXe
3allKkoanTK opraHisauii abo npodecii. BoHn maloTb
JOTpuMyBaTuCA BignoBigHNX 3aKOHIB i
HOpMaTUBHUX akTiB Ta iHdopmyBatn npo
nopyLUeHHA BigNoBiaHI iHCTaHLUIT.

MpuHumn 2. JoTpuMaHHsA 06’EKTUBHOCTI

Appendix 4. Ethics and Professionalism
principles

The Ethics and Professionalism principles set
forth behavioral expectations for internal
auditors. Conformance to these principles instills
trust, fosters an ethical culture, and provides the
basis for reliance on internal auditors’ work and
judgment.

Principle 1: Demonstrate Integrity

Integrity underpins all other ethical principles.
Internal auditors are expected to adhere to
moral and ethical principles, demonstrating
honesty and courage in their work. They must
communicate ftruthfully and act based on
relevant facts, even when faced with pressure or
potential adverse consequences. Integrity is
essential for establishing trust and respect.

Standard 1.1
Courage

Honesty and Professional

Auditors must perform their duties with honesty
and professional courage, ensuring truthfulness,
accuracy and openness in their
communications. They must disclose all material
facts known to them that could affect
organizational  decision-making and take
appropriate action, even when confronted by
dilemmas and difficult situations.

Standard 1.2
Expectations

Organization’s Ethical

Internal auditors should understand and align
with the ethical expectations of their
organization, promoting an ethics-based culture.
They must report any behavior inconsistent with
these expectations as per the applicable policies
and procedures.

Standard 1.3 Legal and Ethical Behavior

Auditors must avoid illegal or discreditable
activities that could harm the organization or
profession. They should abide by relevant laws
and regulations and report violations to
appropriate authorities.

Principle 2: Maintain Objectivity

Objectivity ensures unbiased and impartial
auditing, enabling professional judgments and
fulfilling responsibilities without compromise. It is
supported by an independently positioned
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O6’ekTmBHICTL  3abesnevye  HeynepemXeHicTb
ayouTy, WO pJdae 3MOry BUHOCUTU MPOdECiVHI
CY[DKEHHs1 Ta BMKOHyBaTW nocazoBi 060B’A3kn 6e3
ynepemxkeHb. HesanexHictb Hanpamky nigTpumye
30aTHICTb  BHYTpPIWHIX  ayauTopiB  36epiratu
06'EKTUBHICTD.

Ctangapt 2.1 IHgMBigyanbHa 06’ eKTUBHICTb

Ayoutopu  MOBMHHI  306epiratTh  npodecinHy
06’EKTUBHICTb, Kepyrodnch HeynepempKeHUM
MWUCIEHHAM Ta 3Ba)XEHO OLHIOKYKM BCi BiAMnoBigHI
obctaBvHU. BOHWM  MOBUHHI 3HATU NPO MOXNUBI
yrnepemkeHHs Ta gonatm ix.

Ctanpapt 2.2 36epexeHHs 06'eKTUBHOCTI

AyauTopy MaloTb posnizHaBaTM Ta yHUKaTM abo

nom’sKLLyBaTh daKTUYHI, NMOTEHLiNHI abo
nepenbavyBaHi 3arposu 06’eKTUBHOCTI,
Hanpuknag, YHUKatu KOHQNIKTY iHTepeciB abo

npuimatn  Byab-aki - npegMeTn, gKi MOXYTb
BMJIMHYTM Ha IXHIO HeynepemkeHicTb. BoHu He
NOBWHHI OLiHIOBaTU AiANbLHICTb, 3a AKY Bignosiganu
NPOTAroM OCTaHHiX 12 micsauis.

Ctanpgapt 2.3 Po3kpuTTa iHopmMaLii npo 3arposy
00’EKTUBHOCTI

Mpo Oyab-sike NOPYLUEHHA  O6’€EKTUBHOCTI
HeobXigdHO HeramHo MOBIAOMIATU  BiANOBIOHI
ctopoHn. KepisHuk HBA noBuMHEH po3pobutn
METOLOSOri0 ANA YCYHEHHSA Takux NopyLUEHb.

KepiBHWK BHYTPILLHBOro ayauTy 34iMCHIOE KOHTPOIb
32  OOTPUMAHHAM  npuHUMNy  O6’€KTMBHOCTI
BHYTPILLIHIMW ayauTopamMu, y TOMY Yuchi 34iINCHI0E
3axogu  Wwono BUSIBMIEHHS, PO3KpPUTTSA Ta
pearyBaHHA Ha BUWSBMEHWA KOHMNIKT iHTepeciB.
[na BperynioBaHHA Ta MiHiMi3aUil HeraTMBHOIO
BMMVMBY  KOHPMIKTY iHTEepeciB 3acTOCOBYHOTbCA
3axoaM, WO npu3BoaATb A0 MOBHOMO YCYHEHHS
KOHQuMIKTY iHTepeciB 3rigHO BuMoOr [loniTuku
3anobiraHHa KoHdnikTam iHTepeciB baHky.

KomiteT 3 nutaHb ayauty Mae  OyTtu
npoiHopmMoBaHMn  LWWOAO BUSABMEHUX BUNaOKIB
peanbHUX abo NOTEHUiNHUX KOHGMIKTIB iHTepecis
BHYTPIWHIX ayauTopiB Ta iHWWX MOpPYLUEHb,
BHacCnigoK SKMX MOXe CTaTUCs  MOPYLUEHHSA
npuvHUMNy  OBG’€KTUBHOCTI, a TaKoX  YXUTUX
KEepiBHMKOM  NiApo3ainy BHYTPILWHLOrO — ayauTy
3axofiB pearyBaHHS, BKOYar4M BegeHHs oOriky
TaKuX NOpYyLUEHb.

MpuHumn 3: [leMoHCTpyBaT KOMMNETEHTHICTb

internal audit function.
Standard 2.1 Individual Objectivity

Auditors must maintain professional objectivity,
applying an unbiased mindset and making
balanced assessments of all relevant
circumstances. They must be aware of and
manage potential biases.

Standard 2.2 Safeguarding Objectivity

Auditors must recognize and avoid or mitigate
actual, potential, or perceived impairments to
objectivity, such as avoiding conflicts of interest
or accepting items that could impair their
impartiality. They must not assess activities they
were previously responsible for within the past
12 months.

Standard 2.3 Disclosing
Obijectivity

Impairments  to

Any impairment to objectivity must be promptly
disclosed to relevant parties. The Head of IAD
should establish methodologies to address
these impairments.

The Head of Internal Audit monitors compliance
with the principle of objectivity by internal
auditors, which includes taking measures to
identify, disclose and respond to any identified
conflict of interest. To resolve and mitigate the
negative impact of the conflict of interest,
measures are taken to ensure the complete
elimination of the conflict of interest as per the
requirements of the Conflict of Interest
Prevention Policy of the Bank.

The Audit Committee must be informed of any
identified cases of actual or potential conflicts of
interest of internal auditors and other violations
that may compromise the principle of objectivity,
as well as the response measures taken by the
Head of Internal Audit unit, including keeping
records of such violations.

Principle 3: Demonstrate Competency

Internal auditors apply the knowledge, skKills,
and abilities to fulfil their roles and
responsibilities successfully. In addition to
possessing or obtaining the competencies
needed to perform services, internal auditors
improve the effectiveness and quality of
services by pursuing professional development.

Standard 3.1 Competency

Internal auditors must possess or obtain the
competencies to perform their responsibilities

54



MONOXEHHA NPO HAMPAMOK “BHYTPILWHIVA AYONT” u

INTERNAL AUDIT CHARTER

BHyTpilwHi  ayanTopu  3aCTOCOBYHOTb  3HaHHS,
HaBMYKM Ta BMIHHA AN YCNILWHOrO BWKOHAaHHSA
CcBOIX yHKUin Ta obos’sskiB. Okpim TOro, WO
BHYTPILWHI ayauTopu BonogitoTb abo HabyBarTb
KOoMneTeHuii, HeoOxigHi Ans HagaHHA nocnyr
ayaouTy, BOHU NiABULLYIOTb ePeKTUBHICTb Ta AKICTb
LMX nocnyr yepes npodecinHnin po3BUTOK.

CtaHagapt 3.1 KoMNeTEeHTHICTb

BHyTpiwHi ayautopu MaiwTb Bonogitm  abo
3000yBaT KOMNeTeHLUii, HeobxigHi Ans ycniwHoro
BMKOHaHHSI CBOiX 0060B’A3KiB. BHyTpilWHI ayauTopu
MaloTb 34iNCHIOBATU NULLEe Ti 3aBAaHHA ONA SKUX
BOHM MaTb abo MOXyTb Habytn HeobxigHoi
KOMneTeHL;i.

MpuHuun 4: 3acTocoByBaTn HanexHy npodecinHy
peTenbHiCTb

BHyTpiWwHI  ayguTopy  NpPOSBNSAOTL  HanexHy
npodecinHy peTenbHICTb Y NPOLECi NraHyBaHHS Ta
HaZlaHHA NOCnyr BHYTPILWHLOrO ayauTy.

Ctanpgaptr 4.1 BignosigHicte  MobanbHuUM

cTaHgapTaM BHYTPILLIHbOrO ayauTy

BHyTpilWwHI ayauTtopu nNOBMHHI  nnaHyBaTu Ta
HagaBsaTu nocnyru BHYTPILLHBOrO  ayauTy
BiQNoBiaHO no MmobanbHux cTaHgapTiB
BHYTpiWHbLOro ayauty. Metogonorisi BHYTPiLUHbOrO
ayouTty NMOBMHHA po3pobnaTucs,
OOKYMeHTyBaTucA, Ta NigTpumyBaTucs BignoBigHO

no CraHnpapris.

CtanpapT 4.2 HanexHa npodgeciinHa peTenbHiCTb

AyauTopu NOBWHHI ouiHoBaTn xapakrep,
obcTaBuHM Ta BMMOrM OO0 CBOIX  MOCNYT,
BpaxoBylO4M cCTpaTerito  opraHisauii, iHTepecu

3auikaBrneHnx CTOPiH Ta NOTEHUINHI pu3nKkn. BoHK
NOBWHHI BMKOPUCTOBYBaTW BiANOBIAHI MeToaW Ta
IHCTPYMEHTU Ons eEeKTUBHOrO OOCATHEHHS Uinewn
3aBaaHb.

Ctanpapt 4.3 lNpodecinHnin ckenTuunam

Ayautopu NOBWHHI  36epiraTh  OONUTAMBICTL |
KPUTUYHO  OUiHIOBaTU  HafiNHICTE  iHdopMaLiT,
LykaTn gogaTkoBi AoKasn, Konu ue HeobxigHo ans
3abe3nevyeHHs NOBHOTU | TOYHOCTI.

MpuHumn 5: loTprMaHHA KOHdIAEeHUINHOCTI

BHyTpilwHi  ayguTopu, Mawoum  goctyn  go
KOHdbigeHUinHoT iHdbopmaLlii, 3000B’s3aHi
30iMCHIOBATK Ti HAnNeXHe BUKOPUCTAHHSA Ta 3aXMCT.

successfully. Internal auditors must engage only
in those services for which they have or can
attain the necessary competencies.

Standard 3.2 Continuing Professional
Development
Internal auditors must pursue continuing

professional development including education
and training. Practicing internal auditors who
have attained professional internal audit
certifications must follow the continuing
professional education policies and fulfill the
requirements applicable to their certifications.

Principle 4: Exercise Due Professional Care

Internal auditors apply due professional care in
planning and performing internal audit services.

Standard 4.1 Conformance with the Global
Internal Audit Standards

Internal auditors must plan and perform internal
audit services according to the Global Internal
Audit Standards. The internal audit function’s
methodologies must be established,
documented, and maintained in alignment with
the Standards.

Standard 4.2 Due Professional Care

Auditors must assess the nature,
circumstances, and requirements of their
services, considering organizational strategy,

stakeholder interests, and potential risks. They
should use appropriate techniques and tools to
achieve engagement objectives effectively.

Standard 4.3 Professional Skepticism

Auditors should maintain inquisitiveness and
critically assess the reliability of information,
seeking additional evidence when necessary to
ensure completeness and accuracy.

Principle 5: Maintain Confidentiality

Internal auditors have access to sensitive
information and must use and protect it
appropriately. They must respect the value and
ownership of information, using it only for
professional purposes and safeguarding it from
unauthorized access or disclosure.

Standard 5.1 Use of Information

Auditors should follow relevant policies,
procedures, laws, and regulations when using
information, ensuring it is not used for personal
gain or in a manner detrimental to the
organization.
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BoHM NOBWHHI noBaxkaTW LiHHICTb iHopmMmauii Ta
npaBo BNacHOCTI Ha Hel, BUKOPUCTOBYBATH 1T nuile
B  npodecinHux  uinax i 3axuwatn  Big
HecaHKLiOHOBaHOro 4ocTyny abo po3rofoLeHHS.

Ctanpapt 5.1 BukopuctaHHs iHpopmaLii

Mig 4yac BWUKOpUCTaHHA iHopmauii ayguTopu
NMOBWUHHI  OOTPMMYBaTUCA BIAMOBIAHUX MOSITUK,
npoueayp, 3akoHiB i  HOPMaTMBHWX  akKTiB,
3abesnevyoun, o6 iHdbopmauis He

BMKOPUCTOBYBanacsi 4ns ocobucrtoi Buroan abo y
cnocib, Wo 3aBaae WKOAM opraHisadii.

Ctanpgapt 5.2 3axuct iHdopmauit

AyouTopu HecyTb BignoBiganbHICTb 3a 3axucT

KOHMDiAEeHUINHOCTI, npueBaTHOCTIi Ta  npasa
BNacHocTi Ha  iHdopmauito, AOTPUMYOYUCH
BiOMOBIAHWX 3aKOHIB i MONITMK opraHisauii. BoHK
MOBWHHI  yNpaBnNATM  pPU3NKaMW HEHaBMUCHOIo
posrofoweHHs  iHdopmauii Ta 3abesnevyBaTtu
HanexHy o6pobky, 30epiraHHS Ta 3HULLEHHS
3anucis.

KepiBHuk HBA Bignosigae 3a npocyBaHHA Ta
3abe3nevyeHHs  OOTPMMaHHA  UMX  €TUYHUX
cTaHgaptiB 'y Hanpamky "BHyTpiwHin aygut".
BHyTpiwHi ayguTopu 3000B'A3aHi 4OTpMMYBaTUCS
UMx cTaHgapTie, WwoO nigTpumyBaTu AOBIpYy A0

npodecii BHYTPILLHLOrO ayauty Ta Il
€EeKTUBHICTb.
Y Bunagky BusIBNEHHA  akTy MOpYLUEeHHS

MpuHUMNiB eTnkM Ta npodpecioHaniamy, a TakoX
Kogekcy noBegdiHkn (eTukn) 6GaHKy BHYTPILUHIMMK
ayoutopamu, KepiBHuk Hanpamky “’BHyTpillHin
ayauT’ HeBigknagHo iHopmye npo ue Kowmitet 3

ayauty Hamnagosoi pagu  badky, 3rigHo 3
NOPSIAKOM, BCTAHOBIEHUM BHYTPILUHIMK
OOKYMeHTamu BaHky;, BKMNtoYarounm  getani

NopyLUEHHA, MpoBedeHi 3axoan Ta pekoMeHaauit
Loao noaanbLUnX Ain.

Standard 5.2 Protection of Information

Auditors are responsible for protecting
information confidentiality, privacy, and
ownership, adhering to relevant laws and

organizational policies. They should manage
risks of inadvertent information disclosure and
ensure proper handling, retention, and disposal
of records.

The Head of IAD is responsible for promoting
and ensuring adherence to these ethical
standards within the Internal Audit Division. It is
imperative for internal auditors to uphold these
standards to  maintain  credibility and
effectiveness of the internal audit profession.

If a violation of the Principles of Ethics and
Professionalism, as well as the Code of Conduct
(Ethics) of the Bank by internal auditors is
detected, the Head of Internal Audit Division
immediately informs the Audit Committee of the
Supervisory Board of the Bank according to the
procedure set forth by the internal documents of
the Bank, including details of the violation,
measures taken and recommendations for
further actions.
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Dopatok 5. NMpouenypa Bin6opy 3a
Kputepiamu

BusHadeHHs KpuTepiiB Bigbopy KomnaHin
OJ151 ayTCOPCUHTY 3aBAaHb B obnacTi ayguTy
ana gonomorn KomiTeTy 3 nuTaHb ayauty y
BUBOPI HankpaLloi KOMNaHii ans
NpoBeAEHHS ayOUTOPCbKUX NEPEBIPOK:

1. Binbip NOTEHLINHNX KOMNaHin
npoBOAUTbLCA y dopmi "3akputoro
TeHgepy", WO oO3Havae, Wwo 3anuT Oyae
HagicrnaHum nonepeaHsL0 o6paHnm
KOMMaHiaM, sKi MaloTb HeoOXigHi HaBUYKW,
[JOCBil Ta KOMNETEHLLT.

2. lMpoueaypa Biodopy 34iNCHIOBATUMETLCS
HaCTYMHUM YMHOM:

- Hanpamok “BHyTtpiwHin ayaut” (HBA)
NpoBOAUTL MonepegHiv ornag KoMnaHin Ha
PUHKY, SKi BignoBigalTb BuULLE3a3HAYEHUM
Kputepiam.

- HBA npegcraense pesynsratu
nonepegHeoro ornagy AK Ta 36upae
AoOaTkoBi 3ayBaxeHHs Ta nponosuuii AK
LLIOAO 3MiHW, PO3LUMPEHHS abo BUKMIOYEHHS
3i CNUCKY NOTEHUINHMX KOMNaHin, ski 6yayTb
6paTtu yyacTb y Bigbopi.

- Pasom i3 nepenikom komnaHin HBA Hagae
AK TexHiyHe 3aBAaHHA Ha 3aTBEPIKEHHS.

- HBA 3BepTaeTbca 4o ob6paHuX KOMMNaHiMn,
Hagcunadm M  TexHiyHe 3aBOaHHA, B
SAKOMY BU3HA4YeHO obcsr, TEPMIHN,
OYiKyBaHWW pe3ynbTaT 3a NepeBipkol Ta
CTPOK NogaHHs Npono3unuin.

- OTpumaBwwn iHopmaLio Big KOMMaHIN,
sKi 6epyTb y4acTb y npoueci Bigoopy, HBA
opraHi3oBye cnisbecigy 3 TMMW 3 HUX, SKi
BUPILUNNN B3SITW Y4YacTb.

- MpoBoauTbes 3anuc cniebecian.

3. Ha ocHoBi iHbopmauii, oTpumaHoi Bif
ydyacHuKa, a TakoX AoOaTKoBOI iHGhopmaLii
3a pesynesratamu cniebecign, cknagaeTbes
MaTtpuusa ouiHkm. WabnoH Takoi maTtpuui
ouiHkm € [logaTtkom 6.

4. MaTtpuus ouiHkn, Oygyynm KOMMNNEKCHUM
nigcyMkom npouecy Bigdopy, Hagaetbcs AK
AN NPUAHATTS OCTaTOYHOIO PilLEHHS LLOAO0

KomnaHii, saky 6yde 3anydyeHo Ans
ayTCOPCUHIY  BWKOHaHHS  ayaAMTOPCHLKOrO
3aBAaHHS.

5. lMigrotoBka MaTtpuui OUiIHKWN, B SKIN Mae

Appendix 5. Selection criteria procedure

The selection of criteria for the outsourcing
activities in the audit area helping an Audit
Committee to choose the best company for
performing audit engagements.

1. Selection of the potential companies
would be performed in a “closed tender’
form, which means an inquiry will be sent to
preselected companies having required
skills, experience and competences.

2. Selection Procedure will be performed as
following:

- IAD performs a preliminary review of the
companies on the market that meet the
above-mentioned criteria.

- IAD presents results of the preliminary
review to the AC and collects additional
remarks, suggestions of the AC to change,
extend or withhold the list of potential
companies that will take part in the
selection process.

- Along with the list of companies IAD
presents AC the Terms of Reference for the
approval.

- IAD reaches out to the selected
companies, sending them Terms of
Reference defining the scope, timeline,
expected outcome of the engagement and
the date when proposals should be
submitted.

- After receiving information from
companies taking part in the Selection
Process, IAD arranges an interview with
those who decided to participate.

- An interview is recorded.

3. Based on the information received from
the participant along with the additional info
from an interview, an Assessment Matrix is
being prepared. A Template of such
Assessment Matrix constitutes an Appendix
6.

4. Assessment Matrix, being a complex
summary of the selection process is
presented to the AC for the final decision on
the company that will be performing
outsourced audit engagement.

5. While preparing an Assessment Matrix
where it should be delineated:
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OyTn BM3HAYEHO:

- TexHiyHi napameTpu, Taki 9K [JoCBIg,
3HaHHSA, nNiArotToBka 3 BiAMOBIAHOI Temu,
AocBig poscnigyBaHb - 40%

- PesyneraTtu cnisbecign — 20%

- ®iHaHcoBi ouikyBaHHsS — 40%

6. 3actocoByloTbCca oOUiHKM Big 1-4, pe:
noraHo (1), HWX4ye cepedHboro (2), Buwe
cepeaHboro (3), Hankpalue (4).

7. HBA 3actocye npodecinHe cymxeHHs nig
Yyac BUHeCeHHda nponosuuii Ha KomiteT 3
nuTaHb ayauTy CTOCOBHO TOrO, SIKy came
nepesipky nepedatM Ha ayTCOPCUMHI Ha
OCHOBI HagaHuX MNpono3uuin Ta AOCTYMHUX
HaBMYOK Ha cTopoHi HBA. 3actocoBytoTbecs
OuiHKM Big 1-4, ge: Hemae HaBuyok (1),
HaBUYKN HWMXKYE CepemHboro (2), HaBUYKM
BULLEe cepeaHboro (3), BigMiHHI HaBu4ku (4).
8. Cnig pospaxyBaTu 3BaXKEHUN
nigcymkoBun 6an, AkMi CTaHe MOKa3HUKOM
ansa AK gna npurHATTS  pilleHHs  Woao
BMOOpPY KOMNaHil.

- Technical parameters like their
experience, knowledge, preparation in this
kind of topic, forensic experience - 40%

- Results of the interview — 20%

- Financial expectations — 40%

6. Scores that should be applied range from
1-4 where: poor (1), below average (2),
above average (3), superior (4).

7. IAD will apply professional judgement to
propose to AC which audit to outsource
based on the proposed offers and skills
available on IAD side. Scores that should
be applied range from 1-4 where: no skills
(1), below average skills (2), above average
skills (3), superior skills (4).

8. The final weighted score should be
calculated that will be an indication for an
AC to make a decision on selecting a
company.
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HDopaTtok 6. MaTpuus ouiHKK

mﬂpur-:a‘llﬁaru-:

Appendix 6. Assessment matrix

HasBa KoHTakTHa | KomneteHuii, Ban 3BaXxxeHnn Pesynsratn Ban 3BaxeHun | PiHaHcoBi | Ban 1-4 | 3BaxeHun | 3BaxeHun
KoMnaHii ocoba jocsig, 1-4 6an cnisdecign 1-4 6an O4iKyBaHHS 6an 3aranbHumn
3HaHHS, (Bara*6an) Bara 20% (Bara*6an) | Bara 40% (Bara*6an 6an
niarotoBka 3 )
TeMuU,
pocsif
po3cnigyBaHb
Bara 40%
Name of Contact Competencie | Score Weighted Results of Score Weighted Financial Score Weighted Total
the Person S, experience 1-4 score an 1-4 score expectatio 1-4 score weighted
Company details and (weight*scor interview (weight*sc | ns Weight (weight*sc score
knowledge in e) Weight ore) 40% ore)
the area, 20%
forensic
experience
Weight 40%
Company X 1 0,4 2 0,4 3 1,2 2
Company Y 4 1,6 3 0,6 2 0,8 3
Company Z 3 1,2 2 0,4 2 0,8 2,4

MoraHo (1), HMXYe cepeaHboro (2), Buue cepeaHboro (3), Harkpalle (4)

Poor (1), below average (2), above average (3), superior (4)
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INTERNAL AUDIT CHARTER
I I - il il ol il
KomneTeHLuii, 4OCBIA Ta 3HaHHSA Yy cdepi, Lo NepeBipAeTbCs, KOXHOIo 3 10% 0.00 0.00 0.00
YneHiB KOMaHaW, 3aNpPONOHOBaHOI A5 MPOBEAEHHS ayAMTOPCLKOT
nepeBipku
2  KowmneteHuiji, 4oCBig Ta 3HAHHA KOMaHAW y cdepi, Lo NepeBipseTbes 10% 0.00 0.00 0.00
3  3patHicTb MpoBeCTU ayAMTOPCbKY NEPEBIPKY Y BU3HAYEHI CTPOKU 10% 0.00 0.00 0.00
4  3HaHHA baHky Ta noro npouecis 10% 0.00 0.00 0.00
5  Pesynbratu cniB6ecign 3 HBA 20% 0.00 0.00 0.00

|____|3aranom 3a kpuTepiamM ouiuku AkoeTi | 60% | 000, | 000, | 000

%

6  ®iHaHCOBI BUTpaTH 40% 0.00 0.00
7  Pesynbraty OUiHKM 32 SKICHUMMW KpUTEPISIMU 60% 0.00 0.00

[ 3aranow aa Kpnepismu ocrarourol ouk o0 000 000

“ Evaluation Criteria Company 1 W Company 2 w Company 3
t, %

Competencies, experience and knowledge in the audited area of the 10% 0.00 0.00 0.00
individual team members proposed for the audit engagement
2  Competencies, experience and knowledge in the audited area of the 10% 0.00 0.00 0.00
team
3  Ability to perform the engagement within the defined timeline 10% 0.00 0.00 0.00
4  Familiarity with the Bank and its processes 10%
Results of an interview with the IAD 20% 0.00 0.00 0.00

-—m—m—m

i el
%

Financial cost 40% 0.00 0.00
7 Qualitative Assessment Result 60% 0.00 0.00

—[Total or Fnal Assessmont ——————————ioe% 000 | 000]
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